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ABSTRACT

Secure, fault-tolerant distributed systems are difficult to build,
to validate, and to operate. Conservative design for such
systems dictates that their security and fault tolerance de-
pend on a very small number of assumptions taken on faith;
such assumptions are typically called the “trusted comput-
ing base” (TCB) of a system. However, a rich trade-off
exists between larger TCBs and more secure, more fault-
tolerant, or more efficient systems. In our recent work,
we have explored this trade-off by defining “small,” generic
trusted primitives—for example, an attested, monotonically
sequenced FIFO buffer of a few hundred machine words
guaranteed to hold appended words until eviction—and show-
ing how such primitives can improve the performance, fault
tolerance, and security of systems using them. In this article,
we review our efforts in generating simple trusted primitives
such as an attested circular buffer (called Attested Append-
only Memory), and an attested human activity detector. We
describe the benefits of using these primitives to increase the
fault-tolerance of replicated systems and archival storage,
and to improve the security of email SPAM and click-fraud
prevention systems. Finally, we share some lessons we have
learned from this endeavor.
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Large-scale systems are complex amalgams of many pieces of
hardware and software. Quite frequently, those pieces come
from many sources, have different purposes, and are under
the control of different humans and organizations. Consider
the example of a banking application; a bank customer ob-
tains service via her home computer or smart-phone, the
service itself operates on hardware and software primarily
owned and operated by the bank, while communication be-
tween the two is conducted via a third-party network.

Establishing the dependability of an outcome—a computa-
tion result, a transaction, etc.—from such a system is tough
even in the simplest cases. This dependability is contingent
on the correctness of each component (does the banking ap-
plication implement the algorithm intended by the bank?),
on the ability of each component to weather faults (do bank-
ing transactions recover from temporary network disconnec-
tion, soft errors, or attacks?), and on the trustworthiness
of the organizations contributing each component (does the
bank intentionally skim off the top of each transaction?).

A typical dependability assessment is, at best, a guaran-
tee conditioned on assumptions about these factors. Un-
fortunately, those assumptions are infrequently—if ever—
justified. Implementations of algorithms in deployed sys-
tems are often buggy, systems often crumble under unan-
ticipated conditions and attacks, and organizations or their
insiders often act against their publicly stated mission and
guarantees. Therefore, trusting a system (operating system,
application, hardware, intervening network) in its entirety,
although seductive in its simplicity, is completely unrealistic.

One way to improve the situation is to put the most critical
functionality of a system in a special software or hardware
component, built and deployed carefully enough to justify
trust in its correctness, leaving less critical functionality and
data to untrusted parts of the system. For example, the
Trusted Platform Module (TPM) [12] is designed to ensure
that the loaded software within a commodity computer is
reported to external verifiers correctly, even in the face of
possibly malicious operators with physical access to that
computer or other software attacks. While a TPM chip
is not sufficient to build a trustworthy system—after all,
correctly booting a program will not magically make that
program bug-free—it nevertheless improves the odds that
a system works as expected: a whole class of problems no
longer wreak havoc. Informally one might view this as a “re-
allocation of the dependability budget” across the different



hardware and software components of a system.

In this article, we describe some of our research efforts to-
wards three computational and storage primitives designed
to improve the dependability of a broad range of applica-
tions. Our common goals for all three primitives were to
make them easy to implement, cost-effective, and simple
to interface with for broader applicability. Specifically, we
summarize Attested Append-Only Memory (A2M) [31] for
removing equivocation from replicated systems, Moded At-
tested Storage (MAS) [32] for weathering fault spikes in long-
term storage systems, and Not-A-Bot (NAB) [38] for com-
bating bot-attacks via human-activity detection. A2M en-
ables Byzantine-fault-tolerant (BFT) systems to reduce the
required replication factor without reducing their fault tol-
erance, or in some cases to improve the fault tolerance guar-
antees offered without extra overhead. MAS allows long-
term storage systems to tolerate temporary fault spikes that
usually doom more traditional replicated systems to failure
forever after the fault spike. And NAB allows effective pol-
icy that prioritizes traffic (email, web requests, etc.) that
is likely to have originated with a human user, over traffic
that appears to come from automation; in the process, it
dramatically improves spam filtering, denial-of-service de-
fenses, and click-fraud prevention.

In what follows, we motivate trust in small primitives, de-
scribe our assumptions and fault model, and describe the
three trusted primitives in more detail. We then present im-
plementation choices for such primitives that trade-off per-
formance with dependability. After reviewing related work,
we conclude with lessons gathered during our research ef-
forts, and our future research direction in this space.

2. WHY TRUST ANYTHING?

During the design of dependable systems, a natural question
frequently arises: why should one place greater trust in one
component than in another, or ideally than in the entire
system? We seek to answer this question in this section.

Different components of nodes in a complex system exhibit
different levels of fault tolerance, because each is built, val-
idated, deployed, and maintained differently. One source
of differentiation comes from different assurance practices.
Hardware microprocessor designs undergo extensive formal
verification before production. They tend to exhibit fewer
bugs and security vulnerabilities in their implementation
than typical software systems. Even in the software world,
formally verified components can rigorously prove their cor-
rectness guarantees under specific execution models. As a
result, these components are better protected from many
runtime bugs and vulnerabilities [69,73]. Formally verified
software can be leveraged with some success and perfor-
mance cost via the use of strongly typed languages such
as Java and C#, which are touted as safer environments
for building robust systems: they offer a formal guarantee
that, as long as the compiler and execution runtime imple-
ment the language semantics correctly, no application will
be vulnerable to some of the typical system plagues like
buffer overflows. Similar guarantees are offered by language-
based type-safe operating systems such as Singularity [42].
Of course, one may need to scrutinize those compilers and
runtimes themselves, since their correctness is essential to

anything dependent on them [79].

A second source of differentiation comes from care in the de-
ployment of a system: tight physical access controls, proac-
tive hardware and software replacement, responsive system
administration, well-designed firewalls and intrusion detec-
tion mechanisms contribute to keeping out the threats that
can exploit any vulnerabilities present in the physical and
logical interfaces of a system component. For example, a
software component that is vulnerable to a particular ex-
ploit borne over SSH traffic can be shielded from that ex-
ploit if the firewalls between the Internet and that compo-
nent drop all SSH packets before they reach it [86], or if it
only communicates with other trusted components over a
private network [33, 76].

A third source of differentiation comes from the rolling
procurement characteristics of software and hardware tech-
nologies. A service that needs to remain dependable must
weather change: hardware becomes obsolete, operating sys-
tems evolve, communication standards grow, and best-
known cryptographic methods are broken and replaced by
their successors. For example, a trusted logical component
assumed to never fail would require the expensive proac-
tive replacement of the cryptographic libraries or the trusted
hardware platform used to implement it, as new cryptanal-
ysis techniques become possible, faster hardware is intro-
duced, and new processes for protecting processor packages
from physical or electrical tampering become available. In
contrast, a less trusted component could afford to trail the
state of the art and use replication or other techniques to
mask faults, only migrating to new software and hardware
less frequently and potentially at a lower cost.

Finally, fault differentiation can come from limited exposure.
Many high-assurance systems such as certification authori-
ties keep their sensitive components (e.g., their signing keys)
mostly or wholly off-line, limiting attack opportunities. Ser-
vices that have limited or potentially batched updates but
can be mostly read-only (or indeed off-line with on-line, un-
trusted proxies [36,47,51]), can be protected quite effectively
in this fashion.

Interestingly, there are non-trivial dependencies among all
these sources of differentiation. For example, a proven-
correct system that is operated by a trustworthy organiza-
tion is strictly more reliable than the same system operated
by an unreliable organization. As goes the usual secure sys-
tems’ truism, a complex system is as secure as its weakest
link. This simple observation allows us to argue systems can
be constructed by components with different dependability
characteristics. For each such component, the expectation
of greater dependability implies restrictions on its capabil-
ities, for instance because it is still expensive to formally
verify large, complex components [89]. Similarly, a com-
ponent that protects its dependability by remaining mostly
off-line can realistically be responsible only for functionality
that can be performed infrequently and in batches.

3. SETUP

We use standard assumptions about the network model and
about cryptography. In the network, packet drops, reorder-
ings, and duplications can occur but retransmissions of a



message eventually deliver it. However, though finite up-
per bounds exist for message delivery and operation exe-
cution times, those bounds are not known to protocol enti-
ties. A faulty node cannot violate intractability assumptions
about standard cryptography. Therefore, the adversary can-
not produce pre-images or collisions for cryptographic hash
functions' or forge previously unseen signatures for private
signing keys he does not possess. For long-term uses of
cryptography, we make a “rolling procurement” assumption,
whereby cryptographic tools are replaced with up-to-date
technologies, algorithms, and key sizes well before their com-
promise is even feasible, let alone practical. For a managed
system, this is a reasonable and plausible approach.

In this paper, we consider fault models that depend on
the cause of the node’s misbehavior. In particular, we dis-
tinguish between two cases: (i) the node’s owner is well-
intentioned but unaware the node’s software has been com-
promised by a third-party (faulty application model), and
(ii) the node’s behavior is Byzantine because of a malicious
owner (faulty operator model). The nature of the trusted
computing base is quite different in the two cases. In the
first model, the trusted computing base is set up by the
service owner; for instance, a bank owns all nodes and en-
sures, through physical security and other means, that only
its nodes can provide the service. Our concern here is to
combat software attacks such as worms and viruses against
those centrally administered nodes. In the second model,
we do not trust owners but trust a third party (e.g., a spe-
cial service provider or a trusted hardware manufacturer) to
set up the trusted computing base; for instance, a malicious
storage server can manipulate all aspects of its node except
what lies within the trusted device, which is the purview of
the device provider.

For conciseness, throughout the paper we use the authen-
tication notation of Yin et al. [90], according to which we
denote by (X)s p,x an authentication certificate that any
node in a set D can regard as proof that k distinct nodes in
S said X. For example, a traditional digital signature on X
from p that is verifiable by the entire replica population R
would be (X)p r,1, two signatures from p and ¢ put together
would be (X)(, 4},r,2, and a MAC from p to ¢ with a shared
key would be (X)p q4,1. As a convention, we use p to denote
the singleton set {p}, and oo as shorthand for the universal
set of all principals. When we use this notation to describe
collective certificates made up of individual signatures, as
for the second example above, we usually remove any signer
identification from the collective certificate format: for ex-
ample, the certificate (X){,.4},r,2 above could correspond to
the individually signed messages (p, X)p.r,1 and (g, X)q,Rr,1.

We use h() to denote a one-way collision-resistant hash func-
tion such as SHA-256, and || to denote the bit-string con-
catenation operator.

4. EQUIVOCATION PROTECTION: A2M

LA one-way—or pre-image resistant—hash function h is one
for which there is no polynomial-time algorithm that, given
a, can find a previously unknown [ such that a = h(8).
A collision-resistant hash function h is one for which there
is no polynomial-time algorithm that can find two values «
and G for which h(a) = h(B).
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Figure 1: A forking attack example of two clients and
one malicious server. The server convinces clients a and
b of different system states.

The first primitive we consider targets the problem of equiv-
ocation in untrusted services. In particular, we consider
client-server systems where a service is accessed and shared
by multiple clients connected over a public network. The
service can be implemented as a single server (e.g., a file
server) or multiple servers (e.g., replicated state machines).
Clients request authenticated operations from the service,
the service executes those operations—which may change
the service state—and returns responses to the requesting
clients.

The fault-tolerance properties of such systems can be di-
vided into safety guarantees, properties that must be true at
all times, and liveness guarantees, properties that must be-
come true within finite time from all execution states of the
system. For replicated services the target safety guarantee is
usually linearizability [41]: completed client requests appear
to have been processed in a single, totally ordered, serial
schedule that is consistent with the order in which clients
submitted their requests and received their responses. The
corresponding liveness guarantee is that a correct client’s re-
quest is eventually processed. It is well established that if
servers have no trusted components, then no replicated sys-
tem can provide these safety and liveness guarantees when
more than a third of its replicas are faulty [50].

4.1 The Problem: Equivocation

In deterministic, replicated systems that aim to guarantee
linearizability, lying is bad enough, but lying in different
ways to different people is even worse. The “prototype” prob-
lem of agreeing on a single system execution, known as the
“Byzantine generals problem,” has been demonstrated un-
solvable in a population of three parties when one is faulty [50],
precisely because of equivocation. Beyond agreement, espe-
cially when there is a single server to contend with, equivoca-
tion can wreak just as much havoc. Next, we present two de-
tailed examples of equivocation attacks against single-server
and replicated systems, to motivate our focus on eliminating
equivocation through trusted primitives.

4.1.1 Servers Equivocating to Clients

We consider a log-structured storage server shared by mul-
tiple clients as an illustrative example. For example, in a
straw-man design for SUNDR [54], to request an operation,
a client first acquires a lock at the server and downloads
the entire operation log, a time-ordered collection of signed
client operations. The client checks whether the log is cor-
rect by verifying the signatures and by checking that the log
contains all of its own operations in order; it then creates



Figure 2: An example that shows the violation of lin-
earizability in PBFT when two replicas are faulty out
of four replicas. Black circles are faulty replicas (one of
them is the primary), gray circles are correct replicas,
and white circles are clients. When two clients ¢; and co
submit requests req, and req; to the replicas at roughly
the same time, but only manage to reach one correct
replica each, the two faulty replicas can convince the
two correct replicas to assign the same sequence number
to different requests.

what must be the server’s current state by starting with an
initial state and then applying the logged operations in or-
der, as a correct server would have in a linearized system.
The client executes its operation based on the created state,
thus finding out the result of this operation. The client then
appends its signed operation to the end of the log, sends the
updated log back to the server, and releases the lock.

A faulty server can mount a forking attack [54] by con-
cealing operations, which causes the system’s state to di-
verge into multiple possibilities for different clients. Sup-
pose two clients access a server as shown in Figure 1.
Client a performs reqiq, client b performs reqip, and client
a performs reqz,. The latest state of the server becomes
{reqia,reqiv, 7eq2a} as far as client a is concerned. Now,
client b retrieves the log of the server to perform a new op-
eration reqg,. The faulty server drops reqa, off the tail of
the log, only returning {reqia,reqip}. Client b executes its
operation and has the log state {reqia,reqis,reqa}. The
system state is now forked with regards to these two clients.
The cause of the problem is the ability of the faulty server
to misrepresent its operation log to the two clients, equivo-
cating on what its state is according to who is asking.

4.1.2 Servers Equivocating to Servers

To demonstrate equivocation problems among servers, we
consider BFT replicated state machines. In particular, we
choose Practical Byzantine Fault Tolerance (PBFT) [28] for
its profound impact on the systems literature. For the pur-
poses of this illustration, a PBFT client is satisfied with a
result to its request if it receives at least L%J + 1 replies
from distinct replicas out of the N total replicas, all with a
matching result; a PBFT replica can commit a request to its
local state as long as a quorum of QL%J + 1 replicas agree
on the request’s ordering in history. More detailed PBFT
background can be found elsewhere [28].

Given this behavior, PBFT guarantees safety (linearizabil-
ity) and liveness, as long as no more than \_%J replicas
are faulty; if more than \_%J replicas are faulty, PBFT
does not guarantee safety (and liveness is meaningless with-
out safety): faulty replicas can fool non-faulty replicas to
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Figure 3: Structure of an attested append-only memory
(A2M), which contains a set of distinct logs (¢;) that map
sequence numbers (in the range of £; to H;) to values.

commit different request histories, and different clients may
accept replies corresponding to different request histories,
violating linearizability.

To illustrate, consider N = 4; replicas r1 and 72 are faulty,
and non-faulty replicas ro and r3 cannot temporarily com-
municate with each other (Figure 2). Client a sends regq,
to the system. The two faulty replicas convince r¢ to com-
mit and execute req, first, since the three of them form a
quorum of 3 = 2| =1 | + 1. Later client b sends reg, to the
system. The two faulty replicas convince rs to commit and
execute req, first, since r3 never saw req,. Faulty servers ri
and r2 equivocate to non-faulty servers ro and rs.

Furthermore, the ability of faulty servers to equivocate to
non-faulty servers also allows the service to equivocate to
clients, as in the previous section. For example, clients a
and b experience two different histories through their ac-
cepted replies, thus violating linearizability: req, is the first
committed request for one, while regq, is the first request for
the other. The problem arises because of the faulty replicas
equivocating to clients. The faulty replicas are allowed to
tell client @, with ro’s help, that req, is committed in their
history at sequence number 1, and also to tell client b, with
r3’s help, that regq, is committed in their history at the same
sequence number.

4.2 Primitive: A2M

In the previous section, we argued that the adversary’s abil-
ity to equivocate undetected—e.g., to claim to have two dif-
ferent histories depending on which host it is talking to—is a
fundamental weapon against safety, both in single-server and
replicated services. Here we describe an attested append-only
memory (A2M), a simple attestation-based abstraction that,
when trusted, can remove the ability of adversarial replicas
to equivocate without detection. Using an A2M implemen-
tation within the trusted computing base, a protocol can
assume that a seemingly correct host can give only a single
response to every distinct protocol request—for some pro-
tocol specific definition of “distinct” request—, even when
that same request is retransmitted multiple times by dif-
ferent clients or replicas, and even if that response is unde-
tectably faulty. A2M essentially offers reliable services a bit-
commitment scheme [68] for sequential logs, placed within
the trusted computing base.

Informally, an A2M equips a host with a set of trusted, un-



deniable, ordered logs (illustrated in Figure 3). Each such
log has an identifier ¢ (unique within the same computer)
and consists of a sequence of values, each annotated with
(1) a log-specific sequence number that is incremented from
0 with every new value appended to the log, and (2) an in-
cremental cryptographic digest of all log entries up to itself.
Only a suffix of the log is stored in A2M, starting with the
slot in the “low” position £ > 0 and ending with the last slot
in the “high” position H > L.

An A2M log offers methods to append values, to lookup values
within the log or to obtain the end of the log, as well as to
truncate and to advance the log suffix stored in memory.
There are no methods to replace values that have already
been assigned.

e append(q, x) takes a value z, appends it to the log with
identifier ¢, increments the highest assigned sequence
number H by 1, populates the slot at that position with
x, and computes dy = h(H||z||dx-1), a cumulative di-
gest, where do = 0. It does not cause any values to be
forgotten, i.e., it does not affect £; if the log is unable
to allocate storage to the new entry, the method fails.

e lookup(q,n, z) — (LOOKUP, q,n, z, &, w,n, d) A2M 4 00,1 I8
a method that takes log identifier ¢, a sequence number
n and a nonce z (for freshness), and returns a Lookup
attestation. w is the type of the attestation: if sequence
number n has not been assigned yet (i.e., n > H) then
w is UNassiGNED and n’ = H; if n was assigned once
but has now been forgotten (i.e., n < L), then w is
ForcoTTEN and n’ = L; if slot n has been skipped over
via the advance method (see below) then w is SkiPPED
and n’ is the sequence number of the advance call that
caused the skip; finally, if n is a slot that was filled via
append or advance (see below), then w is AssiGNED and
n’ = n. = and d are the assigned log value and digest
when w is AssigNeD) and 0 otherwise.

e end(q, z) is similar to lookup, but returns the last entry
of the given log (currently in position H). Attestations
from lookup and end have the same format except for
the request name END in the beginning.

e truncate(q,n), where n € (£, H], forgets all log entries
with sequence numbers lower than n, setting £ to n.
All subsequent lookup requests for entries below n will
be henceforth of type w = FORGOTTEN.

e advance(q, n,d, z) allows log ¢ to skip ahead by multiple
sequence numbers. It takes a sequence number n > H,
a digest d, and a value z. It operates similarly to ap-
pend, but instead of using dy—1 in the digest compu-
tation, it uses the given d; skipped sequence numbers
are reported as SKIPPED in lookups. Any subsequent
lookup(q,n”, z) request for a sequence number n” that
was skipped by this advance will return an attestation
of the form (Lookup, ¢, n", z, x, SKIPPED, 1, d) A20M 00,1,
which contains information about the advance method
that caused the skip, until the slot is finally FORGOTTEN.

4.3 A2M Usage

Equipped with A2M in its trusted computing base, a reli-
able service can mitigate the effects of Byzantine faults in
its untrusted components, by relying on some small fallback
information about individual operations or histories of op-
erations that cannot be tampered with.

During setup, the untrusted component (e.g., a server) must
make known to all possible verifiers (e.g., clients or other
servers) the authentication keys for its A2M module and
the identifier of the A2M log used for each distinct purpose.
As far as a verifier is concerned, the A2M authentication
key and log identifier are part of the untrusted component’s
identity. Therefore, a particular A2M-enabled component is
allowed to use only its associated A2M.

An untrusted component C can commit individual data items
or operations by appending them to an A2M log. For exam-
ple, to prove that it has committed to a data item D, the
component can execute append(q, h(D)). The data item is
hashed before appending to facilitate A2M implementations
in which every log slot has a fixed length.

An interested verifier can establish that the data
item is, indeed, in the untrusted component’s
committed state by demanding the attestation
(Lookup, g, n, z, x, ASSIGNED, N, d) A2M o 00,1 fOr some se-
quence number n and nonce z, where x = h(D). This
conclusively establishes that the untrusted component
indeed put the data item D somewhere into its committed
log?. The sequence number n can be further constrained
(e.g., it can be associated with individual protocol steps) to
ensure that the untrusted component only commits a single
data item for that protocol step; in this sense, multiple
verifiers who are mutually disconnected can be assured that
the component cannot equivocate on the contents of its
n-th slot. To ensure that the untrusted component has a
particular data item as the last element in its log, a verifier
can provide the untrusted component with a random nonce
z and demand and END attestation instead.

The untrusted component is not bound to committing to
individual data items in sequential log slots; it can use ad-
vance to skip some sequence numbers, e.g., for periods of
disconnection or unavailability. Invocation of advance does
not “unprove” things that the A2M has attested to before.
It merely gives up the ability to attest to a real value for the
skipped sequence numbers.

When interested in entire histories of data items (e.g., re-
quest logs), verifiers can make use of not only the committed
data item itself, but also the cumulative digest d. Thanks to
the collision-resistant properties of the hash function used,
there is a single sequence of data items appended to log ¢ for
which the cumulative digest is d. Therefore, equal digests in
Lookup attestations from two untrusted servers imply the
two servers have committed to the same history thus far.

To revisit the scenario of a storage server that maintains a
log for committed client requests but maliciously drops some
off the end when talking to a victim client (Section 4.1.1),
consider forcing the server to maintain that log in A2M.
Client b can demand a fresh EnD attestation from the server’s
A2M log, along with the history itself, and ensure that the
included digest is indeed the cumulative digest of the his-

2We use A2M, to denote the authentication principal cor-
responding to host p’s A2M module. Trusting A2M means
that p cannot forge authenticators by A2M, without A2M’s
cooperation, and that even then, it can only coerce A2M to
generate such authenticators as per the A2M interface.



tory; this guarantees to b that the server has not omitted
any requests from the end of its committed log in its re-
sponse, eliminating this particular problem. Similarly, to re-
visit the replicated scenario in which malicious replicas pro-
fess to different committed requests to different non-faulty
replicas, convincing them to commit divergent requests (Sec-
tion 4.1.2), consider requiring replicas to place such messages
into an A2M message log before transmitting them. Now
a non-faulty replica, before it allows itself to be convinced
by another replica’s message, ensures that the message is
attested in a Lookup attestation drawn from the message
sender’s A2M message log. In this way, the faulty replica
cannot equivocate to two different non-faulty replicas.

4.4 Applicability: A2M-enabled Replication

A full treatment of how A2M can improve fault-tolerant sys-
tems is out of the scope of this article and is covered else-
where [31]. Here, we summarize how we have used A2M.

A2M-PBFT-E is an A2M variant of Castro and Liskov’s
Practical Byzantine Fault Tolerance (PBFT) protocol [26].
Similar to PBFT, A2M-PBFT-E guarantees safety and live-
ness with up to L%J faulty replicas out of N total; how-
ever, whereas PBFT offers no guarantees whatsoever when
this upper bound of faulty replicas is crossed, A2M-PBFT-E
can still guarantee safety without liveness when the number
of faulty replicas is more than L%j but no more than

QL%J This is an important advantage for applications,
such as high-volume banking, in which correctness (captured
by safety) under heavy faults is desirable, even if it is not

accompanied by availability (captured by liveness).

A2M-PBFT-EA is an extension of PBFT that can guaran-
tee both safety and liveness with up to [ Y5 | replica faults:
whereas PBFT needs a three-fold replication to tolerate a
given number of faults, A2M-PBFT-EA needs only two-fold
replication. The additional complexity of A2M-PBFT-EA
may be justifiable in applications that require both low repli-
cation and high fault tolerance, as might be the case for
critical applications with very high replication costs, such
as dependable software for space missions.

Finally, we also demonstrated the use of A2M with A2M-
Storage, a single-server storage service like SUNDR [54], and
A2M-Q/U, an A2M-enabled quorum-based replicated state
machine protocol based on Q/U [17], in both cases increasing
fault tolerance and/or decreasing the replication factor.

The cost of A2M is dependent on how it is implemented
(Section 7). To illustrate, an NFS server running an A2M-
enabled fault-tolerant backing store is only 4% slower com-
pared to that of NF'S on top of a traditional PBFT-replicated
implementation, or about 24% compared to NFS on top of
an unreplicated, untrusted server.

5. RATCHETED STORAGE: MAS

The second primitive we consider extends the problem of
Byzantine-fault-tolerant storage to long-term applications.
The Moded Attested Storage (MAS) continues where A2M
left off, making it possible to build storage systems that
survive temporary violations of fault assumptions, which in-
capacitate typical fault-tolerant systems.

5.1 The Problem: Fault-Threshold Violations

Current fault-tolerant replicated service designs are often
unsuitable for long-term applications, such as archival stor-
age for digital artifacts, which is gaining importance for busi-
ness [71], regulatory [15,16], and cultural [59] reasons. This
unsuitability results from the typical fault assumptions on
which the correctness of such systems is conditioned (e.g.,
the 1/3-rd fault threshold of replicated BFT systems).

In typical, “near-term” applications, such a uniform-threshold-
based fault assumption can be reasonable and achievable.
For example, one can argue that in a well-maintained popu-
lation of diverse, high-assurance replica servers, by the time
a third of the population is broken into or just grows faulty,
the operators of faulty replicas can repair them. Thus, the
repair reduces the number of faulty replicas, averts a thresh-
old breach, and thereby keeps the system’s fault assumption
inviolate.

Unfortunately, this reasoning falls apart for applications and
deployments with a long-term horizon, say many decades.
Whereas a population of replica servers can be plausibly
“well-maintained” enough for a few years, it is difficult to
protect perfectly from momentary threshold breaches over
the long haul. Even improbable correlated faults become
probable given enough time [20]; what is more, changes in
human operators, organizational priorities, and fluctuating
budgets over time make the probability of at least temporary
threshold breach uncomfortably high. Once that threshold
is breached, for however brief a period, the system’s fault
assumption is violated, and correctness can no longer be
guaranteed at any point in time thereafter.

To illustrate, let us revisit the equivocation example given
in Section 4.1.2 (see Figure 2). We established before that
equivocating faulty replicas 1 and r2 can cause the states
of correct replicas 7o and r3 to diverge. Because only 2(=
f+1) matching replies are required to convince a client of a
result, even if the fault assumption is again met because one
faulty replica is repaired, the remaining faulty replica will
always be able to corroborate 7o’s view of the world to some
clients and r3’s view of the world to other clients, keeping
up the charade indefinitely. Crash-fault tolerant replicated
state machines based on the Paxos [49] protocol do not deal
with Byzantine faults explicitly (i.e., assume a Byzantine-
fault threshold of 0) and they can have similar problems if
a Byzantine fault crops up rarely and briefly.

Though not general for all possible replicated state machine
protocols, this illustration serves to demonstrate the com-
mon trend: once the fault assumption is violated (the same
as a threshold breach in traditional BFT protocols) the sys-
tem cannot offer its correctness guarantees again, even if the
fault assumption is later restored.

The fault bound in the original PBF'T protocol applies over
the lifetime of the system, assuming that once a replica be-
comes faulty it does not recover. PBFT’s authors devised
PBFT-PR [27], an enhanced protocol with some hardware
support that attempts to repair faulty replicas. As a result,
PBFT reduces the length of the vulnerability window of the
system during which the fault bound might be breached;
even though more than f faults may occur during the life-



time of the system, as long as faults are repaired frequently
enough so that no more than f faults are ever simultaneously
present, the system maintains its guarantees. PBFT-PR
achieves this repair using proactive recovery [27]: a hard-
ware watchdog on every replica periodically reboots it with
a fresh software installation from a read-only medium, flush-
ing any runtime code damage caused since the last reboot.
Upon reboot, the protocol cleans up the service state be-
fore it goes back into regular operation. Now the window
of vulnerability® is the period of time between two succes-
sive, successful proactive recovery phases across the replica
population, which is much shorter than the lifetime of the
system. However, if the f fault bound is violated within a
vulnerability window, the protocol fails once again.

5.2 Primitive: MAS in Tiered Fault Models

The intuition behind MAS is to combine equivocation pro-
tection, as offered by A2M, with the ability to restrict write
access to the primitive only during “more dependable” peri-
ods of system operation. As described in Section 2, different
components can have different dependability characteristics.
First, a complex but formally unverified software artifact
might be likely to exhibit vulnerabilities; all that stands be-
tween it and a bug is a lapse in the judgment of a human
programmer. In contrast, a formally verified software arti-
fact, especially one that is very infrequently open to updates,
might take much longer to exhibit vulnerabilities: it will not
exhibit bugs against which it was verified, but perhaps the
assumptions under which its correctness was verified might
cease to hold upon a radical technology change.

This observation leads us to a tiered fault framework that
partitions system components into different classes, accord-
ing to how critical they are and, commensurately, to how
trustworthy they must be. For instance, software and hard-
ware that changes the state of a service is more vulnerable
than software and hardware that reads only the state, which
is more vulnerable than components that check only service
status (on or off). The first class can potentially destroy the
service (wipe out all state); the second class cannot destroy
the service but can leak its contents; the third class leaks
only as much information as can be conveyed by whether
the service is up or down. Correspondingly, the first class
must be simpler, better analyzed, more carefully deployed
than the second class, and both more so than the third class.

A tiered fault framework assigns a separate fault tier to each
component class. Like more traditional models, the fault
assumption within each tier is threshold-based, but the ac-
tual threshold differs from tier to tier. For instance, the
fault assumption for the population of write-operation com-
ponents may be a 1/3 threshold as with typical BFT sys-
tems, whereas the fault threshold for the population of read-
operation components may be higher. There is no magic in
this formulation: each fault tier is itself subject to a fault
threshold. However, this multi-tier approach enables us to
structure a system so as to operate longer without violating
its overall fault assumptions.

At the root of trust lies MAS, a device akin to A2M that

3The window of vulnerability varies depending on system
conditions. For example, if some replicas’ state is corrupted,
the window becomes large.

also contains a time source (this can be a regular, mono-
tonic, crystal-based clock source with an upper bound on
drift, or an external unconditionally trusted time source re-
ceived by the device such as GPS). MAS also contains a
hardware watchdog, which uses the time source to trigger
proactive recovery periodically, by causing the host to re-
boot from read-only media. Finally, the hardware watchdog
sets the device mode (a bit in our simple implementation).
The mode corresponds to the fault tier under which the sys-
tem currently operates; the device mode can change only
from more vulnerable class (higher tier) to less vulnerable
class (lower tier): in our example, from state update mode,
to state read mode, etc. MAS’s mode is reset to the highest
tier only when the watchdog is triggered. The MAS mode is
akin in spirit to the ratcheting layers of the IBM 4758 class
of secure co-processors [34].

Our specific MAS design contains a single mode bit, an ex-
ternally unreadable time source, and a set of storage slots,
each of which is identified by an identifier ¢. The write in-
terface to a MAS is Store(q, v) where v is a value; this stores
v to the slot with identifier q. This interface allows requests
only when the mode bit indicates a U phase is ongoing. The
read interface of MAS allows access all the time. It allows
the attested, fresh retrieval of any slot; a Lookup(g, z), where
q is a slot identifier and z is a nonce used for freshness, re-
turns (Lookup, q, v, z,t,m);/, where v is the value currently
occupying the slot with identifier ¢ of the MAS, t is the in-
ternal time in the device, m is the current mode bit, and i’
is the hardware device principal. If the slot is empty, then
v = EMPTY in the returned attestation.

Note here that a minimal extension of A2M would imple-
ment MAS: it is trivial to extend the A2M interface with a
watchdog and mode, by including the current mode to all
A2M attestations, and using A2M’s advance and end to im-
plement MAS’s Store and Lookup respectively. The resulting
primitive would be of almost the exact same complexity as
A2M, with the addition of a time source component.

5.3 Applicability: Bonafide

We have demonstrated the uses of a MAS and a tiered
fault model in the context of Bonafide, an authentic long-
term key-value store. Such a facility can be useful, for
instance, as a directory for finding sensitive data given a
human-memorable name. One example is a directory for
self-certifying names of stored files given a file’s human-
friendly name. Such a service can close the loop for pre-
viously proposed reliable long-term archival services such
as Glacier [40] and OceanStore [48], which can withstand
Byzantine attacks only as long as a client holds a self-certifying
name for a data item.

Bonafide is a replicated service running on 3f + 1 repli-
cas. The replicas operate in alternating synchronous phases
of two types: a service phase (S phase) and a subsequent
state-update phase (U phase). During the i-th S phase, Get
requests can query the service state committed (i.e., fetch
bindings that were added) up to the (¢ — 1)-st U phase. Add
requests are buffered and executed after the end of the i-
th S phase, during the i-th U phase. That is, service state
changes occur in batch only during the U phase.



Fault Component || When | How used
bound
0 Watchdog Periodic | Invoked
MAS S phase | Read
U phase | Written/Read
1/3 Byz.* | Update U phase | Replicated store
Serve Apps
None Service S phase | Serve GETS
Buffer Abps
Audit and repair

Table 1: The components in Bonafide and their associ-
ated fault tiers.
Trusted storage

Audit_/ ntrusted storage Update
Repair

Service Update

Figure 4: A Bonafide node contains a MAS that stores
the AST root digest, a buffer to hold Add requests tem-
porarily, and an AST that maintains committed bind-
ings. The get, add, audit/repair processes run during
the S phase, and the update process runs during the U
phase. The arrows show what state the processes access.

The system maps to the tiered fault model by assigning
to the lowest, most error-prone fault tier the service pro-
cess (during the S phase), a mechanism for responding to
the clients’ read-only requests (e.g., looking up existing key-
value bindings) and for buffering—but not executing—new
key-value additions. The middle fault tier contains the up-
date process (running during the U phase), which performs
in batch all buffered key-value additions, but runs periodi-
cally and only briefly. The highest tier contains the MAS,
which keeps the error-prone service process safe and protects
the integrity of the update process. Table 1 summarizes the
fault tiers in Bonafide.

Under this tiered fault assumption, Bonafide guarantees ser-
vice safety, that is, integrity of returned data. However, to
guarantee durability as well (i.e., that no data are lost) the
system should create copies of data faster than they are
lost, as in Carbonite [29]. Also, to ensure liveness (i.e., non-
starvation) S phases with at most 2/3 faulty replicas must
occur once in a while (more precisely, within a finite number
of phases at all points in time). This is to ensure that an
Add request must be resubmitted by a client a finite number
of times before it is eventually served by a U phase.

A Bonafide node contains a MAS as well as a buffer to hold
Add requests temporarily and a main data structure that
maintains committed bindings (Figure 4). In Bonafide, the
service state—the key-value pairs—is maintained as a vari-
ation of a hash tree [64], which computes a cryptographic
digest of the whole state from the leaves up, storing it at
the tree root. The results of individual state queries (i.e.,
key lookups in the tree) can be validated against that root
digest; as long as the digest is kept safe from tampering,
individual lookups can be performed by an untrusted ser-
vice component without risking an integrity violation. This

state is replicated at each replica in the system in untrusted
storage (bottom tier) but its root digest (of size on the or-
der of 1 Kbit in today’s hardware) is stored in each node’s
MAS. Each replica’s MAS module lies in its most trusted
fault tier: we assume that while in service no MAS mod-
ule returns contents other than those that were stored at it.
We use a MAS for the root digest of the service state, since
it cryptographically protects the integrity of any answers
about that state provided by even an untrusted component.

The service state is updated during the U phase invoked by
a trusted watchdog in the most trusted fault tier. In the
U phase, all buffered writes are agreed upon by non-faulty
replicas using a state machine replication protocol and then
reflected in the service state, replacing the integrity digest in
each replica’s MAS. The U phase is in the next most trusted
fault tier in Bonafide: we assume that no more than a third
of the replicas’ update software can fail simultaneously, to
ensure that the state machine replication protocol safety and
liveness guarantees can be upheld within a single U phase.

The service state is served to clients during the S phase.
Responses to Get/Add requests are accepted by clients when
f + 1 replicas return to the client the same result, and each
result is consistent with the corresponding replica’s service
state digest in its MAS module. The f + 1 number comes
from the fault bound of the update tier, which assumes no
more than f update processes can be faulty in any single
U phase; as a result, no more than f update processes can
put an incorrectly updated digest into their own MAS. If
the same response to a client request is provided by at least
f + 1 untrusted service processes, but backed by the f + 1
trusted state digests in the MAS, the client is guaranteed
to be getting what at least one correct replica provides. At
worst, the client will receive no valid responses or obviously
invalid responses from the replicas and try again. Also, the
service state is audited (for latent storage faults or other bit
loss) and repaired during the S phase.

The full details about MAS, the tiered fault model and
Bonafide have been presented elsewhere [32].

6. HUMAN ACTIVITY ATTESTATION: NAB

The trusted primitives we have presented thus far are service-
facing in a sense: they capture a contained system that in-
teracts with the back end of a service, not so much the users
of that service. The primitive we present next is more fo-
cused on end users. Specifically, we turned to a trusted hu-
man activity attester, the fundamental trusted component
of the Not-A-Bot (NAB) system, whose primary aim is to
differentiate between computing activity directly triggered
by human action from activity initiated by automation.

6.1 The Problem: Who Is A Bot?

A group of compromised machines that are coordinated re-
motely by attackers is called a botnet. Botnets the ma-
jor originators of email spam, distributed denial-of-service
(DDoS) attacks, and click-fraud on advertisement-based web
sites today. By one measure, the current top six botnets
alone are responsible for more than 85% of all spam mail [8],
amounting to more than 120 billion messages per day that
infest more than 95% of all inboxes [9,45]. Botnet-generated
DDoS attacks account for about five percent of all web traf-



fic [3], occurring at a rate of more than 4000 distinct attacks
per week on average [66]. A problem of a more recent vin-
tage, click-fraud, is a growing threat to companies that draw
revenue from web ad placements [11]; bots are said to gen-
erate 14-20% of all ad clicks today [2].

As a result, if it were possible for servers to differentiate le-
gitimate, “human-generated” inputs (e.g., email, link clicks,
web requests) from automated, “bot-generated” inputs (e.g.,
spam, click fraud streams, DDoS traffic), many of the afore-
mentioned problems would be significantly mitigated. This
observation is not new, but there is currently no good way
to obtain such tags automatically without explicit human
input.

Requiring human input (say, by answering CAPTCHAs [84])
is unlikely to solve the problem. On one hand, solving
CAPTCHAS is onerous and disruptive for most humans. On
the other hand, CAPTCHASs are not inextricably linked to
the intended request and requester and can, therefore, be
delegated to other machines or human sweatshops [10]. Fur-
thermore, whereas CAPTCHASs are used today for coarse-
grained actions such as email account creation, they are
considered too intrusive to be used for finer granularity re-
quests such as sending email or retrieving web URLs. So, in
practice, the challenge response is “amortized” over multiple
requests (i.e., all email sent from the CAPTCHA-created
mail account). Even if an actual human created the ac-
count, nothing prevents the bots in that human’s desktop
from sending email indiscriminately using that account.

Yet, the problem with obtaining evidence of human activ-
ity automatically, say from an as yet unspecified human ac-
tivity attester, is that the client machine may have been
compromised, so one cannot readily trust any information
provided by software running on the compromised machine.
There are four main requirements for such an attester. First,
attestations must be generated in response to human re-
quests automatically, with minimal user involvement. Sec-
ond, such attestations must not be transferable from the
client on which they are generated to attest traffic origi-
nating from another client. Third, adoption of the attester
must benefit users that deploy it without hurting those that
do not. Fourth, the attester must preserve the existing pri-
vacy and anonymity semantics of applications while deliv-
ering these benefits, which implies that a solution based on
globally unique identities—even if those were feasible to-
day despite strong evidence of the contrary [22]—would not
be appropriate. All of these requirements must be satisfied
without the need to trust the user’s host OS or applications
(e.g., while a compromised machine actively tries to subvert
the attester functionality). Worse yet, the attester must be
small enough to be trustworthy.

6.2 Primitive: Human Activity Attestation
The attester’s sole function is to generate an attestation
when an application requests one. An attestation request
contains only the application-specific content to attest to
(e.g., the email message to send out). The attester may pro-
vide the attestation or refuse to provide an attestation at
all. We discuss two important decisions: when to grant an
attestation and what to attest.

6.2.1 When To Grant An Attestation

The attester’s decision is one of determining the human’s
presence and intent: was there a human operating the com-
puter, and did she really intend to send the particular email
for which the application is requesting an attestation? Since
the attester lacks a direct link to the human’s intentions, it
must guess based on the trusted inputs available: the key-
board and mouse®. We considered three key design points
for such a guessing module.

The best-quality guess is not a guess at all: the attester
could momentarily take over the keyboard, mouse, and dis-
play device, and prompt the user with a specific question to
attest or not attest to a particular email, similarly to how
User Account Control works in recent Microsoft Windows
systems. While technically feasible to implement, users have
found explicit prompts annoying in practice [13]. What is
worse, user fatigue inevitably leads to an always-click-OK
user behavior [87], which defeats the purpose of attestation.

Instead, we guess human intent using timing: how recently
before a particular attestation request was the last keyboard
or mouse activity observed? We call this a “t — §” attester, if
dm denotes the time since the last mouse activity and J; de-
notes the time since the last keyboard activity. For example,
the email application requests an attestation specifying that
a keyboard or mouse click should have occurred within the
last Ag or A, milliseconds respectively, where the Ay )
represents the application-specified upper-bound. The at-
tester generates attestations that indicate this time lag, or
refuses if that lag is longer than Ay .} milliseconds.

One drawback of the t — § attester is that it allows a bot to
generate attestations for its own traffic by “harvesting” exist-
ing user activity. We mitigate this avenue for bot exploita-
tion via rate limiting activity attestations (rates of hundreds
of milliseconds are reasonable for human-initiated activity),
and via user notification when her legitimate applications
have trouble obtaining activity attestations, which is an ex-
plicit indication of local bot activity.

6.2.2 What To Attest

The second attester design decision is what to attest, i.e.,
how much to link a particular attestation to the issuer, the
verifier, and the content. NAB generates responder-specific,
content-specific, and, where appropriate, challenger-specific
attestations. Attestations are certificates of human activity
that contain a signature over the entire request content. For
example, an email attestation contains the signature over
the entire email, including the “From:” address (i.e., the
responder), the email body (i.e., the content), and the “To:”
address (i.e., the challenger).

Challenger-specific attestation helps in ensuring that unwit-
ting, honest humans do not furnish attestations for bad pur-
poses. A verifier expecting an attestation from human A’s
attester will reject an attestation from human B that might
be provided instead. In the spam example, this is tanta-
mount to explicit sender authentication.

SWe did not consider other sensors such as cameras, micro-
phones, or other application-specific data, but those might
prove very helpful for our purposes.



The attester API is simple: there is only a single request/reply
pair of calls between the OS and the attester. An applica-
tion’s attestation request contains the hash of the message
to be attested (i.e., the contents of an email message or the
URL of a browser click), the type of attestation requested,
and the process id of the requesting process. If the attester
verifies that the type of attestation being requested is con-
sistent with user activity seen on the keyboard/mouse chan-
nels, it signs the attestation and, depending on the attesta-
tion type, includes d,, and dx, which indicate how long ago a
mouse click and a keyboard click respectively were last seen.

The same API is used for all applications. The only cus-
tomization allowed is whether to include the values of the 9.,
or Jy, depending on the attestation type. The attester can
protect user privacy by using a group signature scheme for
anonymous attestations, extending the Direct Anonymous
Attestation service [24] developed for recent TPMs.

We have currently defined and implemented two attestation
types, one that hides fine-grained detail about the user’s
activity (“type 0”) and one that does not (“type 17). The
former prevents fine temporal tracking of a user’s keyboard
and mouse patterns and is offered as a privacy enhancement;
essentially it fixes a time threshold to a standard value (1sec)
and only issues an attestation if activity has occurred within
that period. The latter allows finer-grained attestation re-
quests. Even for interactive applications such as web brows-
ing, private attestations suffice, but we provide both types
for flexibility.

An attestation has the form (d,n,dm,dk,0,C). It con-
tains a cryptographic content digest d (e.g., a SHA-1 hash)
of the application-specific payload attested; a nonce n for
attestation freshness and to disallow improper reuse; the
d{k,m} values (for type 1 attestations); the signature o =
s1gn(Kpriv, {d,m, dm, 01 )); and a certificate C' from the TPM
guaranteeing the attester’s integrity, the version of the at-
tester, the attestation identity key of the TPM that mea-
sured the attester integrity, and the signed attester’s public
key Kpuy. The certificate C' is generated during booting of
the attester and is stored and reused until reboot.

6.2.3 The Verifier of Attestations

The verifier is co-located with the server processing requests.
When invoked, the verifier is passed both the attestation
and the request. The attestation and request contain all the
necessary information to validate the request.

The verifier first checks the validity of the attester’s public
key used for signing the request, by traversing the public-
key chain in the certificate C. If valid, it then recomputes
the hash of the request’s content and verifies whether the
signed hash value in the attestation matches the request’s
contents. Further, for attestations that include the gz m}
values, the verifier also checks whether 0y ) are less than
the application-specified Ay 3. The verifier then checks
to ensure that the attestation is not being double-spent.

A bot running in an untrusted domain cannot masquerade
as a trusted attester to the verifier because a TPM will not
release the signed Kp,p to the bot without the correct code
hash. Further, the bot derives no benefit from tampering
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with the ¢ values a user specifies in her requests, because
the verifier enforces the application-specified upper-limit on

NAB provides two important security guarantees. First, it
ensures that attestations cannot be double-spent. Second,
it ensures that a bot cannot steal key clicks and accumulate
attestations beyond a fixed time window, which reduces the
aggregate volume and burstiness of bot traffic. The verifier
uses the nonce in the attestation for these two guarantees.
The verifier stores the nonces for a short period (10 minutes
for web requests, one month for email). We find this nonce
overhead to be small in practice.

The combination of application-specific verifier policy and
content-bound attestations can also be used to mitigate bursty
attacks. For example, a URL can include an identifier that
encodes the link freshness. Since attestations include the
identifier, the verifier can discard out-of-date requests, even
if they have valid signatures.

6.3 Applicability: Email & Web Defenses

We present a brief overview of two uses of NAB: email anti-
spam and web denial-of-service defense. Other applications
and further details can be found elsewhere [38].

The mechanism for sending email in the common case is
straightforward: the entire email message, including headers
and attachments, constitutes the request. Interestingly, the
same basic mechanism is extensible to other email usage
scenarios, such as text or web-based email, email-over-ssh,
batched and offline email, and script-generated email.

At the email recipient side, the attestation verifier uses a ver-
ified attestation in much the same way as traditional spam
filter, to sort the useful email from spam. The biggest prob-
lem with Bayesian spam filters such as spamassassin today
is that they either flag too much legitimate email as spam,
or flag too little spam as such.

If legitimate requests are expected to carry attestations, the
verifier can set spam filters aggressively to flag question-
able unattested messages as spam, but use positive evidence
of human activity to “whitelist” questionable attested mes-
sages. For example, the verifier can sit on the sender ISP’s
server alongside a Bayesian spam filter like spamassassin.
The filter is configured at an aggressive, low threshold (e.g.,
-2 instead of the default 5 for spamassassin), because the
ISP can force its users to send email with attestations, in
exchange for relaying email through its own servers.

This low spamassassin “required score” threshold tags most
unattested spam as unwanted. However, in the process, it
might also tag some valid email as spam. In order to cor-
rect this mistake, the sender-side verifier “salvages” messages
with a high spam filter score that carry a valid attestation,
and relays them; high-score, unattested email is discarded
as spam. This step ensures that legitimate human-generated
email is forwarded unconditionally, even if the sender’s ma-
chine is compromised.

The recipient’s inbox server can similarly ensure that a le-
gitimate email is not misclassified by improving the spam



score for attested email by a small number (e.g., 3). This
number should be high enough that all legitimate email is
classified correctly, while spam with or without attestations
is still caught.

The mechanism for attesting to web requests is also simple:
when a user clicks on a URL, the browser requests an at-
testation on the entire page URL. After the browser fetches
the page content, it uses the same attestation to retrieve any
included objects within the page.

We consider scenarios where DDoS is effected by overloading
servers, and not by flooding networks. The verifier resides
in a firewall or load balancer, and observes the response
time of the web server to determine whether the server is
overloaded [85]. Here, unlike in spam, the verifier does not
drop requests with invalid or missing attestations. Instead,
it prioritizes requests with valid attestations over those that
lack them. Prioritizing, rather than dropping, makes sense
because some valid requests may actually be generated au-
tomatically by machines (for example, automatic page re-
freshes on news sites like cnn.com).

We implemented the attester and application-specific poli-
cies within the Xen hypervisor. By analyzing traces of key-
board and mouse activity from 328 users at Intel, together
with adversarial traces of spam, DDoS, and click-fraud activ-
ity, we estimate that NAB reduces the amount of spam that
currently passes through a tuned spam filter by more than
92%, while not flagging any legitimate email as spam [38].

7. PERFORMANCE-TRUSTWORTHINESS
TRADE-OFFS

The fundamental premise behind an implementation of a
trusted primitive P is that it is harder to subvert than the
main application. Different implementation scenarios (illus-
trated in Figure 5) lead to different threat models and de-
grees of trust in the resulting system, and are appropriate for
different applications. The discussion this far has focused on
the benefits of putting particular constrained functionality—
what we abstract as P here—into a logically trusted compo-
nent, not on how that component is ultimately implemented
in practice. We switch our focus to this latter aspect of the
problem here.

We consider the following implementation scenarios for P: a
separate service offered by a trusted provider or a hardened
component (Figure 5(a)), a software-isolated module (Fig-
ure 5(b)), a trusted virtual machine (Figure 5(c)), a trusted
virtual machine monitor (Figure 5(d)), and trusted hard-
ware (Figure 5(e)). These implementations are viable in the
face of different threats. All five implementations work un-
der the faulty application model (external attacks against
server software) but only (a) and (e) work under the faulty
operator model (malicious operators that operate and can
manipulate entire servers).

In the simplest case, P can be a software abstraction imple-
mented as a service visible to applications via an RPC-like
interface (Figure 5(a)). For instance, it could be a service of-
fered by a trusted provider, such as Amazon’s S3 [1], or by a
separate, hardened component with significantly greater as-
surances in the face of software errors than the main applica-
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tion software and hardware. This is similar to notarization-
like approaches [39,58,91] that rely on a trusted write-once
medium external to the main system. Though the entire ap-
plication stack can fail (application, operating system, and
hardware), as long as P is running on a trusted system the
application can be protected. The big drawback with this
implementation scenario is its network-bound nature—in
fact, many of its prior instances in practice use this external
write-once medium once a day or so—as well as the require-
ment that everyone needs on-line access to the trusted P
service provider. Applications with fairly slow request rates
such as shared backup services, long-term digital preserva-
tion, or certificate authorities may be able to absorb the
high-latency interaction with P in their relatively infrequent
state changes. MAS may fit well into this model, but the
typically frequent interaction of the application with A2M
and NAB—worse yet, the need for a trusted path to NAB
from the user’s input devices—make this an inappropriate
implementation for them.

Figure 5(b) presents a more decentralized approach, in which
the P implementation relies on the software-based isolation
between P and an P-enabled application. This approach
takes advantage of programming language type and mem-
ory safety for isolation. Therefore, P can be implemented
as a library. For instance, in the Singularity [43] operating
system, the P module would be a program that runs as a
separate software-isolated process in the same address space.
If the Singularity isolation mechanism is trusted, it is possi-
ble to trust P even if the P-enabled application is untrusted.
Similarly, in the Java Virtual Machine (JVM) [7], an appli-
cation using P runs in a sandbox, which constitutes a safe
execution environment. The assumption is that if the JVM
interpreter, JVM core classes, and an operating system that
runs the JVM can be trusted, P can be trusted, even if the
P-enabled Java application is not. Though the isolation is
no longer physical as with the scenario of Figure 5(a), com-
munication between the application and P is fast since they
are both in the same address space.

Figure 5(c) presents the P implementation that relies on
the inherent fault isolation properties of a virtual machine
monitor (VMM). In the figure, the P module is a user-space
program running on a small, verifiable operating system on
top of a VMM. As long as the VMM and the mini-OS are
trusted to be exploit-free, possibly by paring down mini-OS
complexity through disaggregation [67], it is possible to trust
the P abstraction, even if the application and its general-
purpose operating system are compromised. For instance,
the virtual Trusted Platform Module (vITPM) [23] has this
architecture. Though the isolation is no longer physical as
with the scenario of Figure 5(a), communication between
the application and P is only subject to VMM-optimized
RPCs, which systems such as Xen [21] make very efficient.

Further reducing the trusted footprint, the P implementa-
tion could be placed within the VMM, as in Figure 5(d).
Here, the assumption is that a small VMM (or, indeed, a
microkernel) can be carefully implemented (or formally ver-
ified [46]) as bug-free, isolating the correctness of the P im-
plementation from potential operating system or application
errors above the VMM. For instance, Xen’s trusted hyper-
visor interfaces [21] could host such an implementation sce-
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Figure 5: Implementation scenarios.

Thick boxes delineate the trusted computing base.

(a) trusted service, (b)

trusted software isolation, (c) trusted VM, (d) trusted VMM, and (e) trusted hardware.

nario. Both VMM approaches reduce the cost of contacting
P and can yield efficient performance for applications.

Finally, Figure 5(e) places the P within the hardware itself.
Since it tends to be much harder to coerce a hardware mod-
ule to operate against its specification than it is for software
modules, especially without physical access to the hardware,
this scenario provides the greatest level of trust in P. Hard-
ware implementation options might be to extend a stan-
dard Trusted Platform Module (TPM) or an Intel Active
Management Technology (AMT) chip [5], or to use a pro-
grammable secure coprocessor such as IBM’s commercially
available PCIXCC [18] board, a programmable PCI-X card
with cryptographic primitives as well as physical and elec-
trical tamper-resistance. Tamper resistance offers increased
physical security: even a malicious host operator armed with
electrical probes cannot coerce P to give responses that are
inconsistent with its specification or to reveal its authenti-
cation key material, except for extremely expensive physical
cryptanalytic attacks that are unrealistic for most practical
situations. Moreover, whereas in the past tamper resistance
implied low performance, products such as the PCIXCC co-
processor make a hardware P implementation potentially
the best performing one—albeit most expensive —among
our scenarios. Nevertheless, pervasive hardware implemen-
tations of new programming abstractions tend to be slow to
arrive, slow to change, and slow to turn into commodities,
making this a more tenuous scenario, except for the most
sensitive applications.

8. RELATED WORK

In this section, we survey related work on refactoring exist-
ing applications so as to separate small trusted functional-
ity from the remainder. For the detailed uses of presented
trusted primitives, we refer the interested reader to our con-
ference publications [31, 32, 38].

8.1 Trusted Execution

Trusted hardware has been used extensively as a mechanism
to get reliable information about the state of a computer
(trusted boot) and to ensure remotely that the computer’s
state is as expected for a particular application (secure boot).
IBM’s 4758 class of secure coprocessors [34] and the Trusted
Computing Group’s Trusted Platform Module [12] are the
primary exemplars of this functionality. Recent commod-
ity microprocessors have added support for TPMs to enable
trusted and secure boot not only at power-on, but also later
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during normal operation (e.g., Intel’s Safer Mode Extension
instructions, marketed at Intel TXT [37]). Software-based
methods have also been described for a computer to attest
remotely to its current execution state (e.g., the Pioneer
project [75]). Parno et al. have recently published a very
comprehensive survey of the space [70].

It is important to note that trusted and secure boot by them-
selves are only a mechanism to know what is executing at
a platform, not whether what is executing is actually worth
the trust. The properties of what is running can either be
formally verified (e.g., via formal proofs, as with the sel.4 mi-
crokernel [46]), or checked by a (trusted) sandbox-like layer,
such as a reference monitor (e.g., for dataflow properties [92]
or adherence to known functionality [88]). The checker also
needs to be checked itself; validating the checker is start-
ing to see some interest in the literature, especially in the
security context [60,61].

8.2 Fault-Model Differentiation

In the literature, trust levels are differentiated by compo-
nents, failure types, and failure thresholds. The wormholes
model is a hybrid system model where the system is decom-
posed into payload subsystems with weak assumptions and
wormhole subsystems with strong assumptions and the two
communicate through wormhole gateways [80,82]. Worm-
holes such as the Timely Computing Base (TCB) [81] and
the Trusted Timely Computing Base (TTCB) [33] provide
concrete services such as timely execution and trusted block
agreement to payload subsystems. TCB and TTCB are syn-
chronous and fail by crashing. At a somewhat more theoret-
ical level, hybrid fault models differentiate failure types on
homogeneous systems: some nodes can have benign faults
and others can have Byzantine faults [65,78]. Furthermore,
Byzantine faults are classified into malicious symmetric and
malicious asymmetric faults [78]. Modified versions of the
classic agreement algorithms can lead to more flexible fault
tolerance guarantees [19,78]. Our work has similarly hy-
bridized system components using tiers with different func-
tionalities and fault characteristics.

Researchers have applied different fault thresholds to differ-
ent sites or clusters in several proposed designs. The multi-
site threshold model differentiates two types of faults—site
and process faults—in multi-site systems [44]. The model
uses a fault threshold for the number of sites and a vector of
fault thresholds, each of which is assigned to a site to account



for a different process-fault probability depending on sites.
Yin et al. [90] proposed an architecture that separates execu-
tion from agreement: two groups of replicas—N agreement
and M execution replicas—by dividing functionalities. This
architecture can tolerate |~:1| faults and |*1] faults,
thus assigning different thresholds for the clusters. This par-

tition is done based on functionalities.

8.3 Non-equivocation

The benefits of combating equivocation via a trustwor-
thy component have been explored before, for example in
Fleet [57], which uses Timed Append-Only Arrays (TAOAs):
single-writer, multi-reader objects to which clients can ap-
pend values and from which clients can read values. TAOAs
are emulated by a distributed client-server protocol built
atop a b-masking quorum system [56], which are themselves
a layer that may fail. This is similar to our update operation
in NAB, but weaker than the local-only, trusted primitives
like A2M and MAS, which are simpler and can be built more
reliably than a fault-threshold-bound protocol like TAOA.

The TrInc project [53] uses a trusted monotonic counter
primitive to implement A2M and, by extension, all applica-
tions we have built on top of A2M, making some trade-offs
between durability and primitive minimality (and, therefore,
reliability). Veronese et al. use the native (but slow) mono-
tonic counters in TPM chips to protect replicated state ma-
chines from equivocation [83]. More broadly, in our own
prior work we have considered trusted coordinators for on-
chip Byzantine fault tolerance [30], and the recent Prophecy
system is a PBFT-like replicated state machine that uses a
trusted serialization and caching component between clients
and faulty servers [74].

8.4 Human-Activity Attestation

CAPTCHAs [84] are the currently most popular mechanism
for proving human presence to remote verifiers. However,
they suffer from four major drawbacks that render them less
attractive for mitigating botnet attacks. First, CAPTCHAs
as they are used today are transferable and not bound to the
content they attest, and are hence vulnerable to man-in-the-
middle attacks; second, CAPTCHASs are semantically inde-
pendent of the application (i.e., unbound to the user’s in-
tent), are hence exposed to human solver attacks [10]; third,
they are obtrusive, which restricts their use for fine-grained
attestations (by definition, CAPTCHASs require manual hu-
man input), and hence cannot be automated, unlike NAB;
and, fourth, even though they are meant to be easy for
humans to solve, they are still hard to get right consis-
tently [25], further hurting usability. Also, we are witnessing
continued successes in breaking the CAPTCHA implemen-
tations of several sites such as Google, Yahoo, and MSN [4],
leading some to question even their long-term viability [14],
at least in their current form.

The approach of using hardware to enable human activity
detection has been described before in the context of on-
line games, using untrusted hardware manageability engines
(such as Intel’s AMT features) [72].

9. LESSONS LEARNED

The trusted primitives we describe here were not the only
ones we explored, but the more successful ones. However,
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while searching for trusted primitives, we gained invaluable
insights into balancing the conflicting goals of simplicity,
broad applicability, and efficiency. We share the lessons
learned from our experience in this section.

9.1 More is Less

We have argued repeatedly in this article that smaller, sim-
pler primitives make it easier to justify trusting them. Yet
the draw of increasing complexity to build more powerful
primitives, or primitives that apply to more systems, is se-
ductive. We considered, for instance, a more powerful hu-
man attestation primitive that would keep track of actual
user keyclicks, and identify how much of a request is “sup-
ported” by keyclick evidence; for instance, compute how
much of an email text being attested appeared as sequen-
tial keystrokes, using the computed measure as a confidence
metric for the attestation. Yet that would have required sig-
nificant algorithmic complexity, would still not capture the
most sophisticated user interaction patterns (e.g., switching
windows in the midst of composing a message), and would
have provided little benefit. As our results showed, even
with a simplistic human activity attester, the benefits for
our applications are significant.

Interestingly, not all complexity is created equal with respect
to “appropriate primitive sizing.” For instance, adding more
arithmetic is not quite as troubling as adding more pointer
arithmetic, and even that is not quite as troubling as adding
new functional units. While arithmetic might imply complex
algorithms, memory manipulations and uncouth practices
like pointer arithmetic make it difficult to verify the sound-
ness of an implementation, and new functional units bring
with them their libraries, device drivers, software stacks, etc.

Consider, as an illustrative example, changing a primitive
so that it directly communicates with other trusted compo-
nents over a network—as would have been the case if we put
all of PBFT, not just a trusted log, into the trusted comput-
ing base: much more logic would need to be trusted for that
extension to fit into the primitive. A much cheaper alterna-
tive would be to “outsource” authenticated communication
to the untrusted operating system or application via explicit
input and output buffers. While the untrusted pieces may
fail to send any messages, they cannot affect the soundness
of the primitive. Another such expensive feature is tem-
poral synchrony, which requires trusted time sources with
bounded drift or possibly networking for synchronization.

All in all, we found the common-sense recommendations
about appropriate trustworthy interfaces by Murray et al. [67]
worthwhile. A possibly winning choice for writing practical
trusted primitives is combining a small number of function-
alities (by excluding, say, dynamic memory management,
time-keeping, or networking) with a safe and possibly effi-
ciently evaluable language for expressing semantics; for ex-
ample, the runtime component for Datalog using in-memory
tuples is relatively simple and has polynomial evaluation
complexity [77]. This seems to be the trend for both high-
integrity software development (e.g., the AdaSPARK com-
mercial language and toolkit) and for active content run-
ning in shared platforms (as with P2 [55], SPLAY [52], and
Comet [35]).



9.2 Less is Expensive

We just argued that the smaller the primitive, the better.
Unfortunately, in practice smaller primitives for the same
functionality result in “chattier” interactions with the appli-
cations using them, which amplifies the effects of any latency
incurred by invoking the trusted primitive (Section 7). Also,
removing from a trusted primitive some state—for instance,
by storing it authenticated in untrusted storage, as was done
by TrInc to reduce the footprint of A2M—may result in
losses of durability or even liveness. Finally, reducing prim-
itive size may result in reducing application efficiency. For
example, A2M’s simple structure as monotonic logs meant
that, for some A2M-enabled protocols, messages could only
be processed in increasing sequence number, in contrast to
the original protocol, which could process messages from
different sequence numbers concurrently. This reduced the
ability of the protocol to amortize communication delays by
having multiple concurrent operations in flight.

One way to improve the situation is to improve the chances
that a primitive’s implementation is correct, regardless of its
size, as described in the previous section. Another, perhaps
brute-force, way forward may just be to lower the overheads
of executing trusted code, thereby reducing the penalty in-
curred by frequent interactions with the primitive. To some
extent, enabling late-launch of trusted functionality with
Intel’s TXT and AMD’s Presidio did improve the cost of
launching trusted code: whereas before late launch running
trusted code required that the machine be power-cycled,
late launch now only requires resetting some Platform Con-
figuration Registers in the TPM chip and some cryptog-
raphy. Nevertheless, despite valiant efforts to extract as
much controlled-launch functionality as possible with what
is available today (e.g., by Flicker [63] and TrustVisor [62]),
TPMs are still slow. Thankfully, at least one microprocessor
manufacturer seems to be headed towards faster mechanisms
for launching isolated, trusted code [6], perhaps at the speed
of a context switch.

9.3 The Way Ahead

Applications in the home and in the enterprise alike are only
getting more complex. In this article, we described some
of the research efforts we have conducted with our collab-
orators towards identifying, implementing, and evaluating
simple trusted primitives that increase the dependability of
otherwise untrusted complex applications.

It might be a while before something like a full-featured
word processor can be pushed into the trusted computing
base wholesale. In the meantime, we envision delivering a
dependable service to users via the careful refactoring of
complex applications into a (large) untrusted piece and a
(small and/or simple) trusted primitive. Important in this
endeavor would be tools that help application designers and
information technology technicians to identify and carve out
what piece of a complex application need be trusted to im-
prove dependability, to study (only) that piece extracting
correctness guarantees, and to run the application so that
its trusted pieces are seamlessly and efficiently launched in
a protected execution environment. Our on-going research
pursues these goals.
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