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Abstract

1 In this work we considerthe mobility of personalon-
line identi ers. Peoplechange theidenti ers throughwhich
they arereadableon-lineasthey change jobsor residences
or Internetserviceproviders. Thiskind of personalmobil-
ity malesreading peopleon-line error-prone As people
move, they do not alwaysknow who or what has cached
their now obsoleteidenti ers so as to inform themof the
move Useof theseold identi ers can causedeliveryfail-
ure of importantmessges,or worse maycausedeliveryof
messgesto unintendedrecipients. For example a sensi-
tive email messge sentto my now obsoletework address
at a former place of employmentnayread my unfriendly
formerbossinsteadof me

In this paperwe describeHINTS, a historic name-tail
service This serviceprovidesa persistentway to name
willing participantson-line usingtoday's transienton-line
identi ers. HINTS accomplisheghis by connectingto-
getherthe namesa person usesalong with the timesdur-
ing which thosenameswere valid for that person. A corre-
spondentwvho wishesto read a mobilepersoncanusean
obsoleteon-line namefor that person,quali ed with atime
at which the on-line namewas successfullyjused; HINTS
resolveghis historic nameto a currentvalid on-lineiden-
ti er for theintendedrecipient,if thatrecipienthaschosen
to leavea nametrail in HINTS.

1. Intr oduction

The on-line world is inhabited by nomads. People
changetheir on-line namesasthey switch Internetservice
providers (ISPs),eitherbecausehey changeobs andthey
usethe ISP of their employer, or becauseghey switch to
a better cheaperor more corvenientservicefor their per
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sonallSP. As aresult,peopleaccumulatalegacgy of on-line
identi ers thatare,in mostcasesdanglingpointersinto ob-

scurity, makingit hardto reachpeople.This problemis ex-

acerbatedtby thetrendfor mobilepeopleto garneraplethora
of on-lineidenti ers pointingto a variety of accountsap-
plicationsandcommunicatiordevices[23].

Unfortunately sometimesan obsoleteon-line identi er
doespoint to something,andthis canbe much more dan-
gerousthana danglingidenti er. If the obsoleteidenti er
belongsto my previous personalSR, thensomeunrelated,
unfortunatesubscribeiof that samelSPis botheredby my
legacy of spam. If the obsoleteidenti er belongsto my
previous placeof employment,it might allow my sensitve
communicationgo reacha potentially disgruntledformer
colleagueor boss.

The problemstemsfrom the factthaton-lineidenti ers
do not belongto the peoplethatthey name;they belongto
the organizationthat manageshe associatechamespace.
An employee of Clump Inc. doesnot own her Clump Inc.
email addressthat addresdelongsto the compayy itself,
whichloansit outto its employeefor thedurationof herem-
ploymentthere. Similarly, my yahoo.com addressnly
namesme aslong asYahoo!allows meto useit andmain-
tainsits service.As aresult,a mobile persormovesslowly
from identi er to identi er in a potentiallychangingland-
scapeof on-line namesover which he haslittle control or
authority

This personal-identitymobility problemis analogousn
mary waysto physicalmobility problemsandsomeof the
solutionsin thatspacemayat rst appeasimilar, including
theapplicationof persistentiniqueidenti ers to bothphys-
ical mobility and personalidentity mobility. In the phys-
ical space for example,Mobile IP [20] attemptsto solve
the problemof retainingreachabilityto a physical hostthat
moves from one Internetconnectionto anothey allowing
thathostto beaddressethroughapersistenthome” IP ad-
dressdespitethe mobile host's network interfaceattaching
to networksthatrequireotherIP addressedn the personal
identity space,the promiseof unique persistentpersonal



identi ers asa panacedasbeenmademary times,but it is
unlikely to succeedIn somecasestheproposeddenti ca-
tion schemeequiresaretro t of theentirecommunications
infrastructureof the Internetto work [12]. In othercases,
the“unique personaldenti er” is justanotheidenti er as-
signedfrom a proprietarynamespaceg6, 18, 19, 21].

Thedifferencebetweerthesemobility spacess thetime
scaleoverwhichtheidenti er mustpersist.Mobile IP is not
intendedto provide reachabilityto a singlehostat a persis-
tent IP addressover a decadedespiteits “home” network
going out of business,yet this is essentiallythe problem
we mustsolwve for personalidentity mobility. We believe
thatary practicalsolutionto the personaidentity mobility
problemwill needto take into accountthe passagef time
itself.

In this paper we proposethe HIlstoric NameTrail
Service (HINTS). In our naming scheme currenton-line
identi ers, email addresseandinstantmessagingccount
namesemainthe primaryidenti ers thatpeopleusein ev-
erydaycommunications.However, HINTS enablesa per
son voluntarily to build a trail that connectsall the iden-
ti ers that personusesover time into a namehistory. A
correspondentanthensafely namethe personby usinga
potentiallyobsoletddenti er quali ed with atime atwhich
thatidenti er wassuccessfullyusedin the past. With this
informationthe appropriatenamehistory for a uniqueper
son canbe found and followed to its latestentries,which
provide amorerecentway to reachthe soughtperson.

HINTS offersmobile peoplecontrol over forward point-
ersfrom their old to their currenton-line identi ers. Even
if an old namebelongsin a namespacemaintainedby a
now-defunctorganization,that namecan still be resohed
within HINTS to acurrentidenti er for its pastowner. This
independencef a historicalnamefrom the provider of its
associatethamespacepromotesa robust, persistentvay to
refer to people,even whenthe practicalnameswe usein
everydaylife areneitherrobust, uniquenor persistent.

This is very mucha work in progress:the goal of this
paperis to describethe conceptof historic namingas a
meango addressdentity mobility, andto introducea sim-
ple versionof HINTS that canbe deployed using today's
technology However, our currentinterestfocuson design-
ing a decentralizedmorefault tolerantand secureversion
of HINTS, whichwe alsobrie y describe.

We proceedby providing an abstractmodelof the cur
rentpersonabn-lineidenti cation landscapein Section2.
In Section3 we introducethe basicconceptof HINTS, in-
cluding the structureof the namespace the functionality
of the service,and the implementationconsiderationsn-
volved. We evaluatethe usability of this servicein Sec-
tion 4. In Section5, we delineatewhat the servicecan
and cannotdo, given how personalon-line identi cation
works today and elaborateon the next step for HINTS,

namelysecurityand fault-tolerance.We discusswhat ad-
ditional requirementshesepropertiesplaceon on-line ser
vice providers,andwe sketchtheresultingenhancedesign
beforeconcluding.

2. A Model For PersonalOn-line Identi cation

Thissectionoutlinesthenamingmodelonwhichthehis-
toric name-trailserviceis based. This modelabstractghe
way in which namesare currently associatedvith people
on-line. We alsodescribehecomponentshatprovide nam-
ing servicesandexplain the division of controlandnaming
responsibilitiebetweertheseservicesandtheir clients.

Peopleneednameson-line for a variety of purposes,
suchasauthenticationcommunicationand authorization.
In most casesthesenamesare simple: e.g., plain email
addressef22]. In othercasespn-line namesmay be two-
tiered,startingwith a primaryapplication-unspeci mame,
which is usedto look up application-speci caddressef
a directory via an accessprotocol such as LDAP [24].
For simplicity, we take the former approachin this paper
Speci cally, we useemail addresseasthe primary names
of peopleon-linein ourexamples.However, thetechniques
we describein later sectionsapply directly and without
changeo namesn otherapplicationssuchasinstantmes-
saging,or to two-tierednamingervironments.

The namespeopleuse are drawvn from a multitude of
independennamespaces A namespaceis a setof all
possiblenamesthat are or canbe assignedy a singlead-
ministrative entity, calleda name-spac@rovider. For ex-
ample, Yahoo! Inc. is the name-spac@rovider operating
the yahoo.com namespace:this is the setof all possi-
ble accountnamesfor Yahoo!Inc's servicessuchasweb
mail, instantmessaginggcalendaringetc. In mostcases,
the name-spacerovider responsiblefor a nameis easy
to determinefrom the nameitself. For example,name@
yahoo.com isanamein Yahoo!s namespace.Thecom-
putersresponsiblefor maintaininga namespaceare the
nameserves of the provider. To nd anauthoritatve name
sener for a namespace we canaccesghe DomainName
Service[16], eitherthrougha distinct DNS resourceecord
type, or through a straightforvard name mapping (e.g.,
names.thatschool.edu for the thatschool.edu
namespace).

A persoron-linemaybeaddressableia multiple names
drawn from differentnamespaces.For example,onemay
be addressedisingnamesassignedyy a school,by a per
sonallnternetserviceprovider, by webservicesuchasYa-
hoo! andHotmail, andby professionahssociationsuchas
the ACM. Thesenamescanbe usedfor distinctor overlap-
ping purposesprofessionalpersonalandcommercial.

Theassociatiorof anamewith a persorfollows thereg-
ulationsde ned by thecorrespondingiame-spacprovider.



Theseregulationsmaydictatewhetheranameassociatioris
temporaryor permanentwhetheranamemaybereassigned
afterits previous associations discontinuedand, if so,the
minimum amountof time betweensuccessie assignments
of asinglename.For example,StanfordUniversity's Com-
puterScienceDepartmenassignsiamedo its graduateor
life, whereadSPsassignnamesto clientsfor the duration
of the pertinentserviceagreementlt is importantto note,
however, thatthe name-spacerovider is the ultimate con-
troller of the namespace,regardlessof the “promises”it
malesto thoseusingits names. It is not uncommon,for
example, that a claimed permanennameassignmenhas
hadto changefor legal, socialor political reasons.As an
exampleexperiencedy oneof theauthorsat StanfordUni-
versity thearrival of anew facultymembemwho desiredan
email addressalreadyassignedo a graduateresultedin a
reassignmentdf that email addresgo the faculty member
in spite of the institution's guaranteeof lifelong identi er
assignmentso its graduates.

In most casestoday a personexercisesimplicitly his
“stewardship”of a nameassignedo him, by beingableto
accesghe applicationfor which the nameis assigned For
example,in today’s Internet,if | canreadandsendemailas
name@yahoo.com, thenl amassumedo be the person
to whomthatnamehasbeenassigned.Thoughnot bullet-
proof, this simplistic form of authentications widely used
for signingup in mailing lists, for signingup for web ser
vicesor evenfor conductingbusinesson-line. The name-
spaceprovider canrevoke anassociatiorbetweena person
and his nameby stoppingthat personfrom accessinghe
namedservice;for example the provider cancanceltheas-
sociatedweb email account,or changethe requisitepass-
word. Asidefrom intra-enterpriseettingsnot mary name-
spaceproviders today offer rigoroussecurityin how they
assignnamesor how their clientsasserobwnershipof their
names. Section5 describesa more securenamingmodel,
very similar to an attribute certi cation model,that allows
usto addresshe problemmorecomprehensely.

In the remainderof this paper we use mobile person
to meansomeonenho wishesto remainreachabledespite
identi er changesA correspondenis someonavhowishes
to reachamobileperson.In theexampleswe use JaneMo-
bile is a mobile person,andDan Friendis a correspondent
of Janes.

3. A Historic Name-Trail Sewvice

The primary goal of thiswork is to provide mobile peo-
ple with a forwardingservicethatis availableto helpthem
remainreachablelespitetheiridentity mobility. We accom-
plishthis by allowing a mobile personto determineto what
his historicnames—nameguali ed with atime whenthey
validly namedthat person—point.We approachhe prob-

lem rst by takingthesimplestpathpossible:acentralized,
trustedservicethatoperatesimilarly to mostwebservices
currentlydeployedandworkswith nocooperatiorirom cur
rentinfrastructure.We explore more sophisticatedsecure
andfault-tolerantpossibilitiesin Sectionb.

Reachabilityin the faceof identity mobility requiresthe
transferof someof the naming“power” over a namefrom
the associateshame-spacerovider to the personto whom
the provider assignghe name within closelyguardedem-
poral con nes. Speci cally, eventhougha provider cando
arything it wishesto a name,its actionsshouldnot be ap-
plied retroactvely: if Yahoo!assigngmobile@yahoo.
com to JaneMobile from August 1999 to May 2000, it
shouldnot later be ableto “changehistory” so asto strip
Janeof her control over jmobile@yahoo.com  for the
indicatedtime period; Janes authority over jmobile @
yahoo.com from August1999to May 2000mustbe per
sistent

By imposingthis persistencef authority HINTS splits
responsibilitiesbetweenmobile people and name-space
providers. Name-spacerovidersareresponsibldor creat-
ing anddestrging associationbetweemamesandpeople
(in fact,betweera nameandthe persorwho canaccesshe
servicestatefor thatname).Peopleareresponsibldor act-
ing on behalfof, andbeingreachableas,a particularname
duringtheperiodthatthey have beenassignedhatname.

Thisseparatiomf controlenableshede nition of a“vir -
tual” global persistentnamespace,with most of the am-
bitious propertiessuggestedn IdentiScapeg12], suchas
persistencegontrollability and human-centricitybut with-
out requiringthe creationandmaintenancef a centralized
nameservicefor a global, at namespacemplied by that
system.

3.1.The Name Space

We de ne the HINTS namespaceby extendingnames
with a continuoustime designation.For example,to refer
to the personnamedby the identi er jmobile@yahoo.
com in March of 2000 we constructthe identi er His-
toric[jmobile@yahoo.com , 03/2000]. More generally
theHINTS namespacecontaindgdenti ers of theform His-
toriclname@namespace time]. A HINTS namecorre-
spondgo atime-speci c primary name,andis meaningful
both while the associategrimary nameis valid (i.e., as-
signed),andafterthatprimarynamehasbheenreassignedr
obsoletedby its name-spacprovider.

Thetime componenof theidenti er de nesaversionof
the chosemamespaceat a particular coarse-grainetime.
The time componenimay designatean entireyear a year
andamonth,orafull date.Thecoarsethetime component,
themorelikely it is thatthe HINTS namedenotesnultiple
peopleto whom that identi er belongedduring that time.



>
time >
—— —
[ S—
—]

Figure 1. Jane's name histor y. Each of the
three names shown has been held by Jane
at some point in time. For each name, the
thick gray line represents the time period dur-
ing whic h Jane was assigned that name. For
example , Jane held janem@hotmail.com be-
tween July 2000 and October 2001.

However, sinceidenti ers changeat “human” time scales,
re ning thetime componento anything shorterthana day
may be unnecessaryWe assumehat clocks of clientsor
providers are at leastcoarselysynchronizede.g., they all
agreeon whatdayit is), but we addressa moresecurdim-
ing ervironmentin Sectionb.

3.2.A PersonalNaming History

HINTS relies on a name history to resole historic
names. A namehistory links togetherHINTS namesthat
referto the sameperson.The objective behindmaintaining
anamehistoryis to beableto reacha currentlyvalid name-
to-persormassociationstartingwith a now obsoleteone. In
the JaneMobile example,the goalis to be ableto obtain
namejane@sample.edu , which is currently valid and
is heldby Jane startingwith Historic[jmobile@yahoo.
com, 03/2000] ,eventhoughjmobile@yahoo.com isho
longerheld by Jane.Figurel shavs an examplenamehis-
tory for JaneMobile.

A namehistory is maintainedasa sequencef historic
recordspertainingto a single namewithin a single name
spacesuchasjmobile@yahoo.com . An on-line entity
calledanamehistorianmaintaingheserecords.Thehistory
of anameis modi ed dueto eitherassignmenthangesor
linking changes

Changesn assignmenaffectto whoma particularmame
points. Theseare effectedin provider-speci ¢c ways, such
aschangesn the passvord neededo receve serviceun-
der a particular name, etc. Assignmentchangescan be

detectedby the namehistorianeither directly, throughan
explicit noti cation from the name-spac@rovider, or in-
directly, throughfailure of a mobile personto respondto
a challengeissuedto his formerly assignedhame. Since
in this designwe assumeno cooperatiorfrom name-space
providers,only indirectdetectionof assignmenthangess
possible.However, the historiancaninitiate indirectdetec-
tions of assignmenthangegeactiely, at the requestof a
mobile person.

Changesn linking affect how a single personassumes
differenton-line namesover time. The historianemulates
the conceptof a “person” on-line by maintaininga trail of
“personalmanifestation$, suchasknowledgeof the same
secretpasswverd or of the secretportion of the samecryp-
tographickey pair. Linking representsheintentionof such
an on-line personto be or not to be namedby particular
on-line names.The mobile personrequestexplicitly to be
linked to or unlinked from a nameby contactingthe name
historianwith the appropriateequest.

Assignmenta&ndlinks mustbothsupportheassociation
of an on-line namewith the historians on-line representa-
tion of amobileperson.Speci cally, to accepsuchanasso-
ciation, the historianmustestablishtwo facts: rst thatthe
mobile personwishesto assumethat name,as communi-
cateddirectlyto thehistorianvia alinking requestand, sec-
ond, thatthe on-line personhasaccesgo thatname,which
thehistoriancandetectindirectly by sendinga challengeo
thatnamevia email (or ary otherapplicableprotocol)and
expectinganappropriateesponse.

Thehistorianperiodicallyreestablishebothassignment
and linking for an association. Since the name-space
providersarenot awareof the service the historianhasno
recoursebut to poll the namespaceperiodically or in re-
sponseo userrequestsso asto establishwhetherthe as-
sumedmobile personstill hascontrol of his former name.
Similarly, to avoid caseswherea mobile personwho be-
comesunavailableis assumedo beassertingsontrolovera
nameby defaultfor extendedime periods thehistorianex-
pectsperiodicallythat personto reasserhis links actively.
Both of theseperiodicactivities canbe performedn anau-
tomatedrashionbetweerthehistorianandauseragentand
do not requirethe attentionof the mobile person,except
whenheactuallychangesdentities.

Figure 2 illustrates an associationreco, the basic
building block of a historic namedatabase.The speci c
recordidenti es JaneMobile usingher rst andlastnames,
althoughin practicea personis identi ed by the historian
using an internal, private, implementation-speci cname
spacefor mobile personidenti cation that no correspon-
dentever sees.An associatiorrecordis active if it covers
thepresentime (thatis, its expirationtime s in thefuture).
An expiredassociatiommecordis archved andbecomesm-
mutable.



AssociationRecord{

Name jmobile@yahoo.com
Person Jane Mobile

Start Time March 2, 2000
End Time May 1, 2000
Expiration Time July 1, 2000
Next Link June 29, 2000
Next Assign June 29, 2000

Figure 2. An association record representing

the association between Jane Mobile and the
name jmobile@yahoo.com from March 2 to
May 1 of 2000. The historian consider s the
association valid until July 1 and expects a
recon rmation thereof on June 29. If that
con rmation does not arrive , the association

record is archived as ending on May 1st. Oth-
erwise, the association record remains ac-
tive, pushing its end time to July 1st and its
expiration time 2 months later. The duration

of the time-to-live period of 2 months is arbi-
trarily chosen here and can be modied per
name space, per person, or per name histo-
rian.

Figure3 illustratessomeof the historicassociationghat
the namehistorianmaintainsfor Jane. As shavn in Fig-
ure 1, the name-spaceprovider for jmobile@yahoo.
com unassignshe namefrom Janeon May 25,2000.As a
result,eventhoughJanewishesto retainthe name,asevi-
dencedby the link extensionto July 1stsherequestedthe
historianstoresanarchivedassociatiomecordthatonly ex-
tendsup to the lasttime both the name-spacerovider and
JaneagreedntheassociationMay 1, 2000.

3.3.The NameHistorian

In this sectionwe delineatehefunctionalityavailableto
usersof HINTS. In particular we describethe interfaceto
the namehistorianitself, its designand someimplementa-
tion details.

The primary objective of ary nameserviceis to sup-
port nameresolution; in the HINTS contet, this means
thatHINTS nameanustberesolhedto primarynamessuch
as email addresses.If Dan Senderwishesto sendemail
to JaneMobile, he or his applicationmust rst resohe the
HINTS namewith which he previously reachedher suc-
cessfully(Historic[jmobile@yahoo.com , 03/2000])to
acurrentlyvalid primaryname(jane@sample.edu ).

To provide suchnameresolution thenamehistorianruns
a centralized,trustedservice maintainingname histories.

Figure 3. The names jmobile@yahoo.com
and janem@hotmail.com are linked to the
historian' s account for Jane Mobile (dashed
line in the middle). The gray line segment
covers associations that the historian has ac-
cepted.

Thehistorianis trustedto checkthevalidity of thenamehis-
toriesit storesandto reporton thosehistorieswhenasled.
Giventhenamingmodelwe assumeén this design(seeSec-
tion 2), the historianis a powerful componenin the net-
work. We examinethe shortcoming®of having sucha cen-
tralized design,and we proposealternatvesin Section5,
basedn strongetassumptionabouthame-spacproviders.

The historianoperates namespacétself, consistingof
the accountnamesof its users.This namespacehowever,
is only usedto authenticatenobile peopleto the historian
andneednot be visible externally to the service. The his-
torian managests own namespacesimilarly to how most
web servicesmanagetheir accountnamespaces:a client
(mobile personin this case)signsup on-line andreceves
an accountanda meansof authenticationsuchasa pass-
word or anasymmetrickey pair, for future exchangeswith
thehistorian.

To accomplishthe taskof resolution,the historianmust
alsobe ableto receve link requestgrom mobile peopleas
describedn the previous section,andsendandverify chal-
lengesto the holdersof primary namesto detectnameas-
signmentchanges.

The resultingabstractinterfaceto the history serviceis
asfollows:

Createmobile personaccounts.

Requestink changeglinking andunlinking) between
amobile personaccountanda primaryname.

Resole a historic nameto a currently assignedori-
maryname.



The historian maintains a databaseof association
records,asdescribedn the previous section. The database
containstwo sortedindices,one on [name start timgl and
anotheron [person starttimg.

Whena mobile personrequestdo belinkedto a name,
the historiancontactshat namewith a randomnumberN
asa challenge by email or ary otherapplicableprotocol.
If theemailis returnedwith the appropriateesponséo the
challenge(e.g., a repetitionof N ), thenthe historiancon-
sidersthe nameassignedo the mobile personandcreates
anew associatiorrecord. Algorithm 1 detailsthis process.
We justify the needfor a challenge-responggrotocolwith
theassumptionhat,althoughspoo ngthesourceaddres®f
anemailmessagés technicallytrivial, it is muchharderfor
anadwersaryto eavzesdroponemailaddressetb aparticular
addres®utsidehis control.

Algorithm 1 Link mobile personA to namea@A H is
the historian,M is the mobile person,now is the current
time (onthehistorians clock) andl is themaximumvalidity
periodof alink. M is assumedo have loggedin asA. )
denotesa network message. denotesassignment.The
processxecutesonH .
1: H ( M:Link A to a@A
2: N random nonce
3: H ) a@A Request conr mation of assignment to A
with nonce N
4: H ( M: Assignment conr mation of a@Ato A with
nonce N
5: if con r mation is negative or none arrives then
6: Do nothing and exit
7. L the association record where name is a@Aand
person is A with the greatest start time
8: if none is found then
9:  Store into database [Association a@A A, now, now,
now + I, now + |, now + I] fformat is name, person,
start, end, expiration, next link, next assignmentg
10: else
11:  if ExpirationTime (L) < now then

12: Store into database [Association a@A A, now,
now, now + |, now + |, now + 1]

13: else

14: Update into database record L to [Association a@A

A, StartTime (L), now, now + |, now + |, now + []

Links areseveredin a similar manneralthoughno con-
rmation from the associategrimary nameis necessary;
the reasorfor severingalink is exactly thatthe associated
primary nameis no longerunderthe control of the mobile
personand, as a result, a con rmation from the primary
namemightnotevenbepossible However, anoti cation is
sentto the primaryname to make it harderfor anunautho-
rized userof the historianaccountto make changesunob-
trusively. Algorithm 2 describeghe processn moredetail.

Correspondentguerythe historianfor resoled historic

Algorithm 2 Severthelink from the historianaccountA to
namea@A H is the historianandM is the mobile person,
loggedin asA.

1. H ( M: Sever a@Afrom A

2: H) a@A Noti cation of link severance from A

3L the association record where name is a@A person

is A with the greatest start time
4: if ExpirationTime (L) > now then
5. Update into database record L to [Association a@A
A, StartTime (L), now, now, now, now]

namesn asimplerequest-respong@otocol. The historian
resohesahistoricnameby rst mappingit to aninternalac-
countandthen nding thelateststill-valid associatiorirom
thataccounto aprimaryname.Algorithm 3 hasthedetails.

Algorithm 3 Resole historicnameHistoric[a@At] to pri-
mary a name,if possible,or returnfailure otherwise. This
is runonthehistorianH .
1: L the association record where name is a@-Aand the
start time s is the highest such thats t
2: if no record is found then
3:  Return no results
4: L° the association record where person is Person(L)
and the end time is greater than now
5. if no record is found then
Return no results
7: Return Name(L 9

@

Algorithm 3 assumesfor clarity and simplicity, that a
single associatiorrecordis active for a given name. This
neednot bethe casein practice;the historiancanreturnto
correspondentas mary currently active identi ers asthe
mobile persorhasregistered.

4. Usability Concems

Fromthe point of view of customerf the namehisto-
rian, several usability questiongemain. We addresssome
of thesein this sectionbut defer othersuntil the descrip-
tion of themoresecuredecentralizedhistoryservicein Sec-
tion 5.

The rst concernis how customerscan choosewhich
historictime to associatevith anaddresgor presentatiomo
the namehistorian.Keepingtrack of the lasttime anemail
or otheraddressvassuccessfullysedis arguablyfunction-
ality that currentemail clientscaneasily offer, andis very
similar in compleity to keepingtrack, for example,of the
lasttime a web URL wasused,which mostweb browsers
dotransparentlhpy default. Many othercommunicatiorap-
plications,suchasinstantmessagin@r chatprogramsgcan
similarly trackthisinformation,or it mightbepreferableor



theapplicationgo shareandreferto a peruserdatabasef
thisinformation.

Alternatively, correspondentsanrememberanapproxi-
matetime periodwhenthey contacteda mobile personand
constructa historicnameaccordingly perhapy referring
to saved correspondencwith the mobile personand ex-
tractingdatesfrom thatcorrespondence.

By extendingthe abstractinterface of the history ser
vice, HINTS caneven help correspondente/ho mustrely
on their own memoryto constructa resolutionrequesty
presentinghemwith a history of nameassociationor the
samename. For example,Dan Friend remembershaving
contactedlanein thelate 90's, but thatis asspeci c atime
frameashe canrecall. If hecan nd out thatjmobile@
yahoo.com belongedo someondrom 1995to 2000,and
thento someonelsefrom 2000to 2002,thenDancanrea-
sonably chooseHistoric[jmobile@yahoo.com , 1999]
to locate JaneMobile. Listing associationperiodsfor a
nameis a straightforvard operationhelpedby the database
indicesmaintained but privacy concernscould potentially
malke this anunattractve additionto theinterface.

Unfortunatelyif | never knew JaneMobile before there
is no historicnamethat| canuseto resolhe Janes current
contactinformation. HINTS is not intendedas a search
enginefor nding contactinformation for peoplel have
never attemptedto reach before. We believe that web
searctenginesandcurrentlydeployedlookupservicesuch
asWhoWhere[11] are more appropriatefor that purpose.
However, old contactinformationgatheredrom suchaweb
searchbecomesmore valuablewith HINTS, sinceit can
thenpotentiallyberesolhedto currentcontactinformation.

A secondusability questionis the frequeng with which
addresseshould be resohed to determinewhetherthey
have beenlinked to a morerecentaddress.The morefre-
guentlyanameis resoled,thelesslikely it is thatacommu-
nicationis sentto an outdatedor incorrectdestination put
the moreload this placeson the history serviceand appli-
cations.While our experiencesofar suggesthatchecking
a nameevery weekor so shouldbe morethansatisfctory
we do nothave ary realevidenceto supportthis notion.

A third questionthat affects the potential successof
HINTS is concernfor the privagy of individuals. Enter
ing identi ers into a HINTS nametrail is voluntary; if a
personwantsobsoleteidenti ers to remainso, he neednot
tell HINTS aboutthoseidenti ers. However, mobile people
needto be aware of the risk that messagesentby corre-
spondentdo thoseold identi ers may reachsomeoneelse
who now hascontrol over thatold identi er. If thosemes-
sagesarepotentiallysensitve, thenmobile peoplemay de-
sire to seea widespreaduse of HINTS. Furthermore we
believe thatidenti ers inevitably “leak out” to the outside
world; for example,it is not alwayscorvenientfor anem-
ployeeto avoid sendingemailfrom his compary accounto

an external destinationeven thoughthis resultsin the des-
tination having a recordof his compan-internalemail ad-
dress.True protectionfrom spamandotherthreatss better
performedusingothertechniquessuchasthe useof a per
sonalcommunicationgroxy throughwhich all incoming
communicationsnaybe Itered [23].

Fourth, it would be very corvenientif usersbeginning
to usethe history servicecouldinstallinto the historianthe
previous history of their identi ers, ratherthanmerelybe-
ginningtheirnaminghistorywith their currentlyvalid iden-
ti ers. Unfortunatelywe seenoreasonablgecurebut sim-
ple way to do this, asit is hardto prove in the presenta
users authorityover a pastnamewhenthatpastnameis no
longervalid for them.For instancePanSendercouldclaim
past authority over Historic[jmobile@lotsanames.
com, 1999]whenin facthe hadno suchidenti er assigned
to him in the past. Securelysettingup thesepasthistories
in thepresentvould requirethe cooperatiorof, andtrustin,
the namespaceproviders,which mayno longerevenbein
businessOntheotherhand theservicein this currentform
is incrementallydeployable, so thatit is not necessaryor
everyoneto begin usingthe servicebeforeit maybe of use
to somepeople.

Finally, mary mobile peoplemaintain multiple identi-

ers for the sameapplicationat the sametime (i.e., mary

email addresses).HINTS historiansmust return all such
currently active identi ers found during resolutionfor a
given historic name;this might resultin giving too much
informationto a potentialcorrespondentAlthoughwe be-
lieve this to be areal problem,we nd its solutionoutside
the scopeof HINTS. Othersolutions,suchas the Mobile
PeopleArchitecture[23], addresghe problemof personal
routing adequately— i.e., forwardingmessageto the ap-
propriateapplication-speci caddressccordingo amobile
persons wishes— andarecomplementaryo HINTS.

5. A Secuie NameHistorian

Thenamehistorianwe describén Section3 achievesthe
primary goal of this work, reachabilityin the faceof iden-
tity mobility. HINTS accomplishethiswithouttheneedfor
brandnew globallyvisible, unique persistentdenti ers for
everymobile person.Furthermoreit requiresnoretro tting
of currentname-spaceroviders' practicesrequiresno co-
operationwhatsoger from thoseproviders,andcanbe de-
ployedincrementally

Unfortunately this simple centralized approachhas
someshortcomingghat can becomesigni cant as an in-
creasingractionof theworld'sbusinesandfraudaretrans-
actedon-line. First, it relieson the honestyof the organi-
zationthatoperategshe namehistorian.A centralizedcen-
trally operatechistorianis a singlepoint of failure, for fail-
uresincludingcorruption malfunction,connectity disrup-



tion or goingout of business Secondthe schemeoffersno
tangibleassurancefr the correctnessf theinformationit
givesout. For example,whena correspondenteceies a
primarynamein responseo a resolutionrequesthe hasto
take theansweron faith; he hasto believe thatthe historian
did notinventtheassociatiormndthatthe historianchecled
the validity of the association(i.e., issueda challengeto
the claimed primary nameand received a satishctory re-
sponse). Third, the schemeis only usefulto thosecorre-
spondent&ndmaobile peoplewho trustthe historian. If no
singlehistorianis globally trusted thenthereis no straight-
forward way to allow ary correspondento reachary mo-
bile person.

In this section, we sketch an enhancedname histo-
rian designthat offers the samefunctionality as what we
presentin earlier sections,but also alleviatesthe security
andfault-toleranceeoncernsaaddresse@dbove. We arecur-
rently focusingour designand implementationefforts on
this strongerversionof HINTS.

We believe thattheincreasingneedfor on-line security
therising costof identity theftandspoo ng, andthe evolv-
ing standardizatioprojectsfor securedirectoryaccesswill
soon changehow name-spaceroviders do naming. We
expectthat providerswill act muchmorelike cooperatre
but competingcerti cation authoritiesn the future;in fact,
mostlarge enterprisesand even somegovernmentg4] do
perform naming or digital certi cation within their own
realmsin this moresecurefashion.

Furthermorewe believe that unconditionaltrustin ary
centralizedserviceis going to be increasinglydif cult to
digestfor security-consciousobile people.

We enhanceour earlierdesignfor a historic name-trail
servicein two major ways: First we use cryptograply
to prevent illegitimate changesn name-to-persomssoci-
ations,ascanbe causedy IP andemail addresspoo ng,
and eavesdroppingon unsecurecemail. Secondwe relax
the needfor trustingthe namehistorianunconditionally by
emplgying securetime stamping[9] and undeniableattes-
tation techniqueg2], to limit the amountof unobtrusie
damagea corrupt historiancan causeto its clients' name
histories.

We startby describinghe strongerandslightly moreco-
operatve name-spaceroviderswe needfor this enhanced
design,andthenoutline how our earlier concernscan be
addressed.

5.1. Certication
Providers

Authorities As Name-Space

A certi cation authorityis not muchmorethananame-
spaceprovider thataccompaniethe assignmenbf a name
to a personwith the issuanceof a signedstatementalled
an identity certi cate, suchasthe oneshavn in Figure4.

IdentityCertificate{

Issuer : yahoo.com

Subject jmobile

Key : AB34D9...

Start Time : August 1, 1999

End Time July 31, 2001

Nonce 2CO08AS...

Signature <Issuer, subject, key,

times and nonce signed
using yahoo.com's
private  key>
}
Figure 4. The identity certi cate that links the
name jmobile@yahoo.com to the public key
AB34D09...
RevocationCertificate{
Issuer yahoo.com
Subject jmobile
Key . AB34D9...
Start Time : May 25, 2000
Nonce 69C802...
Signature <Issuer, subject, key,
start time and nonce
signed using yahoo.com's
private  key>
}
Figure 5. The revocation certicate that

breaks the link between the name jmobile@
yahoo.com and the public key AB34D?9...

Note that JaneMobile is not mentionedexplicitly in the
certi cate. Instead,the provider assignsthe nameto the
personwho knows the secretportion of the public key
AB34D9... , after having establishedthat Jane Mobile
holdsthatkey. Thekind of identity veri cation performed
beforea name-spacerovider assignsa nameto a persons
publickey is provider-speci c andoutof scopen thispaper
but traditionally includesout-of-bandexchangesbetween
thatpersonandthe provider.

The name-space@rovider canrevoke an assignmenby
publishinga revocationcerti cate, suchasthat shavn in
Figure 5, or by publishinganotheridentity certi cate for
the samenamebut a differentpublic key.

Finally, the name-spacerovider refreshesan assign-
mentby issuingnew identity certi catesfor the samename
andkey beforethe previousassignmenéxpires.

Besideghis basiccerti cation functionality, in this envi-
ronmentof highersecurityawarenessve assumehatname-
spaceprovidersarecooperatie with the history service,in



LinkCertificate{

Name : jmobile@yahoo.com
Person Key : ES51BB2...

Start Time March 2, 2000
End Time May 1, 2000
Nonce 6FC3FO...

Signature 1: <Name, Person Key,
Times and Nonce
signed by the current
key of the name>
<Name, Person Key,
Times and Nonce
signed by the current
key of the historian
account>

Signature  2:

Figure 6. A link certi cate associating name
jmobile@yahoo.com  with the person cur-

rently represented by key E51BB2... on
3/2/2000.
SeveranceCertificate{
Name . janem@hotmail.com
Person Key : ES51BB2...
Time : September 25, 2001
Nonce EE3BF4...
Signature <Name, Person Key,

Time and Nonce
signed by the
person key>

Figure 7. A severance certi cate breaking the
link from the person currentl y represented by
the key E51BB2... to janem@hotmail.com
on September 25, 2001.

the sensehatthey notify the historianof nameassignment
changedy corveying to thehistoriannewly issueddentity
or revocation certi cates. For replay protection,we also
assumethat eachsuchcerti cate issuedby a name-space
provider containsa noncevalue,whichin the simplestcase
is the time of issuanceput canalsobe a randomnumber
pickedasa freshnesghallenge.

5.2.Certi ed Historic Naming

Onestraightforvard way to addresghis hardernaming
problemis to malke all informationthatthe historianmain-
tainssigned,soasto preventillegitimatemodi cations. To
male sure that a corrupt historian cannotdivert a name

trail by changingo whathistorianuseraccountgoint, mo-

bile peoplearerepresenteéth namehistoriesby their sign-

ing key pairs,calledpersonkeys similarly to the approach
takenin SPKI/SDSI[7]. In this mannerthe on-line repre-
sentationof a personbecomesthe personwho knows the

secretsigningkey.”

Name assignmentsan be naturally representedvith
the identity and revocation certi cates that name-space
providersissue. Linking canbe representedvith similar
link andseverancecerti cates (seeFiguresé and7, respec-
tively), signedby mobile people(i.e., the holdersof histo-
rian accounts)vho lay claim on different primary names.
Insteadof storinga single associatiorrecordper primary-
name-to-mobile-persoassociationthe historianstoresall
signedcerti catesdelineatingthe assignmenandthe link-
ing time periodsthatmale up anassociation.

Thehistoriancanperformthesameasksasthosein Sec-
tion 3.3with only little moredif culty . For example,to re-
solve ahistoricname the historianmust nd anassociation
from the historic nameto a mobile personand then back
from the mobile personto a currentlyvalid nameassocia-
tion, asdetailedin Algorithm 3. Insteadof justlocatingan
associatiorrecord, the historianmust nd the appropriate
certi catesjustifying theassociatiorirom thegivenhistoric
nameto a personand backto anotherprimary name;not
only doesthehistorianhave to returntheanswelit found—
a primary nameor a negative answes—but it mustalsore-
turn a proof: a setof certi catesthat supportits response.
The correspondenmustthencheckthat all the statements
aresignedcorrectly andthatthey in factdo supportavalid
resolution regardlessof whetherthe answemwasa primary
nameor a name-not-foundesponse.

Unfortunately there are three major issuesthat face
clientsof sucha namehistorian: the shortlifetime of dig-
ital signaturesthe needfor temporalorderingof historic
records,andthe needfor a “closed; append-onlyhistoric
databaseWe elaborateon all threein turn.

First, digital signatureshave a limited lifetime. How
doesonemale surethata statemensignedafew yearsback
was correctly signedat the time, even thoughthe signing
key may have by now expired? Somework hasbeendone
to make signeddocumentausableeven after the pertinent
signingkey hasexpired[8, 13]. In ary casethe clientmust
eithertrust the name-spacgroviders themselesto main-
tain historicrecordsof whenthey usedwhatpublic key pair
to sign their issuedstatementsor trust an externalauthor
ity, suchastheKASTS Key Archival Service[13], to main-
taintheserecords Brie y, this servicemaintainsa securely
time stampedarchive of the keys thatdifferentname-space
providers use during their lifetimes, along with the times
whenthosekeys wereused. A client who wishesto verify
a signedstatementjncluding the certi cates we describe
above, canlook up the nameof the provider and the ap-



DelegationCertificate{

Issuer E51BB2...

Delegate D91452...

Time September 1, 2001

Nonce D8306A...

Signature <lIssuer, Delegate, Time
and Nonce signed using
both issuing and delegate
keys>

Figure 8. A delegation certi cate , making the
delegate key a contin uation of the key trail of
the issuing key.

propriatetime period. The returnedkey canbe thenused
to verify the signatureon the statementHowever, it is im-

portantto alsoascertairthatthe statementassignedwhile
the key found wasstill valid (i.e., beforeit expired or was
revoked).

The ephemerahatureof digital signaturesand signing
keys alsomalesit hardto maintainthe on-line representa-
tion of mobile peoplewhenthehistorianis notfully trusted,
sincemobile peoplemustchangehe public keysthatrepre-
sentthemregularly. Peopledo this by issuingandsubmit-
ting delegation certi cates to the historian(seeFigure 8),
delegating their “personhood’from older keys to newer
ones. Again, timing is of the essencesincea delegation
mustbe performedbeforethe previous key hasto be aban-
doned,dueto expiration or compromise (Maintainingtwo
independensetsof keys, oneof which remainsvalid even
if theotheris compromisedganmitigatethis problem.)

Second,ary securehistoric databasenustincorporate
timing information on when its different records were
archived. This is necessaryor archived signaturesasde-
scribedin the previous paragraphsbut alsofor authoriza-
tion purposesijn key delegationsor associations.For ex-
ample, given a historic name,to establishthe appropriate
nameassociatiorfrom assignmenandlinking certi cates
onemusthave knowledgeof therelative temporalordering
of theissuanceof thosecerti cates. It mustbe shavn that
the historicnamedesignates time after anidentity certi -
cateandalinking statementreatecanassociatiorbetween
the pertinentnameandmobile personput befole thosecer
ti cates expired or ary potential revocation or unlinking
statementsamein effect. Relative temporalauthentication
of certi catesin centralized3] anddecentralized14] cer
ti cate archivescanbeinvaluablehere.

Brie y, relative temporalauthenticatiorusesone-way,
collision-resistanhashfunctions,suchas SHA-1 [17], to
de ne thetemporalorderingfrom earlierhistoricrecordso
laterones.In asenseatamperevidentlinkedlist is created
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from all historicrecords sothatearlierrecordsappearear

lier in thelist. Thenregularly picked placeholderecords
from the list are publishedin a widely witnessedsecure,
write-oncepublicationmedium,suchasa high-circulation
newspaper;a veri er who caresaboutwhen a particular
recordwas appendednto the historic databasecan trace
thelinkedlist backwardsandforwardsto nd the previous
and next, respectiely, list links publishedin the nenspa-
per, which in turn placesthe recordin questionin a rough
time frame, that is, betweenthe publicationdatesof two

newspapeilissuesn the newspaperexample. Thecollision-

resistancandone-way propertiesof thehashfunctionused
to link recordstogetherguaranteehat oncea recordhas
beenplacedin the historic databas@andthe next link from

thedatabaséasbeen‘committed” on a nenvspaperneither
the maintainerof the databas&or anyone elsecantamper
with history, changingwhenrecordsappearo have been
incorporatedaddingor removing recordspr modifying the

contentsof thoserecords. This is the basicmechanisnbe-

hind securdime stamping9].

Third, it is importantthatthe historianbe unableto “for-
get” historicrecordsthatit hassuccessfullyacceptedvhen
they were submittedto it. For example,if a name-space
provider submitsarevocationcerti cate to the historianand
the historianacceptst, it shouldbe unableto dery the ex-
istenceof sucha revocationcerti cate corvincingly when
gueriedlater Undeniableattestatior{2] is a cryptographic
constructhatallows clientsto verify thehistorians claimed
existenceor non-«istenceof certainrecords. The basic
ideathereis to constructa sorteddatastructurethatallows
undeniableattestationson its contentsthatis, proofsthat
a particularelementbelongsor doesnot belongto the data
structure.ln thesecureHINTS designthedatabaséndices
are,in fact,undeniablettesters.

An essentialrequirementis that attestationproofs are
signi cantly shorterin sizethanthe entiredatastructureit-
self. Consideyfor example,a historic namedatabaséhat
holdsa few billion certi catesfor mary namesand mary
mobile people.It would be extremelyunrealisticto have to
look throughevery singlerecordin sucha large database
beforebeingableto concludenointerestingrevocationcer
ti cate hasbeenarchived there. The constructsfrom the
work by Buldaset al. [2] and Maniatis and Baker [14]
offer attestationswith sizeslogarithmic in the numberof
recordsstored which, for extremelyoptimisticlifetime and
popularity projectionsfor a servicelike HINTS, never ex-
ceedroughly 20 KBytes; this is quite an acceptablesize
for recordsoneexpectsto receve over the network onceor
twice aday.

Finally, while we describean architecturefor a secure
namehistory thatresohesold identi ers internally by fol-
lowing a trail of successiely morerecentidenti ers, it is
notnecessaryor the serviceto returnary but thelastiden-



ti er in thechain. In fact, privagy concerngmale it prefer

ableto returnonly this lastidenti er. Fortunatelythecryp-

tographicproof of integrity for the nameresolutionresults
neednot containinformationaboutthe identi ers between
the historicnameto be resohed andtheresultingcurrently
valid name.

6. Related Work

Theliteratureregardingnamingin distributedsystemss
vast,soin thissectionwe con ne oursehesto asamplingof
systemsandproductsthateithercombinedateswith names
or attemptto provide on-linenamesspeci cally for people.

Oursis nottheonly projectto combinetimestampsvith
names. Other examplesof suchwork include the “tag”
URI scheme[10], and the “duri” and “tdb” URN name
space$15]. Theseschemeslescribehow to combinedates
with namedor sereral purposesincluding uniquenessind
persistenc®f identi ers, andthe ability to mint identi ers
without a stableauthorityassigninghames This work does
not appeato addresghe needto resolhe old namego cur
rently valid namesor the securityand implementationis-
sueswe tackle,but the format of theidenti ers themseles
couldveryreasonablye usedfor HINTS names.

Thenew Internetdomainnamesndingwith .name are
intendedto provide a at global namespacefor individu-
alsthatis not associatedvith particularemplo/ersandin-
stitutions. Thesenamescould alsofunction asthe primary
namesn ournamingschemeHowever, therearestill mary
reasonsvhy registrantfor thesenamesmayendup chang-
ing their on-line identi ers over time. Peoplewho fail to
pay their bills may lose accesgo their .name identi ers.
Peoplewho changepersonainames suchaswhengetting
marriedor taking stagenamesmay wantto re ect this by
changingtheir on-line identi ers aswell. Moreover, these
on-line identi ers may not be the only on-line identi ers
registrantsuse. A userof a.name identity mayalsohave
emailservicethroughanemplgyer, andit is hardto prevent
identi ers from theseothernamespacegrom “leaking out”
in sucha way that correspondentwiill not attemptto use
themafterthey becomeobsolete.

IdentiScapq13] describesa at global namespacefor
people,in which identi ers do not necessarilye ect their
personahameshut insteadcanbe a setof space-separated
words in Unicode, thus permitting persistenceof unique
identi ers throughsimplelack of reuse. The hopeis that
this name spaceis large enoughto accommodatanary
namesper person,for everyonein the world, for the next
one hundredyears. Namesresohed throughldentiScape
point to personallycontrolledidentity objects,which are
repositorie®f access-controllepersonalnformation,such
asemailaddresseandphonenumbers.The global Identi-
Scapenamescanthuspoint to a changingsetof identi ers
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associateavith a person.Unfortunately thereis nothingto
suggesthatuserswill not changenameswithin the Identi-
Scapenamespaceor useidenti ers from othernamespaces
aswell, leaving identity mobility issuesunsohedin Identi-
Scape.

PingID [21] is similar to IdentiScapén thatanidentity
sener, privately held by anownerof anidentity, is respon-
siblefor authorizing(or not) the releaseof informationac-
cordingto who is asking. PingID's scopecoversthe usual
applications: single sign-on, passvard managementand
privagy managementPingID doesnot completelyaddress
identity mobility, sinceit doesnot allow reverselookups
from obsoleteprimarynamedo its own namespace.

CommonNamég6] is one of mary on-line redirection
services (others are OneName[19] and Novell's Digi-
talMe [18]). CommonNameallows the use of common
namesor phrasesnsteadof URLs or email addresseslt
alsoallows the owner of a commonnameto setup differ-
entredirectionschedulesfor example,the CommonName
“Jane Mobile” is redirectedto Jane$ personalemail ad-
dressduringthe weelendbut to herwork emailaddres®n
a weekday CommonNameprovides plug-insfor popular
email applicationsandweb browvsers. A CommonNames
assignedo an accountfor the durationof the accountor
the service. However, oncean accountis discontinuedjts
CommonNameanbereassignedL].

Classmates.coifp] is aservicethatallows peopleto reg-
istertheschoolor collegethey attendedthemilitary baseat
whichthey sened, or the compalry for which they worked.
This allows peoplewho, for example, attendedthe same
classat the sameschoolto reconnecin the future. HINTS
hasvery similar goalsto this venture,but we take a purely
on-line and more generalapproach;a correspondenheed
not know anything more than the mobile persons identi-

er usedin the past,ratherthan rst andlast namesand
a classyear Although this limits the amountof heuristic
weedingone can do to likely candidatenames,it makes
it easierfor email and otherapplicationsto run identi ers

throughHINTS automaticallyand also allows correspon-
dentsthroughouta recipients history of identi ers to con-

tactthe recipient,evenif the correspondentdid not know

the recipientwhen he graduatedrom StanfordUniversity
in 1957.

7.Conclusion

The extremely volatile environmenttypical to on-line
servicesand their usersmalkesidenti er changesand the
commensuratenanagemenproblemsa painful fact of on-
line life. In this paper we addresghe problemof identity
mobility, by extendingthe namespeoplecommonlyusein
todaysapplicationswith adesignatiorof atimewhenthose
namesweresuccessfullyused.



We presenta simpledesignfor HINTS, a historicname-
trail service thatallows mobile peopleto recordandmalke
available their movementsthrough the “identi er land-
scap€. Correspondentsanfollow thosenametrails from
wherea personhasbeen(i.e., a namesheusedto have) to
wherethatpersonis (i.e.,anamesheusesaow). In thisway,
a correspondentan resohe a temporally quali ed name
into anamethatis valid now; he canusethatnameto reach
amobile persorwhomhe hasnot contactedn alongtime,
avoiding namesthat point to no oneandreassignethames
thatpointto thewrongperson.

Finally, we describehow securitycanenhanceHINTS
in the increasinglynaughtylnternetto preventillegitimate
use of historic namesand name-historycorruption by a
malicious serviceitself. We outline a designfor suchan
enhancedHINTS system,which we hopeto evaluateand
male availablesoon.
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