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Abstract

People are the outsiders in the current communications revolution. Computer hosts, pager terminals,
and telephonesare addressableentities throughout the Internet and telephony systems. Human beings,
however, still need application-speci�c tric ks to be identi�ed, like email addresses,telephone numbers, and
ICQ IDs. The key challenge today is to �nd peopleand communicate with them personally, as opposedto
communicating merely with their possibly inaccessiblemachines|cell phonesthat are turned o�, or PCs on
faraway desktops.

We intro ducethe Mobile PeopleArchitecture, designedto meet this challenge. The main goal of this e�ort
is to put the person, rather than the devicesthat the personuses,at the endpoints of a communication session.
This architecture intro duces the concept of routing between people. To that e�ect, we de�ne the Personal
Proxy, which has a dual role: as a Tracking Agent, the proxy maintains the list of devicesor applications
through which a person is currently accessible;as a Dispatcher, the proxy directs communications and uses
Application Drivers to massagecommunication bits into a format that the recipient can seeimmediately.
It does all this while protecting the location privacy of the recipient from the messagesender. Finally, we
substantiate our architecture with ideas about a future protot ype that allows the easy integration of new
application protocols.
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I. Intr oduction

One of the de�ning trends of the 1990shas beenthe explosive growth of the Internet. A growing
number of peoplehave Internet accessat work, at home, and on the road. Meanwhile, other types
of networks, such as cell phonesand pager networks, are proliferating rapidly. In the next decade,
more and more people will expect ubiquitous network access|the abilit y to communicate with
anyone, anywhere. Thesetrends present us with a number of challenges:

Enabling ubiquitous reachability. Most people will continue to use a variety of network-enabled
devicesand applications to communicate with others. The notion of a one-size-�ts-all communica-
tion device is just as misguided as a universal network link or operating system. Basic tradeo�s
like weight, speed, and easeof use will not vanish anytime soon; in the meantime, peoplewill use
di�eren t devicesand applications at di�eren t times. Our ideal of ubiquitous network accesscannot
be achieved unlesspeople can be reached regardlessof the communication devicesor applications
they chooseto use.

Maintaining location privacy. Enabling ubiquitous network accessunfortunately makes privacy
issueseven more urgent than they are now. A systemthat keepstrack of how a personis reachable
and distributes that information without limits could be used to deducethe person's location and
compromise his privacy. Ideally, people should be able to receive messagesanywhere, without
revealing their whereabouts to the entire world.

Thwarting \spam." Receiving unwanted messagesis another type of invasion of privacy. Many
messagingapplications have no way to deliver messagesunintrusively. For example,most telephones
caneither ring or not ring whena call arrives,insteadof ringing for somecallersand taking a message
for others, or ringing during the day and taking a messageat night. Usersshould be able to have
all their incoming communications prioritized and �ltered on their behalf.

Converting amongprotocols. Not all application-layer communication protocolscanbeusedby all
devices. For example, most phonesare not capableof receiving email. Optimally , communications
would be converted automatically from the sender'spreferred type to the recipient's preferred type.

We have designedthe Mobile PeopleArchitecture (MPA) to addresseach of thesechallenges. In
Section I I, we describe how MPA �ts into the big picture of networking. In Section I I I, we give an
overview of MPA. In Section IV, we describe the designof MPA by giving detailed descriptions of
four di�eren t usagescenarios. In Section V, we describe the functions of the Personal Proxy, the
key component of the MPA system, which tracks the mobile person and handles communications
on his behalf. In SectionVI, we describe related work, and in SectionVI I we state our conclusions.

I I. The Role of MP A in the Netw ork Layer Model

In this section, we describe how MPA �ts into the overall picture of networking and argue that
MPA, or something like it, is a logical extensionof the current model of networking.

Networking systems are traditionally organized using a layering model composed of Applica-
tion, Transport/Net work, and Link layers (Figure 1). This model is useful in clearly de�ning the
responsibilities and restrictions of software that exists at each level.

For a layer to be fully implemented, it needsa naming scheme,a way to resolve thosenames,and
a way to route communications. The Name Types column of Figure 1 shows the naming scheme
that Internet email usesat each layer. Someexamplesof namesare shown in the Packet Headers
column. Thesenaming schemesusually mandate that the namesareunique and changeinfrequently .
In addition, each layer in the �gure hasa protocol to map its namesto lower layer names(the Name
Lookup column in Figure 1). This mapping facilitates routing a communication to its destination.
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Fig. 1. The Layering Model. We show the traditional networking layers, extended with the People layer.
Name Types shows examplesof the kinds of namesusedat each layer. Name Lookup shows somemethods
of mapping namesfrom each layer to namesin the next lower layer. Packet Headers shows examplesof
actual namesat each layer, and their relative locations in a typical email packet.

There is one key problem with the traditional layering model: it does not explicitly include
people. It seemsodd that a communication model would not model peoplewhen probably the most
important communication is from one personto another.

To model the full processof personal communication, we need to extend the model to include
people (the new People layer is shown in Figure 1). Although the layer is new in the model, it is
not new in reality. As a result, it is currently implemented in an ad hoc, non-uni�ed way. Peo-
ple are not always named in a unique way, although a name or nickname is often unique among
those with whom a person communicates frequently . These names (e.g., Jane Mobile) are re-
solved into application-speci�c names (e.g., jane16@yahoo.com) using a directory service (e.g.,
LDAP [WKH97]), an addressbook, or simply from a person'smemory. By directing messagesto
application-speci�c addresses,it is the senderwho controls their ultimate destination rather than
the recipient.

As a result, messagingapplications (and therefore their users)have di�cult y delivering messages
to peoplewho move from oneapplication-speci�c addressto another. For example, if JaneMobile's
email addresschangesbecauseshe travels betweenhome and work, Dan Sender'smail client (and
therefore Dan) cannot reliably sendemail to her. Even worse, if Jane is temporarily unavailable by
email, but is reachable by phone, Dan cannot communicate with her until sheis available by email.
The problem is that Dan cannot identify Jane in a way that is independent of how sheis reachable.

The solution is to create a uni�ed implementation for the People layer. Such an implementation
needsto name people, map people'snamesto application-speci�c addresses,and route communi-
cations betweenpeople(which we refer to as people-levelrouting). Although the �rst two functions
are partially implemented today, no implementation exists for a people-level router.

The role of a people-level router is similar to that of an IP router: it takescommunication from
a variety of interfacesand directs it out one or more interfaces,basedon the recipient's preferences
and on characteristics of the communication itself. The closestcurrent approximation is a human
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Fig. 2. A Typical UsageScenario. Dan Senderuseshis cell phone to placea call to Jane Mobile. The call is
redirected to Jane Mobile's laptop through her PersonalProxy. The gray �gure and arrow indicate Jane
was recently accessiblethrough her cell phone, but is now accessiblethrough her laptop only.

assistant who answersJane'sphone, readsher email and forwards her messagesby calling, emailing,
or paging her. Aside from wasting the assistant's time, this implementation would have di�cult y
forwarding real-time communication (e.g., forwarding an IP telephony call to her cell phone).

The people-level router is a necessarycomponent of any implementation of the Peoplelayer. The
People layer is a logical extension of the traditional layering model which is the basis of current
networking architectures. Therefore, the people-level router is alsoa logical extensionof traditional
networking architectures. The MPA implementation of the people-level router is the PersonalProxy,
which we describe in greater detail in Section V.

I I I. Ar chitecture Over view

The main goal of MPA is to route communication to a mobile person, independently of his
location or the communication applications he is currently using. This people-level routing uses
an addressingschemethat uniquely identi�es people. In MPA, theseaddressesare called Personal
Online IDs (POIDs). The architecture does not depend on how POIDs are maintained or how
peopleretrieve the POIDs of other people.

Figure 2 shows a typical usagescenario in which Dan Senderwants to initiate communication
with JaneMobile. If Dan's communication application (which could be anything ranging from email
to a fax machine) supports MPA, then it usesJane'sPOID to direct communication to her Personal
Proxy. If Dan's application is not MPA-aware or if a POID naming schemeis not widely deployed,
then an alternate schemeis used(seeSection IV).

The PersonalProxy is the heart of MPA and consistsof three components: the Tracking Agent,
the Dispatcher, and a set of Application Driv ers. We brie
y describe their functions here, and give
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more detailed descriptions in Section V.
The Tracking Agent in Jane'sPersonalProxy is responsible for keepingtrack of her asshemoves

from an application on onedeviceto another application (possiblyon another device). For example,
in Figure 2, Jane hasswitched her cell phoneo� and is now accessibleonly via email on her laptop.
The Tracking Agent makesthis information available to the Dispatcher in her PersonalProxy.

The Dispatcher processesany communication that arrives at the Personal Proxy. Using Jane's
accessibility information and her preferences,the Dispatcher directs the communication to the
appropriate application. In some cases,the Dispatcher may call upon an Application Driv er to
convert the communication into a form understandable by the receiving application. In Figure 2,
Dan Sender calls Jane on her cell phone. Since she is accessibleonly via email, an Application
Driv er converts the voice messageinto an email messagewith an embeddedsound �le. This sound
�le is then forwarded to Jane's laptop. An Application Driv er could also enforce user-speci�ed
restrictions (e.g., to block spam), or convert intrusive forms of communication into less intrusive
ones(e.g., a phone call into voicemail).

IV. Design

In this sectionwe will describe the designof the Mobile PeopleArchitecture by outlining in detail
four di�eren t usagescenariosbetweenDan Senderand JaneMobile. In thesescenarios,Dan initiates
communication with Jane. We assumethe existenceof a PersonalOnline ID (POID) system.

A. Scenarios for MPA-aware Applications

In the following two scenarioswe assumethat all applications are MPA-aware:
Figure 3(a) shows a scenarioin which Janewants privacy; shedoesnot want to reveal her location

to anyone. She also wants to receive communication from Dan, regardlessof what application he
is using. To achieve thesegoals,Jane has her PersonalProxy receive communication on her behalf
and forward it to her. The PersonalProxy acts asan enhancedonline analogto the human assistant
referred to in Section I I. We show below how the PersonalProxy achievesthe goalsof privacy and
application-independent communication.

Dan enters Jane's POID into his communications application. If Dan is going to communicate
with Jane,he knows her POID, just like he knows her real name. The application sendsa query with
Jane's POID to a Directory Service(DS) such as LDAP. Basedon the POID and the application
type, the Directory Servicereturns the relevant Proxy Application-Speci�c Address(PASA) of Jane's
Personal Proxy (e.g., jane@janemobile.nom for email or 555-1000for telephony). For each type
of application that Jane uses, her proxy has a corresponding PASA. This allows the Personal
Proxy to intercept and redirect all communication to Jane's applications which are at undisclosed
Application-Speci�c Addresses(ASA). Someexamplesare jane16@yahoo.comor 123-4567.

Dan's application initiates communication with Jane's Personal Proxy at the returned PASA.
Her proxy determineswhich of her applications should receive the communication. If necessary, it
also converts the communication into a di�eren t format and then forwards it to Jane's application.
Note that at no point is Dan or his application aware of the redirection; this ensuresJane's location
privacy.

Figure 3(b) shows a scenario in which Jane does not care to conceal her location. Here, the
PersonalProxy doesnot participate in the communication betweenDan's and Jane's applications.
Instead, the PersonalProxy updates the Directory Servicewith the ASAs of Jane'scurrently avail-
able applications. In the �gure, we refer to this as Tracking Info.
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Fig. 3. Four UsageScenariosof MPA. Wide arrows indicate the transfer of communication data, and thin
arrows indicate the transfer of control data.

Dan enters Jane'sPOID into his communications application. The application sendsa query with
Jane's POID to a Directory Service(DS) such as LDAP. Basedon the POID and the application
type, the Directory Servicereturns Jane's current ASAs.

Dan's application initiates communication directly with Jane's application using the returned
ASA. While this scenariois more e�cien t than the �rst scenario,it doesnot o�er the sameprivacy
and application-independent communication bene�ts.

B. Scenarios for Legacy Applications

In the following two scenarioswe assumethat no applications are MPA-aware. We illustrate that
MPA is 
exible enoughto support legacyapplications.

Figure 3(c) shows a scenarioin which Janedesiresprivacy and application-independent communi-
cation. SinceDan's application doesnot recognizePOIDs, Dan must manually query the Directory
Service to obtain Jane's PASA. Dan feedsthe PASA into his application. The application sends
the communication using the PASA as a destination address. The communication is routed to
the PersonalProxy. As before, the PersonalProxy determineswhich of Jane's applications should
receive the communication. If necessary, it converts the communication and then forwards it to
Jane's application using that application's ASA.
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Fig. 4. The Personal Proxy Design. Various communication types are shown entering the Personal Proxy
through the top. Arrows indicate possibleroutes through the Dispatcher and the Application Driv ers to
the mobile person'sapplications.

The scenarioin which Jane doesnot care to hide her location from Dan, is similar to the second
scenario in the previous subsection. The only di�erence is that Dan must query the Directory
Serviceto obtain the ASA of Jane'savailable application. We illustrate the scenarioin Figure 3(d).

C. SenderPrivacy

In the scenariosabove we emphasizethe receiving person's preferencesfor privacy. MPA is

exible enough to support location privacy for the sender as well as the receiver. If a sending
person has requestedlocation privacy, all of his communication must travel through his Personal
Proxy. If his application is MPA-aware, this is straightforward: he con�gures the application so
that it always sendscommunication to the PASA of his PersonalProxy. However, if the application
is not MPA-aware, we need to perform some kind of application-level encapsulation. That is,
the user must incorporate the recipient's POID within the application's data and must set the
application's destination addressto be the PASA of his PersonalProxy. When the PersonalProxy
receives the communication, it must use the receiver's POID to obtain from the directory service
the appropriate ASA (or PASA if the receiver has also requestedprivacy) to usewhen forwarding
the communication.

V. Personal Pr oxy Design

The PersonalProxy performs a number of key functions in the MPA system: it keepstrack of the
mobile person's whereabouts; accepts incoming communications on the person's behalf; converts
or �lters communication data; and delivers communications to the correct Application-Speci�c
Address.

The general design of the Personal Proxy is shown in Figure 4. The Tracking Agent keeps
track of the mobile person'swhereabouts. Meanwhile, communications arrive through a variety of
application-speci�c protocols, shown at the top of the diagram. The Dispatcher usesthe Filtering
Routing Rules (derived from the person'spreferences)and his current location (obtained from the
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Tracking Agent) to determine which Application Driv ers should be invoked to convert or �lter the
communication. The Dispatcher then sendsthe communication to the correct application.

In the following sectionswe discussthe components of the PersonalProxy in more detail.

A. Tracking Agent

A.1 Tracking

The Tracking Agent keeps track of the applications through which a mobile person is most
likely to be accessibleat a particular time. The person conveys this information by registering
applications with the Tracking Agent. A registration does not guarantee that the person will be
accessiblethrough this application; it merely indicates that he is likely to bereachedat the registered
application.

A.2 Registration

An application can be registeredin a variety of ways; the method useddependson the application
type and user preferences. The registration can be manual, automatic, polled, or basedon some
user-speci�ed pro�le:
� Manual registration requires the mobile user to perform sometask to indicate that he is likely
to be accessiblethrough an application. He might enter his usernameand password into a secure
web pageor dial a particular phone number and enter a personalcode. The user might provide an
estimate of how long he expects to use the application, or might perform another manual task to
deregister the application.
� Automatic registration relieves the user from any manual task; instead, the application or op-
erating system sensesa user's presenceand automatically registers with the Tracking Agent. For
example, a device might assumethat a user is present when he turns on the device, or when it
detects that the user's \smart badge" is within range. This is just a hint that the user is present;
it is the responsibilit y of automatic registration mechanisms to maximize the probabilit y that this
information is accurate while still being user-friendly. This automatic type of registration requires
new software on the device.
� Polled registration requiresno e�ort from either the user or the application. The Tracking Agent
periodically polls each of a user's applications or devicesto detect if the application is running or
the device is turned on. For example,polling might be done by pinging the deviceor by sendinga
messageto the application and waiting for an acknowledgement. Polled registration is not practical
for certain devices,such as one-way pagers.
� User-speci�e d pro�les allow usersto specify a priori which applications they are likely to be using
in the future. A user might have a pro�le that indicates the days and times he is likely to use
each application. The user can modify the pro�le as often as desired. Although this option does
not provide dynamic detection of active applications, as the previous methods do, it is simple to
implement and may be the only feasibleoption for receive-only deviceslike one-way pagers.

B. Dispatcher

The Dispatcher receives incoming communications and decides whether the data need to be
processedthrough an Application Driv er. It basesthis decisionon preferencesset by the recipient
(e.g., \Send all ICQ communications to my pager") and information from the Tracking Agent about
the recipient's location. If the messageneedsto be converted, the Dispatcher attempts to �nd the
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Application Driv ers necessaryto convert the communication to the appropriate application-speci�c
protocol.

To make the PersonalProxy easily extensible, the Dispatcher is not able to make decisionsbased
on application-speci�c properties of the communication. Actions such as \Thro w out all emails
that contain Java objects" have to be madeby Application Driv ers,which are described in the next
section.

C. Application Drivers

A vital goal of MPA is to allow for the easyintegration of new applications. To achieve this goal,
we limit application-speci�c knowledge to small, modular blocks called Application Driv ers. All
other parts of MPA have to know only what types of application-speci�c protocols there are, not
the details of each protocol.

Ideally, a driver should be able to convert any communication to any other format; however, in
practice it is doubtful whether this is practical or desirable. In somesituations the best a driver can
do is to embed one format within another (e.g., embed a voicemail messageas a sound �le within
an email message).Generally we can distinguish four typesof drivers:
� Stream-to-stream drivers transform one live stream into another. This is currently most likely to
be of interest for voice-basedapplications. Since these drivers must perform complex operations
under stringent real-time constraints, they are the most di�cult to design.
� Stream-to-messagedrivers convert a live stream into a message.If a user is contacted with an
interactive streaming format but is only reachable by non-interactive messagetypes, the Personal
Proxy can usethis type of driver. This is similar to the functionalit y of a voicemail system.
� Message-to-messagedrivers convert one messageformat to another, a processwhich neednot be
performed in real time.
� Filter drivers enableone of the key features of MPA: enabling usersto direct incoming commu-
nications basedon application-speci�c properties, such as keywords.

It is important to note that while the Application Driv ers are shown in Figure 4 as being com-
pletely contained within the PersonalProxy, a driver can be built using a client-server model. Most
of the real work could be accomplishedby a server on a di�eren t machine; the local driver would
be a simple stub that communicates with the server. The Berkeley NINJA Project [GWBC99]
demonstratesthe potential of such a system (seeSection VI).

Messagestorage,performed in the �gure by the calendar server and the POP3 server, is outside
the scope of the PersonalProxy. In our design,we leveragethe support for messagestoragealready
provided by applications.

VI. Rela ted Work

Several projects and products are related to our work on MPA. This is a very good indication of
the growing interest in supporting convenient and instant communication with peopleon the move.
While these other e�orts share goals with our project, they do not provide a coherent end-to-end
model that integrates people with the communications hierarchy. In our model, people are the
ultimate endpoints.

The AT&T Easy Reach 500Service[ATT] and the ever-popular instant messagingschemes,such
as ICQ [ICQ] and AOL's Instant Messenger[Ame], clearly re
ect people'sdesireto stay connected.
The 500 Service is somewhat primitiv e. It does not track the owner of the 500 number; instead,
it calls a predetermined list of numbers in turn, until somebody answers. The instant messaging
servicesuseproprietary naming schemes,thus hindering interoperabilit y.



11

The GSM cellular telephony system, and the Personal Mobile Telecommunications option of
the Japanesecellular telephony system (PDC) support personal mobilit y within their respective
networks by separating the subscriber's identit y from the device he uses. However, it is unlikely
that peoplewill useonly onetype of network in the future. Therefore, thesesystemscannot provide
the full personalmobilit y support that MPA aims to provide.

Mobile IP [Per96] enablesa mobile host to be addressedby a well-known, static IP addressand
to receive communication regardlessof its current point of attachment to the Internet. However, it
provides only host mobilit y and only within the Internet.

Iceberg [JBK98] aims at integrating cellular telephony networks with the Internet. It shareswith
MPA the view that peoplewill continueto usemultiple devicesfor communication. However, Iceberg
approaches the problem primarily at the network layer, rather than the people layer. Moreover,
it does not provide location privacy. We believe location privacy is a key goal when supporting
personalmobilit y.

A related project is NINJA [GWBC99], which focuseson providing an infrastructure for the
construction of 
exible and adaptable services in a clustered environment. This infrastructure
could provide a solid foundation for new, pluggable Application Driv ers in our PersonalProxy.

The PresenceInformation Protocol [ADM98] (PIP) and the IDentit y Infrastructure Protocol [FM98]
(IDIP) provide somesupport for personalonline identities and tracking of people. Both allow peo-
ple to advertise dynamic information about their online presenceand to exchangeinstant messages
with each other. IDIP goes a step further, by permitting more speci�c negotiation of multimedia
communication formats. Neither of the two approachesaddresseslocation privacy.

VI I. Conclusions

People-centric communication is the next big step for mobile computing. Whereasexisting mech-
anisms have addressedmobilit y in the network, none has fully addressedthe issue of providing
mobilit y support to people, who are the ultimate and most important endpoints of communication.

We proposean architecture called the Mobile PeopleArchitecture (MPA), which providessupport
for instant and convenient communication between people, as they move from place to place and
make use of multiple heterogeneouscommunication devices, including laptops, PDAs, or cellular
phones. MPA makes it possible for people to protect their location privacy and for application
designersto facilitate the deployment of their applications within this framework. We identify
the key components within this architecture and their corresponding functionalities. Finally, we
illustrate a potential protot ype designof the system.

People cannot be the outsiders in the communication landscape any longer. We �rmly believe
that with the help of the mobile computing research communit y, this challengewill be met.

VI I I. Persistent Mobile Dat a

A. Design Issues

While MPA mainly focuseson delivering messages,it is important to considerwhat happens to
a messageonceit arrivesat the recipient's device. Most peopledo not simply throw messagesaway
after reading or hearing them; some people diligently categorize and archive all their messages,
while others just let them pile up in an \in box." Email and voicemail systemscurrently ful�ll this
need by allowing users to managearchives of their messages.However, they don't allow users to
keeponeconsistent messagearchive that may be distributed amongmultiple devices. Instead, they
force usersto act as the consistencymechanism betweenmultiple messagearchives.
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We propose a personal distributed �le system (DFS) that allows people to locate, accessand
manage their personal data|including messagearchives|regardless of where they are or what
devicesthey use.

Multi-user constraints of earlier DFS systems(seeSection VI) are relaxed in the personal DFS
case. This is becauseone person is unlikely to be modifying two copiesof a �le at the exact same
time, or at least by nature, avoids doing so.

In a personalDFS, userswill have data and �les spreadover several devices,and should be able
to control which subsetsare propagated where. Somedevicesare more resource-poor than others.
For example, a palmtop device is unlikely to have the sameamount of computational power and
storage as a laptop. Therefore, userswill want to store or view only a subset of all their personal
data on each device.

A persistent mobile data mechanism could be usedto synchronize a user'smessagestore, as well
as his or her �les.

While the personal DFS does not have the multi-user constraints of previous systems, it does
present other challenges,because:
� not all hosts are up and running and connected.
� not all devicesrun on the sameplatform or sharethe sameprincipal �le system.
� there may be no generalmechanism to guide the data traversal from deviceto device. Sometimes
we will needapplication-speci�c mechanismsto do this.

A.0.a Rumor. Rumor[GRR+ 98], from UCLA's File Mobilit y Group, is a software package that
allows usersto keepmultiple copiesof their �les synchronized on di�eren t machines automatically.
For example, Rumor would allows a user to keep one copy of her �les on her desktop machine at
work, a secondcopy on a portable machine, and a third copy on a machine at home. Rumor could
also be used at di�eren t sites to share �les, with each site storing its own local copy. It detects
changesmade to any �les under its control and propagatesthe changesmade at any replica to all
other replicas. Rumor permits usersto update any of their replicas freely, while guaranteeing that
the updates will be properly propagated to all replicas.

A.0.b Distributed File Systems. Existing distributed �le systemprotocols (e.g. NFS, AFS, SMB,
Coda) have unnecessarilystrict consistency requirements, and treat disconnectedoperation as a
special case.They also force a distinction betweenclients and servers.

Coda at least allows replication of data among several servers. Coda has the best support for
disconnectedoperation: clients record a log of all �le systemcalls while disconnected,which is then
replayed upon reconnection.

Someof the key di�erences in motivation between traditional distributed �le systemsand our
work can be found in the Coda paper: \Serversare like public utilities...they are carefully monitored
and administeredby professionalsta�." \Disconnected operation...represents a temporary deviation
from normal operation." We expect that neither of theseassertionswill hold true in the future.
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