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Abstract curity solutions yield equipment that collects and analyzes

) _ traffic from one link at a time. Similarly many research ef-
In this work we develop an approach for anomaly detectiop, 1 consider anomaly detection on a per link basis [2, 8, 3].

of a network-wide view of the traffic state, called the traffiCyte filtering out normal looking traffic, anomaly detection

matrix. In the first step a Kalman filter is used to filter oufyeiho s analyze the residual traffic pattern for deviations.
the “normal” traffic. This is done by comparing our fUtureConsidering only one link is limiting. Since any flow will

predictions of the traffic matrix state to an inference of th'?raverse multiple links along its path, it is intuitive that a

actual traffic matrix that is made using more recent megy,,, carrying an anomaly will appear in multiple links, thus
surement data than those used for prediction. In the secopd e aing the evidence to detect it. Instead in this paper,
step the residual filtered process is then examined for anof)s focys on using data from all the links in an enterprise or
alies. We explain here how any anomaly detection methqdp nenyork simultaneously. Since any anomaly has to tra-
can be viewed as a problem in statistical hypothesis testing, .., multiple links on route to its destination, an anomaly
We study and compare four different methods foranalyzingas the potential to be visible in any of the links its tra-

residuals, two of which are new. These methods foCUS QRses. Since we cannot know in advance where anomalies
. . , , hor the path they will take, it is advantageous
on instantaneous behavior, another focuses on changesqi.onsider the behavior of all the links in an enterprise si-

the mean of the residual process, a third on changes in thﬁjltaneously when developing both a model of "normal”
variance behavior, and a fourth examines variance changl?éfﬁc and a method for analyzing the "residuals”

over multiple timescales. We evaluate and compare al A traffic matrix is a representation of the network-wide

of these methods using ROC curves that '”“S”"?“e the f%lllafﬁc demands. Each traffic matrix entry describes the av-
tradeoff between false positives and false negatives for the

complete spectrum of decision thresholds erage volume of traffic, in a given_time interval, that origi- .

' nates at a given source node and is headed towards a partic-
ular destination node. In an enterprise network these nodes
1 Introduction may be computers, whereas in an ISP network the end nodes

can be routers. In this paper we propose to use predictions

Traffic anomalies such as attacks, flash crowds, large fifd traffic matrix behavior for the purposes of anomaly de-
transfers and outages occur fairly frequently in the Internégction.
today. Large enterprise networks often have a security oper-Since a traffic matrix is a representation of traffic volume,
ations center where operators continuously monitor the ndébe types of anomalies we might be able to detect via analy-
work traffic hoping to detect, identify and treat anomaliessis of the traffic matrix are volume anomalies [12]. Exam-
In smaller networks, these tasks are carried out by genegies of events that create volume anomalies are denial-of-
network administrators who are also carry out other day-tservice attacks (DOS), flash crowds and alpha events (e.g.,
day network maintenance and planning activities. Despitgon-malicious large file transfers), as well as outages (e.g.,
the recent growth in monitoring technology and in intrusioreoming from equipment failures).
detection systems, correctly detecting anomalies in a timely Obtaining traffic matrices was originally viewed as a
fashion remains a challenging task. challenging task since it is believed that directly measur-

One of the reasons for this is that many of today’s séng them is extremely costly as it requirements the deploy-



ment of monitoring infrastructure everywhere, the collecmeasurements (link statistics). Our study shows that it is
tion of fine granularity data at the flow level, and then th@ossible to follow such an approach towards a positive out-
processing of large amounts of data. However in the lasbme.
few years many inference based techniques have been defo validate our methods we use both real data from the
veloped (such as [21, 22, 18, 17, 19, 6] and many otherabilene network and a synthetic anomaly generator that
that can estimate traffic matrices reasonably well given onlye developed. These two approaches are complementary
per-link data such as SNMP data (that is widely available}s their advantages and disadvantages are opposite. The
These techniques focus on estimation and not prediction.advantage of evaluating using real world traces is that we
In this paper we build upon one of our previous techtest our methods on actual anomalies that have occurred
nigues [19, 17] for traffic matrix estimation by using it toin the Internet. The disadvantage of using only collected
provide predictions of future values of the traffic matrix. Atraces is that the statistical parameters of the anomaly can-
traffic matrix is a dynamic entity that continually evolvesnot be varied. One cannot therefore identify the limits of a
over time, thus estimates of a traffic matrix are usually pranethod. For example, one cannot ask "would we still detect
vided for each time interval (e.g., most previous techniqueéke anomaly if its volume were lower?”. Using syntheti-
focus on 5 or 10 minute intervals). We predict the traffic maeally generated anomalies in which we carefully control the
trix one step (e.g., 5 minutes) into the future. One of the kegnomaly parameters, we can stress test and identify the lim-
ideas behind our approach lies in the following observatioiits of an algorithm. However the synthetic anomalies are
Five minutes after the prediction is made, we obtain neVimited because we have no evidence of them in the Inter-
link-level SNMP measurements, and then estimate what tinet. Our approach to validation thus employs both of these
actual traffic matrix should be. We then examine the differapproaches in order to extract the benefits of each.
ence between our prediction (made without the most recentwe use ROC (Receiver Operating Characteristic) curves
link-level measurements) and the estimation (made using our key evaluation criteria. ROC curves have received
the most recent measurements). If our estimates and pigide usage in medical diagnosis and signal detection the-
dictor are usually good, then this difference should be closgy, but relatively little in network security. A ROC curve is
to zero. When the difference is sizeable we become suspigraphical representation of the tradeoff between the false
cious and analyze this residual further to determine whethgpsitive and false negative rates for every possible deci-
or not an anomaly alert should be generated. sion threshold. We include a brief description of the mean-
We compare four different methods for signalling alertsng and theory behind ROC curves to illustrate a general
when analyzing residual traffic. The simplest method commethodology for analysing network security solutions. We
pares the instantaneous residual traffic to a threshold. Thee these to compare our four solutions. The advantage of
second method considered is a small variation on the dits approach is that it permits scheme comparison through-
viation score idea presented in [2]. Their key idea is tout the entire range of decision thresholds. This eliminates
compare a local (temporally) variance calculation with ghe difficulty that arises when one tries to compare meth-
global variance assessment. The deviation score used in {#]s each of which uses a particular and seemingly ad hoc
is computed using output signals of a wavelet transform aghreshold choice. In addition, we also present the perfor-
plied to IP flow level data from a single link. We applymance of these methods in terms of their detection time.
this idea of comparing the local to the global variance offhis is important as most anomaly detection methods incur
our filtered residual signal. In our third scheme, we applgome lag time before reaching a decision. Finally we assess
wavelet analysis only on the filtered traffic (in [2] waveletthe false positive and false negative rates our schemes yield
analysis is applied directly on the original signal). We sigas the volume of an anomaly is varied from low-volume
nal an alert when the detail signal (now a type of residuanomalies to high-volume ones.
at each of a few different timescales exceeds a threshold.The most important, and only, work to date that uses
We raise an alarm only if the threshold is exceeded at muk network-wide perspective for volume anomaly detection
tiple timescales. The fourth method uses a generalized lik@ras that of [12]. In this work, the authors used the ensemble
lihood ratio test to identify the moment an anomaly startsf all the links in a network and performed Principle Com-
by identifying a change in mean rate of the residual signabonents Analysis to reduce the dimensionality of the data.
These last two methods, introduced here for the first timghey illustrate that by projecting onto a small number of
are particular applications of known statistical techniques tgrincipal components one could filter out the "normal” traf-
the anomaly detection domain. fic. The traffic projected onto the remaining components is
Our approach is different from other approaches in thanalyzed for anomalies using a G-statistic test on the pre-
usually anomaly detection is performed directly on monidictive error. While our paper essentially tackles the same
tored data that is captured at the target granularity level. Iproblem, our work differs in numerous ways: i) we process
stead we perform anomaly detection on origin-destinatiathe incoming link data using kalman filters rather than PCA
(OD) flows, a granularity of data that we infer from otheranalysis and generate traffic matrix predictions; ii) the gran-



ularity we focus on is that of OD flows whereas they use To capture the dynamic evolution of OD flows we need a
link data when analyzing residuals. (Note, they use the OModel that specifieX;,; as a function ofX;. We seek a
flows as a secondary step, after detecting an anomaly, in onodel that can be used for prediction of the OD flows one
der to identify the source); iii) they consider a single test oatep into the future. Providing an efficient model that cap-
the residual traffic whereas we propose two new ones atutes traffic dynamics is not so simple. It has been observed
conduct a comparative evaluation of four schemes; iv) odhat traffic entering the network is characterized by highly
method for validation differs since we supplement the Abivariable behavior in time [13]. There are many sources of
lene data with synthetic anomaly testing; v) our evaluatiothis variability, including daily periodic behavior, random
is different because we make use of ROC curves for evalfluctuations with relatively small amplitude, and occasional
ation, examine detection lag times as well as sensitivity toursts. Sudden changes in the traffic are not uncommon and
anomaly volume sizes. can be related to different benign causes such as the addi-

Section 2 describes how we model the OD flows and otiion of new customers, network equipment failures, flash
solution for traffic matrix prediction. The methods for an-crowds or to malicious activities such as attacks conducted
alyzing filtered traffic and determining how to detect aragainst the network. Ignoring the attacks for the moment,
anomaly are presented in Section 3. We discuss our apdr model for OD flows must be rich enough to incorpo-
proach to validation and fully describe our synthetic anonrate these sources of variability for normal traffic. It is also
aly generator in Section 4. All of our evaluations and th&nown that both temporal correlations within a single OD
results are shown in Section 5. flow exist, and that spatial correlations across some OD
flows occurs [17].

We adopt a linear state space model to capture the evolu-
tion of OD flows in time. This predictive model relates the

We assume that the monitoring infrastructure in our networRtWOrk stateX; ., to X; as follows: X, = C; X + W,
can easily obtain per-link statistics on byte counts (as ifn€re the state transition matri¥ captures temporal and

SNMP today). From this we want to infer the traffic ma-SPatial correlations in the system, &g is a noise process

trix that includes all pairs of origin-destination (OD) flows.that accounts for both the randomness in the fluctuation of

This is the classic traffic matrix estimation problem. If we? flow, and the imperfection of the prediction model. Lin-
design a realistic model for the evolution of the network'§2" stochastic predictive models, combined with Gaussian
traffic matrix, then we can use this to filter our usual behaR0iS€, have been successfully applied to a large spectrum of

ior. For the sake of completeness we now summarize oljfonitoring problems..
linear dynamic state space model for the OD flows and our The matrixC’ is an important element of the system. A
Kalman filter method for estimating the traffic matrix. Thisdiagonal structure fo€; indicates that only temporal cor-
was originally presented in [17]. We expand on our pre\,i[elatlons are included in the model of an OD flow. When
ous work by illustrating how this can be used to make futurg’ has off-diagonal elements that are non-zero, then spatial
predictions of the traffic matrix and describe the resultingorrelation across OD flows have been incorporated into the
residual processes that can be obtained when filtering Viaodel. For traffic matrix estimation, using a non-diagonal
this approach. matrix for C; is preferable so that one can benefit from in-
Since the OD flows are not directly observable (measufOrporating spatial correlation (as used in [19]). When traf-
able with today’s technology) from the network, we refer tJic matrix estimation is carried out, the main task is that
them ashidden network statesr simply asnetwork states ©f taking a total byte count for each link and partitioning it
The link load levels (e.g., total bytes per unit time) aré@mong the the multiple Opflovys_traverslng that link. When
directly observable in networks, and are captured via trd" anomaly occurs on a link, it is possible for an anomaly
SNMP protocol that is widely deployed in most commer{originating within one O[_) flow) to ggt spread across all the
cial networks today. Because the total traffic on a link is th€D flows on that link during the estimation procedure. To
sum of all the OD flows traversing that link, the relation-2void this phenomenon, that would make it more difficult to
ship between SNMP data and OD flows can be expressgateCt anomalies in OD flows, we use a diagonal structure

by the linear equatiol; = A, X; + V;, whereY; repre- for Ci (unlike the model used in [17]).
sents the vector of link counts vector at titheand X, is Putting the above elements together, our complete model

the OD flows organized as a vector (hidden network stateéz.that of a linear state space dynamical system, that relates
A, denotes the routing matrix whose elements, j) are 1  the observables{) to the unobservablesk(), and is given
if OD flow j traverses link, and zero otherwise. (In some by,

2 Modeling Normal Traffic

networks fractional routing is supported.) The téffrcap- X1 =Ce X+ Wy

tures the stochastic measurement errors associated with the Y; — A X, +V, @
data collection step. All these parameters are defined for a

general discrete time We assume both the state-noiggand the measurement-



noise V; to be uncorrelated, zero-mean Gaussian white- e Estimation Step: In this step, the kalman filter updates

noise processes and with covariance matrigeand R;: the state estimat&, ;,, and its variancek, ;1) by
_ using a combination of their predicted values and the new
EW,WT] = Qr, It k =1 observationY; ;. The new estimate at time+ 1 is given
0, otherwise by,
Ry, if k=1 A . .
EWV, VT = { O,kotherwise Xip1jrr = Xegpe + Ko [Yerr — Aep1 X)) .
Pt+1\t+1 = ([ - Kt+1At+1)Pt+1\t(I - Kt+1At+1)
EWy V'] =0 VEk,I ) + K1 R K

(®)

These assumptions might appear restrictive however athe new estimate at time+ 1 for Xt+1|t+1 is com-
large body of research in the control theory literature hasieq using the prediction from the previous time instant
been devoted to Kalman filtering robustness. The Iessog@tHlt that is adjusted by a correction factor. Consider

learned from this literature are that because of the feedbagls |atter part of this equation. By multiplying our pre-
mechanism, and ongoing readjustment of estimated valuggstion Xt+1|t by A, we generate a prediction for the
Kalman Filters are robust to model imprecision as well as

to some deviation from gaussianity in the noise. The rul Ink (;?unts]ytjl'}, Hei‘c; theist?rr]r: é?rczr?gkggéftﬁle&c_
of thumb for reaching a certain level of robustness is to ustet+1 thijel = tttl 41 . L P
. ) . : X 1on of the link counts. This term is multiplied by the ma-
noise with slightly larger variance fd#; than obtained by . . ) . . , .
direct evaluation of noise trix K;4; that is called Kalman gain matrix. It is obtained
Given the above assuhptions and a set of observatiob minimizing the conditional mean-squared estimation er-
: ) R EXT . X Y'*] where the estimation error is
{Y1,...,Yiy1}, the task is to determine the estimation filter [ 1+ tfl'“’l' ] _ o
that at the(t + 1)-stinstance in time generates an optimaf!Ven by Xy, = Xy, — X;. By applying some basic linear
estimate of the stat&, ;, which we denote by{,. ;. Op- 2&lgebra, we can write it as:
timality is defined in the sense of Minimum Variance Error

Estimator that is defined as follows: Kypr = Pt+1\tAtT+1[AtPt+1|tAtT+1 YRt (8)

Hence this second step takes the new observatidn of
E[||Xip1—Xe1|]?] = E[(Xep1 — Xi41)T(Xy1—Xi1)]  When it becomes available, and corrects its previous pre-
(3) diction. The above equations together with the initial con-

The classical tool for dealing with this type of problem isditions of the state of the systed,, = E[Xo| and
the well known Kalman Filter [10]. It addresses the generahe associated error covariance matfly, = E[(Xow —
problem of trying to estimate a discrete state vector WheXo)(Xom — Xo)7] define the discrete-time sequential re-
the observations are only a linear combination of this undegursive algorithm, for determining the linear minimum vari-
lying state vector. The Kalman filter estimates the systegnce estimate, known as Kalman Filter.
state process by using a two step approach, that iterates foln our previous paper [17], the traffic matrix is populated
each timef. We useX,; we refer to the estimation of;  (j.e. estimated) usings41. Nevertheless, it is clear
based on time, ¢ > i. (We introduce here the more generathat the Kalman filter gives more information than only esti-
case of time-varying systems, where all the parameters affates. Using the predictive ability of the filter it is possible
indexed by time.) X to estimate the future evolution of the traffic matrix. The

e Prediction Step Let X,, denote the estimate of the correction step in Equation (5) essentially captures the part
state at timet given all the observations up to tinie(i.e.  of the process that our model could not predict. It is this un-
Y'*). This term has a variance that is denotediby. Let predictable part that we want to track for anomaly detection.
)A(Hut denote the one step predictor. This prediction iBased on the study in [17], we know that the Kalman filter
made using all the observed data up to titmeSince the method for estimating the traffic matrix works well. Hence
model X; 1 = C;X; + W, includes the noise terfl’, most of the time, the correction factors are negligible. Now
(with covarianceR;), this prediction will have some asso-if at some time instant we see a large correction of our pre-
ciated variability, that is denote @ ;. In the prediction diction , we could flag this as anomalous and generate an

step, we are giveEZt|t andP,;, and compute both our pre- alert.

diction, and the variance of this prediction, as follows. We are thus motivated to examine the errors that our one-
step predictor generates. The errors in our prediction of the
Xt+1\t = O\ Xy, @ link values are denoted by,
Py =CiPyCF 4+ Qy €41 = Yir1 — A1 Xogape,



In Kalman filtering terminology this error is typically the in- for 7 days (covering 74 anomalies). Hence the requirements
novation process. It is the difference between the observéat recalibration appear to be stronger for traffic matrix es-
(measured) valu&; ., and its prediction4t+1f(t+1‘t. The timation than for anomaly detection.

innovation process, is considered to be white gaussian

noise with a covariance matrix given by : 3 Analyzing Residuals

E €t 1€T :At 1P AT +Rt 1- 7 .. .. .
[ees1cis] IR * D Before explaining our four methods for examining residu-
Since in our case, we are interested in anomalies in t§s to 0ok for anomalies, we discuss some important issues

OD flows, we can define, by extension, tiesidual ,.;,  'egarding sources of errors, understanding the meaning of
decision thresholds, and how they are selected. In doing so,
M1 = Xevajer — Xepa)e = Kirreer, we explain our methodology for comparing different anom-

aly detection schemes.
that is the difference between the new estimate of the stateThere are two sources of errors that can appear in the
(Xi11p141), corrected using the most recent measurement@isidual process. One is from errors in the underlying traffic
time (¢ + 1), and its predictionX, , ,, made based only on model, while the second will come from anomalies in the
information available up to time It is also a measure of the traffic. Suppose, for a moment, that we consider any general
new information provided by adding another measuremerandom procesg/; that we want to check for anomalies.
in the estimation process. Using Equation (5), we can séet Z; denote our prediction for this process based upon a
that the error in the OD flow estimate is related to the erranodel. Since our model may not be exact, welledenote
in the link estimate viay; 1 = Kiy1€41- the expected prediction error, a zero-mean random variable

This is also a zero-mean gaussian process, whose vawith known covariance. If we defing as the anomaly term

anceS;; can be easily derived as at timet, we can write :

Siv1 = Elmanfi] = Kt (A P Al + Ry Ky Zy = Zp + Gt + &-
(8)

The residual process can be shown to be asymptoticalfy this equatiort; is a random variable accounting for the
uncorrelatedie. E [, n]] = 0, t # I. This can be under- unexpected change caused by the anomales;; = 0 if
stood by observing that asymptotically the gain matrix othere are no anomalies agd# 0 when there is an anomaly.
Kalman filter K;; converge to a fixed poirfk. The resid- There is an important decision to be made as to which
ual is an important measure of how well an estimator is peflata granularity to examine in order to try to observe anom-
forming_ A non-zero residual could mean that an anoma@lies. We can consider either IOOking at the prediCtion er-
has occurred, and in the next section 3, we present a fé@rs observed on the link dai& or the estimation errors on
schemes for further examining this residual time series #€ OD flows.X;. Our experience showed us that detection
detect anomalies. schemes work better when operating at the granularity level

In this section, we presented the Kalman filtering metho@f the OD flow rather than at that of the link. Although we
in its general settings under non-stationary assumptions. ¢annot observe the OD flow directly, we can observe the er-
the following sections, we will assume a stationary situgr in our prediction of the OD flow and that turns out to be
tion where the matriced, C, Q andR are constant in time, Plenty sufficient for our purposes. We point out that the four
making it possible to drop their subscripts. However, thchemes we discuss for examining errors can be applied to
rest of the methodology presented in this paper can easfjther type of error. These methodologies require only that
be generalized to incorporate time dependency. we understand the covariance process of the assodjated

There is an issue of calibration for using such a KalmaRrocess.
filter model because the matricés Q and R need to be To detect anomalies on the SNMP link counts, one should
calibrated. We developed and presented in [19] an Expedése the statistics of the innovation process in place of the
tation Maximization based approach for calibrating thesgtatistics of¢. This is readily available in our model since
matrices. In [19] we showed that for reliable OD flow esit is equivalent to the statistics of the innovation process in
timation we need to recalibrate the Kalman filter every fe\the Kalman Filter. The innovation obtained as the output of
days when the underlying model changes. When there dhe Kalman filter is exactly the prediction errQr+ &.
anomalies, this might suggest that the model should be re-Anomaly detection on OD flows is more tricky as the
calibrated every time an anomaly occurs. However, one ifirediction error is not directly observable (as OD flows are
teresting result of this current paper is that this recalibratididden). However, the good news is that the covariance of
step is often not needed if the goal is just anomaly detectiof.is known and equal t@ ;,. Moreover, the residual
For example, in applying our anomaly detection schemes op; = Xt+1|t+1 — )A(Hw = Kii1€:41 Can be observed
the Abilene data, we found that no recalibration was needechd its covariance can be derived%s;. And last but not



least the estimation errgrand the residuaj are correlated will at some point use a statistical test to verify whether or
gaussian processes one might use one for estimating thenot a hypothesis (e.g., there was an anomaly) is true or false.

other and the least squared error estimator is : Recall thatt; is our residual process and should be zero (or
. roughly zero) when there is no anomaly. We can form the
G+ &~ =K APy 1S, e ) hypothesigH, : & = 0 for the case when there is no anom-

. | —
The approximation comes from the fact that this is just a ly. We can form an alternate hypothesis : g.t' = 0 for
e case when there an anomaly occurs. This last hypothe-

estimation of an unobserved value (theODrowsestimatioI is difficult to handle mathematicall for th ke of
error) based on an observed value (residual). SIS 1S dithicult to handie mathematically, S for the Sake o

simplicity of exposition, we rewrite the alternate hypothesis
. o asH; : & = p. (Conceptually we can continue to think of
3.1 Anomaly detection as a statistical test this as the case when an anomaly occurs). The random vari-

We now wish to illustrate how any anomaly detectiorf"t,’legt in each hypothesis is assumed to have some distrib-

scheme can be viewed as a statistical hypothesis test. $$°n- Upon observing a sample of this random variable we
do this, we first explain how such tests are evaluated. TI@MPare it to a threshold to decide if we rejéd (thereby
tested are evaluated by exploring the fundamental tradeGfCePUNGH1) or vice versa.
between the false positive and false negative rates. Hypoth-L€t FPR denote the false positive rate, the probability that
esis testing explains how to pick decision thresholds whete detect an anomaly given there was no anomaly. Put oth-
faced with balancing this particular tradeoff. erwise, this is the likelihood that we rejefy when it was
Al four of the schemes we use to evaluate the residualg!€. The false negative rate, FNR, is the probability that
rely on the selection of a threshold that is used to decidée detect nothing when an anomaly occurs (or the likeli-
whether or not an alarm is raised. In fact, any anomaly dtood that we acceptl, when we should have rejected it).
change detection method will require that a threshold be si order to decide whether or not to accefy, we compare
lected. In our evaluation of these methods we consider &Hr observation of; to a threshold. The Neyman-Pearson
possible thresholds for each method. We do this by asses&égteria says that we should construct this decision thresh-
ing the performance of our method using Receiver opergld to maximize the probability of detection (true positives)
tion Characteristic (ROC) curves. while not allowing the probability of false alarm to exceed
ROC curves have been developed in the context of si§ome valuer.
nal detection [5], and have been widely used for medical The optimization problem to solve is to find the maxi-
analysis purposes [23]. ROC curves are useful because them probability of detection (1-FNR) such thaPR < a.
describe the full tradeoff between false positives and falsghe likelihood ratio is defined as the ratio of FPR/FNR.
negatives over the complete spectrum of operating condihe Neyman-Pearson lemma says that the optimal decision
tions (i.e., decision threshold settings). In an ROC curvéhreshold is one that satisfies the likelihood ratio test.
we plot the false positive rate on the x-axis and one minus
the false negative rate on the y-axis. The y-axis thus repre- FPR < T(a)
sents the true positives (the anomalies we want to catch). An FNR —
algorithm is considered very good if its ROC curve climbs _ ) o )
rapidly towards the upper left corner of the graph. This !N solving forT'(a) (i.e., deriving the curve), each point
means that we detect a very high fraction of the true anorfif this curve corresponds to one value of the decision
alies with only a few false positives. Sample ROC curvefreshold. In practice, this curve is plotted as the correct
can be seen in Figure 1 (to be fully explained later). detection rate.;e.' 1 - FNR as a function of false positive
To quantify how quickly the ROC curve rises to the upfateF"PR thus yielding the ROC curve.
per left hand corner, one simply measures the area under théor a fixedFFPR = «, all valuesl — FNR < 3* are
curve. The larger the area, the better the algorithm. RO&hievable by a non-optimal anomaly detector, or equiv-
curves are essentially parametric plots as each point on takgntly all points below the optimal ROC curve can be
curve corresponds to a different threshold. Each pointillu@chieved. The ROC curve can be derived analytically
trates a particular tradeoff between false positives and falg¢ically only under simple assumptions (such &sis
negatives. Each algorithm results in one curve, and by coreaussian). In this case the derived curve is an optimal
paring these curves we can compare algorithms. The cur¢érve. The optimal curve is not a perfect solution (i.e.,
with the largest area underneath it corresponds to the bd00% true positive detection and 0% false positives) be-
ter algorithm. Since each curve represents the entire rangguse usually there is some inherent noise in the process
of thresholds, we can compare algorithms throughout thdfis limits the best decision one can make.
entire region. As a simple example, consider the case wlgerns a
ROC curves are grounded in statistical hypothesis tegjaussian random variable with a cumulative distribution
ing. As mentioned earlier, any anomaly detection methogiven by®. The ROC curve for the hypothestt, : & = 0



vs.H; : & = pis given by : 3.3 CUSUM and Generalized Likelihood Ra-

tio test
1-FNR=1-®® (FPR) — i)

i~

The previous method missed an essential fact, since we
are in the context of random processes, tests executed at
each timet are not independent. The classical approach
for detecting a change in a random process is the CUSUM
(Cumulative Summation) method and its variants [4]. The
main intuition behind the CUSUM method is that when a
change occurs the log-likelihood ratio of an observatign
defined as; = log Lilv) *shifts from a negative value to a

Lo(y)
positive one (as after the change hypothésisbecomes

Figure 1: Optimal ROC curve for a gaussian hypoth- more likely). This means that .the Io]%][—likelihoqd of ob-
esis testing betweeH, : ¢ = 0vs. H; : = 4. serving a sequence & observationgy '}, defined as
Sn_1 = YN s, that was decreasing wit, begins to

Fig. 1 shows the ROC curve for this case for three diffeincrease after the change. The minimum valu&pjives

ent alternate hypothes@s;. In practice, the optimal ROC an estimate of the change point. Therefore a simple statisti-

curves cannot be derived, which limits our ability to see howal test for change detection consists of testing whether :

far a particular detection scheme is from optimal, where op- )

timal is determined based on the underlying noise of the Sk — Ofgljlgk S;>T,

system. However since each scheme yields a different ROC

curve, these remain a powerful means of comparison acrosberes is the log-likelihood ratio defined previously and

schemes. If one curve has less area beneath it, then itfids a threshold. After a change has been detected, the time

clearly inferior, regardless of the threshold level selected. of change can be estimated as :

. . . . t. = arg min {5}

3.2 Basic analysis using Variance 0<j<k

The first anomaly detector that will be described is also thEhe previously described CUSUM algorithm has been
simplest one. As seen previously in normal operational cotidely used for anomaly detection. However it suffers from
dition one might assume thgt = 0 and that the prediction a key drawback. It is stated in the context of a simple
error¢; follows a process with mean 0 and known variancdiypothesis, where the alternative hypothégisshould be
Under the situation that the statistics @f the prediction completely definedie. the level of the change or in other
error are fully known, it is easy to construct a statistical tegerms the intensity of the anomaly should be knaavpri-
following the Neyman-Pearson theorem. For this purpos#i. However in practical settings, this is exactly unknown
we might use the construction given in Eg. 9. as by definition anomalies are not predictable.

The approach consists of constructing the proegss A solution for this issue is provided by tli&eneral Like-
_KtAtPtH—lS;lT]t and rising an alarm for an OD pair lihood Ratio Test In this approach the level of change in
wheneverry; > T x \/(P1j:+1): WhereT is the thresh- the CUS_UM algorithm i§ replaced by its maximum Iikeli—_
old. Actually, this approach verifies if the prediction erroft00d estimate. To describe the approach let's fix a scenario.
is inside a confidence interval. This anomaly detector is theUPPOse an anomaly occurs and this results in a shift in the
optimal one for the case whete+ 7, follow a gaussian dis- mean of the residual process. After the shift, the estima-
tribution. However, if this hypothesis in not precisely trudion error will no longer be a zero mean random variable
(as frequently in practice), application of this anomaly de@f variances (o is assumed to be known), but instead is
tector will lead to a ROC curve that is lower than the optimairanslated to a mean, that is unknown, and the same vari-
one. ance. The GLR algorithm uses a window of estimation error

An interesting property of this method is that the test i¢7/ """} and applies for eachj < i < j + N — 1 the
verified as soon as a new observation has been proces@.@wmg test. It first estimates the mean of the estimation
by the Kalman filter and it can therefore trigger an anomal§fror over the windowi, ... j + N — 1} as
very fast. However the drawback of the approach is that
each test is being done independently of past observations. . 1 Z .
This might lead to high false positive rate when the process h= J+EN-—-1—1 P !

(; has a heavier tail than the gaussian. One might want to -
have a less sensitive approach that will not raise an alaftnthen performs a simple CUSUM test withas the level
based on only one observation diverging from the bound. change value and we raise an alarm if a change is detected.

J+N—1



We implemented here a variant of the classical GLR methdd.5 Multi scale variance shift

described in [7]. This method is very powerful since there . ) ) )
exists a proof that this is the best estimator when Ievél—lhIS method is derived from [2]. In this paper the authors

changey and variancer are unknown. However its main detect the difference betwe_en the local and the global yari-
drawback is that it adds some delay for the detection of tfCe Of the process. They firstremove the trend of the signal
anomaly since it needs some observations after the anofffiNd @ wavelet transforme. the remove the approxima-

aly to estimate the deviation level. The detection delay wil{o" Part of a wavelet transform. Thereafter they use a small
not be constant and will depend on the anomaly. For exarindow to compute a local variance. Whenever the ratio
ple, the effect of small volume anomalies on the mean Wiﬁetween this local variance and the global variance (com-

propagate slowly and thus may not be detected as quithed on all the data) exceeds a threshblthen an alarm

as large volume anomalies. istriggered. _ _
This method is in fact a special case of the multiscale

i | Vsi . . analysis previously described, where only two scales are an-
3.4 Multiscale analysis using variance alyzed, the scale at which the global variance is calculated

Multi scale analysis has been proposed as a promising @did the local scale where the local variance is calculated.
proach to make robust anomaly detectors and is now corht'® approach can be assimilated to wavelet transform with
monly accepted as a powerful tool. The rational behing Haar wavelet. The other interesting point of the approach
using multiscale analysis is that anomalies should appégrthat it detects a variation in the variance of the process in
at different time scales and by monitoring these multipllace of detecting a variation in the mean as previously de-
scales one should be able to reduce the False Positive R&@iPed approaches. Itis noteworthy that other approaches
because a change appearing on only one time scale will ffi&uld also be adapted to detecting changes in variance in
trigger an alarm. place of the mean.

We implemented a multi-scale analysis based on a cas-This method will also experience a detection lag time,
cade decomposition of the original signalinto a low fre-  Since the wavelet approach introduces a lag due to the time
quency approximation~ and a cascade of detaif$. The needed to compute the wavelet transform in the two scales.
multi-scale decomposition lead to the following relation : The width of the window of time over which to computes

the local variance is very important and will depend on the
L .
=ab 1t Z g duration of the anomaly to detect.
i=1

4 Validation Methodology

where :
d = Z 2 (27 s — 1), i=1,...,L, The validation of any anomaly detection method is always
. fraught with difficulty. The challenge comes from our in-
oL = ability to establish the "ground truth”. Among the most in-
L=

—L -L
Z Ta2779(27"s 1), teresting performance metrics for such methods are the false
° positive and false negative rates. However computing these
and(.) is a mother wavelet function ang(.) its corre- rates requires us to know exactly which events (and corre-
sponding scaling functions [14]. sponding pointin time) were anomalies and which were not.
Now, an anomaly detection mechanism, similar to thadbne common approach to evaluating anomaly detection al-
described in the basic analysis using variance subsecti@arithms is to collect live data in the form of a packet or
is applied to each details time series. For each lével flow level trace, and then to have this trace "labeled”. La-
[1, L)we create a 0-1 sequence: each time instaatas- beling or marking a trace is the procedure by which each
signed either a 0 or 1 where O indicates that no anomagnomalous event is identified along with its start and finish
was detected and 1 means an anomaly was flagged. &ye. Perhaps the best way to do this in today’s world is for
summing across these 0-1 time series, for a given time ia-security operations expert to do the labeling either via vi-
stant, we have the number of times that an anomaly was da+al inspection or with the help of tools. They have a wealth
tected across all the details signals. The larger this numef,real world experience that is hard to automate. Although
the more time scales at which the anomaly was detectdtiis is currently our best option, the labeling method is not
(In practice, we sum not over a single time instant, but overerfect as operators can make mistakes, either missing an
a small window in each signal). An anomaly flag is raisednomaly or generating a false positive. The advantage of
if the anomaly is detected at a sufficient number of scalessing labeled traces is that they capture real world events.
The computation of the wavelet introduces a lag in the dd-he disadvantage is that such traces contain a fixed number
tection; this lag will be a function of of the largest scaleof events whose parameters cannot be varied. For example,
used. one cannot ask "suppose the volume of the attack had been



a little lower, would our algorithm have caught it?” loads network-wide. This includes all the many sources of
A second approach to validation is to synthetically gernvariability exhibited on the set of network links.
erate attacks. The advantage of this approach is that the paTo inject an anomaly into this network, we use a three
rameters of an attack (attack rate, duration, number of flovetep procedure. These procedure is carried out for each OD
involved, etc.) can be carefully control. One can then aflow involved in the anomaly.
tempt to answer the above question. This enables sensitivity
testing of any detection algorithm. Clearly the disadvantagel. Extract the long-term statistical trend from the selected
is that these attacks have not happened anywhere and thus OD flow. The goal is to capture the diurnal pattern by
may be of less interest. smoothing the original signal.
We believe that a good approach to validation of an
anomaly detection algorithm should contain both of the 2. Add Gaussian noise onto the smoothed signal.
above approaches, so as to obtain the benefits of eac . : .
method. pror our set of real world data with anomalies, Weg' Add one of the _""”O’T‘a"es as described in Table 1 on
obtained four weeks of traffic matrix data from the Abilene top of this resulting signal.
Internet2 backbone network. Abilene is a major academic These three steps are depicted pictorially in Figure 2. It

network, connecting over 200 US universities and peerin . S - .
with research networks in Europe and Asia. This data wa\%aS shown in [18] that OD pairs in an ISP exhibit strong di-

labeled using the method in [12]. We developed our omeaI patterns. These 24-hour cycles represent normal types

. R o of variability in aggregated traffic. Another normal source
synthetic anomaly generator and implemented it in Matlab. T . .
This is described in detail further below. of variability in OD flows simply comes from noise [13],

and thus the first two steps are intended to represent the level
of traffic in an OD flow right before the anomaly starts; this

4.1 Abilene Data should look like regular non-anomalous traffic.
The Abilene backbone has 11 Points of Presence (PoRy® — 10220 —

: - — De noised OD paif
and spans the continental US. The data from this net- YIEeOR e

work was collected from every PoP at the granularity of IP ?
level flows. The Abilene backbone is composed of Junipers

routers whose traffic sampling feature was enabled. Of all }//\‘ ‘,/ \

the packets entering a router, 1% are sampled at randorri“ \ /"' ‘\ ,.r"J

Sampled packets are aggregated at the 5-tuple IP-flow level : ri

and aggregated into 5 minute bins. This thus dictates theun- " ** e “* *® 0 100 200 S 40 S0

derlying time unit of all of our estimations and detections.
The raw IP flow level data is converted into a PoP-to-PoPo
level matrix using the procedure described in [11]. Since,
the Abilene backbone has 11 PoPs, this yields a traffic ma-
trix with 121 OD flows. Note that each traffic matrix ele- °f
ment corresponds to a single OD flow, however, for each.
OD flow we have a four week long time series depicting , ‘
the evolution (in 5 minute increments) of that flow over the ° 100
measurement period.

x 10

— synthetic + anomaly|

2(‘)0 timae(‘)o 4(‘)0 5(‘)0
Figure 2: Three steps for synthetic generation of an anom-
aly.

We extract the diurnal trend using a discrete wavelet
Our approach to synthetically generation anomalies mak&sansform; wavelet methods here useful since these trends
use of the Abilene traffic matrix. The idea is to select eitheare typically non-stationary. Evidence of the ability of spec-
one, or a set of, OD flows to be involved in the anomaly, antgtal methods to capture the underlying trends in highly ag-
then to add anomalies on top of the baseline traffic level fagregated traffic has been observed in [18, 8, 2]. We compute
those OD flows. Our reasons for adding anomalies on tdpe first five approximation signals using a Daubechies-5
of the existing traffic matrix are as follows. We want to demother wavelet with 5 levels. We keep the approximation
tect anomalies using the ensemble of all network links, waignal at the 5th level, thus filtering out everything except
need to populate the load of the entire network. Since metthis smoothed signal. This smoothed, or de-noised, signal
ods for synthetically generating traffic matrices do not exiss shown in the top left plot of Figure 2 as the solid line. We
yet, we rely on our measured dataset for this purpose. Uadd to this baseline signal a zero mean Gaussian noise who
ing the abilene traffic matrix allows us to recreate realistigariance is computed as follows. We take the first 5 detailed

4.2 Synthetic Anomaly Generation



signals from our wavelet transform, and compute the varware release) or unpredictable (e.g., news breaking event)
ance of the sum of the 5 detailed signals. A sample signg].
produced after step 2 is depicted in the upper right plot of An alphaanomaly refers to the transfer of a file(s) with
Figure 2. Animportant reason to use a signal that has begn unusually large number of bytes. This typically involves
smoothed and only supplemented with Gaussian noise isgfie OD flow as there is a single source and a single desti-
ensure that there is no anomaly in this OD flow other thapation. Anoutagerefers to scenarios such as failures which
the one we are about to add. can cause the load on a link to drop to zero. Such drops can
The last step is to add an anomaly onto this baseline tradither be short-lived or long-lived, and the short-lived out-
fic. Thisis depicted in the bottom plot of Figure 2 where weges are not infrequent since failures of one sort or another
see the anomaly added on top of the filtered OD flow. In oware fairly commonplace in the Internet today [1]. Agress
synthetic anomaly generator we characterize each anomaliftoccurs when the destination of an OD flow moves from
by four parameters, namelyplume duration, number of one node to another. This can happen in a traffic matrix if
OD flows involvedand ashapefunction. Theshapefunc- there is a change in a BGP peering policy, or even a failure,
tion refers to the rate of increase when the anomaly begias many OD flows can have multiple possible exit points
(also calledamp up, as well as the rate of decrease as thtom an ISP. Policy changes could also cause a shift of
anomaly tapers off. We include four different shape fundngress point for a particular destination. In [20] the au-
tions: ramp, exponential, square and step. The ramp funittors showed that traffic movement due to ingress or egress
tion is further characterized by a slope parameter, and tlaifts, although not frequent, does indeed happen. None of
exponential shape by its rate parameter. Our intent is tbese anomalies, other than DDOS attacks, are malicious.
define a feasible range for each of these parameters st all of them will generate potentially sudden and large
that we are able to capture the general behavior of knovahifts in traffic patterns, thus appearing anomalous.
anomaly types as well as to encompass a broader range ofn Table 1 we list our five parameters characterizing an
behaviors. anomaly. For each parameter we list the options for val-
As pointed out in [15], there are unfortunately no comues, or value ranges, that the parameter can take on. We
prehensive studies yet that provide detailed statistical daHow the duration to be anything from minutes, to hours,
scriptions of a broad set of volume anomalies. There areta days and for forever. We include the forever case as this
handful of studies [2, 11, 16, 9, 3] that provide useful piecescludes the ingress and egress shift anomalies that will last
of information towards this end. The characterization parntil there is another policy change. Since [20] indicates
of these studies often touch briefly on a wide variety of methese events are not that frequent, we can view the shift in
rics, from attack rate and duration to others such as the disaffic pattern as "permanent”. The duration of an anomaly
tribution of source or victim IP addresses, type of protocatan vary throughout a large range, and it is unclear what the
involved in the attack, and the effect on the end system (e.duture will bring. Although most DDOS attacks observed,
number of sessions open), etc. Some of these studiesidothe backscatter data of [16], lasted between 5 and 30
provide a few statistics on the parameters we wish to calininutes, there were some outliers lasting less than 1 minute
brate. Whenever possible, we draw upon these works aadd others that lasted several days. Similarly, the majority
include their findings as particular examples. As it is hardf the DDOS events in the Abilene data of [11], lasted less
to generalize from these specific cases, we allow our pardran 20 minutes; a few outliers exceeds 2 hours. Alpha and
meters to vary through a broader range than those foundflash crowd events could be of any length, although typi-
these studies. cally alpha events would be shorter than flash crowd events.
The types of anomalies we would like to be able tdn general, we do not include events whose order or magni-
mimic include: DDOS, flash crowd, alpha, outages antide of duration are less than minutes because we are adding
ingress/egress shift. Since we focus on detecting changBgse events on top of the Abilene data that is available to
in traffic volume patterns, we do not include other anomds with a minimum time interval of 5 minutes.
alies such as worms and scansDPOSattack represents  We change the traffic volume in two ways when anom-
a flooding attack against a single destination. These attackées occur. Sometimes we use a multiplicative faéttirat
can have either a single source (DOS) or many distributéslmultiplied by the baseline traffic to generate the new traf-
sources (DDOS). The latter occurs when many machinés load. Usingd ~ 0, we can easily capture outage scenar-
(called 'zombies’) are compromised and a single attackérs. When an egress shift occurs, we assume that a subset
sends commands to all of the zombies enabling them &d the prefixes travelling between the source and destination
jointly flood a victim. A flash crowdoccurs when there router are being shifted to a new exit point. This will shift
is a surge in demand for a service and is typically mana portion of the router-to-router traffic (as these policies are
fested by a large number of clients trying to access, amdore likely to affect only a subset of the IP level prefixes)
thus overwhelming, a popular Web site. Flash crowds cdrom the old OD pair to the new one. Removing 10%, for
be predictable (e.g. a scheduled baseball game, or a sa&kample, of the original OD flow's data is simply captured
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by usingd = 0.9. This amount of traffic is added into the varying each of the four characteristics in our generator, we
new OD flow using the constant additive tedm Allowing  can create a wide variety of anomalies.

1 < 6 < 2, we can capture a variety of either alpha, flash

crowd or DOS events. Note that because we are consider-

ing aggregate flows at the router to router level, doubling Results

the traffic from an ingress router is already an enormous in-

crease in traffic load. Large increases can occur when théiée now illustrate the performance of these four methods on
are many end hosts behind the router that are involved the residual signals generated by the kalman filter.

the anomaly (e.g., zombies, flash crowd). We don’t con-

siderd > 2 because such attacks are so obviously irregular . .

that they are trivial to detect. We also allow a change iR-1 False Positive and False Negative Perfor-
volume to be indicated by simply adding a constant factor, mance

A, into the existing volume. This can capture the effect of

DDOS attack in which many zombies flood a victim at thei?ve start by looking at the performance of our methods in

maximum rate. th_e Ab|Ie_ne_ network. The abilene data contains 27 anom-
The number of sources and destinationglicates the alies. Within each method, for each value of the thresh-
old, we examine the entire traffic matrix (thus traversing all

number of OD flows involved in an anomaly. The nOtatiorbnomaIies and non-anomalies). We can thus compute one

(1,1) refers to a single source and a single destination. Thf§| o :
. se positive percentage and one false negative percentage
could happen either for a DOS attack or an alpha event. T? P b g 9 P 9

. 6t each threshold configuration of a scheme. The perfor-
case Of(N’.l) arises for DDOS and flash crovyds. In Fhemance of our 4 methods on the Abilene data is depicted in
case of a link failure, all the OD flows traversing the link

are affected. The case &F. 21 can occur for an inaress or the ROC curve of Figure 3. We see clearly that the basic
: @.2) u ng method performs best. For a false positive rate of 7%, it

ﬁ]%fl\s;z dszlrf]tétz%;?ése\;gﬁeflaeigr;hrzgahséirireec;:\:joesota ;lt?c\)’::slisses no anomalies (100% true positives), while the next
ést method catches about 85% of the true anomalies for the

ne of th flows will experien n incr in volum "
One of these flows e€xperience an increase OUM& me false positive rate. The wavelet method was unable to

w:alI?i;hr?o?tizilrutej);pter:;egzse ‘%2 i‘;uliczrﬂgg%gfaizﬁﬁza%hieve 0% false negatives. Thus we observe an incomplete
that one BGP policy will change,at atime curve that does not reach the FNR 0 limit, even with a
) : o huge threshold.

As mentioned earlier, our shape function can take on one
of four possible forms: a ramp, exponential, square or stepWe now examine the performance of our algorithms us-
function. The shape function is multiplied by the extra voling our synthetic anomaly generator. We generated about
ume amount before it is added onto the baseline traffic. Th§p0 different anomalies by varying the parameters of our
thus determines the ramp up and drop-off behavior of mogknerator. For these attacks, the duration was varied ran-
anomalies. Not only are these shapes intuitively useful, bdbmly between 5 min and 2 hours. The volume of the origi-
there is also some evidence for them in existing datasetsal OD flow added on top of the anomalous OD pair ranged
In [3] the authors found that a flash crowd can be charagetween 40% and 140%. The number of OD pairs involved
terized by a rapid rise in traffic that is then followed bywas between 1 and 7 OD pairs per anomaly, and those se-
a gradual drop-off over time. It also has been shown fgected were randomly chosen. The performance of our four
flash crowd events that although their ramp up can be veg¢hemes for these 500 scenarios is presented in Figure 4.
quick, it is typically not instantaneous [9]. The initial in- For this data, the basic and GLR performed best and equiv-
crease of a DDOS attack could be captured by a ramp; thiently. It is interesting to note that the ranking of the four
allows us the flexibility of representing scenarios in whiclschemes, in terms of the ROC curve areas is not entirely
the zombies reach their maximum flood rates in successieBnsistent between the Abilene data and the synthetic ones.
(medium slope) or via a very sharp rise [3] (steep slopeThe main difference occurs with the GLR method that does
Outage anomalies could exhibit a near instantaneous drapt perform very well for the Abilene data but does for the
in volume and thus we include the 'square’ function. Alph&ynthetic data. The reason may lie in the statistical proper-
events could exhibit either a near instantaneous increasetis of the anomalies themselves. In our synthetic genera-
volume or a ramp up. The step function is included to reor the way we add extra volume is equivalent to changing
resent the ingress or egress shift anomalies because in thegemean of the OD flow for the duration of the anomaly.
cases the change in traffic pattern is permanent (at least ugihce the GLR method is focused on detecting changes in
the next policy change). the mean, it does well. It is possible that the anomalies

When we generate an anomaly we randomly select ttie the Abilene data experience variance changes as well as
values for these four parameters. Some combinations wfean changes. If this were true, it would explain why the
them will look like the anomalies we have discussed. Byshift method is second best for the Abilene data. We leave
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| Parameter| Duration | Volume | Num (Src,Dst) | Shape |

possible | Minutes | A (1,1) Ramp

values Hours 1<6<2 (N, 1) Exponential
Days 0=110r0.9 | (2,2) Square
Forever | 6 ~0 allODson 1link | Step

Table 1: Anomaly description parametesfsis an additive flactoré is a multiplicative factor.

’
o.9f P 0.9}/

o.8l]

—wlet —wlet ]
. tg)gsic 1 0.1 . glarsic 1
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Figure 3: ROC curve using Abilene data. Figure 4: ROC curve using synthetic anomalies.

the exploration of the statistical properties of the anomalods.2 Detection Time

moments for future work. "
One of the critical performance aspects of any anomaly

detection algorithm is the speed with which it can detect

When using marked traces we should be careful. Thetke anomaly. The onset of attacks and/or anomalies on
is always the risk that an anomaly is undetected or a ndhe Internet today is extremely rapid thus creating real-
mal behavior is marked as an anomaly. We conductedtimne requirements for anomaly detection algorithms that
visual inspection to remove any false positive(s) detecteate challenging. Few, if any, of the previous work we
using the algorithms presented in [12]. We did not checkave seen, evaluate their algorithms in terms of detection
for the false negatives. Consider the examples in Figuréisne. We define detection lag as the time at which we
5 and 6. On the top plots we show how a single OD paitletect a true anomaly minus the time the anomaly began.
evolves in time. The dashed line is our kalman filter estim&since the underlying time unit of our traffic matrix data is 5
tion of this OD flow. We can see how it tracks the changesinutes, each additional lag corresponds to an increment of
in the OD flow. On the bottom plots we show the residuab minutes. (Note that our methods are not intrinsically tied
process for each of these two example flows. We also ite a 5 minute time interval.)
clude the markings produced by the labeling algorithm in Each anomaly in the two sets (Abilene and synthetic)
[12]. Each box greater than 0 means that an anomaly wgsnerates one sample detection lag value. We ensemble all
marked at this time. In figure 5 our residual process indithese values and summarize them using a cumulative distri-
cates that there were two anomalies, while the labeling prbution. The results for the Abilene data are shown in Fig-
cedure only marks one of them. According to our methodire 5.2 while the results for the synthetic data are shown
ology above, we would thus label the first spike as a falsge Figure 5.2. In both cases, the basic method and GLR
positive since we use the labeling method to represent theethods exhibit excellent detection times. In the case of
“truth”. This anomaly could easily have been a legitimatébilene data, the GLR method detected 90% of the anom-
one. A similar situation arises for our second example flovalies with no lag, while the basic method detected 95% of
For these two examples, a simple visual inspection of thitbe anomalies with no lag. For the synthetic data, the GLR
upper curve is enough to indicate that these events showdrve is not visible because it lies on the line where the y-
have been True Positives since the two anomalies per flaxis is 1 (underneath the basic curve). For the synthetic
indicate the beginning and ending of the anomaly. Becausases, both the GLR and basic methods were able to detec-
our algorithm may be able to detect events that the labdion 100% of the anomalies with no lag at all. The wavelet
ing algorithm of [12] does not, yet we use this algorithm t@nalysis method performs less well; in particular there ap-
compute the FP ratio, it means that our computed false pgzear to be some difficult anomalies that can take over half
itive rate should be considered as an upper bound insteadasf hour to detect. It is interesting that the vshift method
the true value of the false positive ratio. performs well for the synthetic data but not for the Abilene
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Figure 5: Example 1 of the Innovation of an OD pair. Figure 6: Example 2 of the Innovation of an OD pair.

data. In the synthetic case to detect an anomaly the vab catch all anomalies (low missed anomaly rate). Note that
ume should be high enough to raise an alarm as soon tass justifies the fact that we don’t use> 2 in our synthetic
it is observed otherwise it remains undetected and we casmomaly generator.
not computes a lag time. Whereas in the Abilene data the The curve for the false positive rate (Figure 5.3) is sur-
vshift method is able to detect a subtle deviation in the st@rising. Initially we would have expected for this also to
tistics of the process and therefore need more samplesde a decreasing curve. But, as the anomaly becomes larger
detect it. The motivation for using a wavelet method wag > 1.5) all the flows sharing a link have their estimates
an intuition that “an anomaly should diffuse itself at severatorrected by a large amount. Thus the error is spread inside
time scales”. However, in the results the anomalies appee kalman filter to normal OD flows. This in turn increases
differently at different time scales, and hence this approaghe innovations leading to more false positives. This will
was not very powerful in detecting anomalies. Other usesot impact the ability to detect an anomaly but rather cloud
of wavelet methods in this context might prove more berthe identity of the OD flow carrying the anomaly.
eficial. For example, they might be useful for classifying
anomalies since wavelet methods can give a rich descrip-
tion of the anomaly dynamics. This interesting problem i® Conclusions
out of the scope of this paper.
Our solution to tackling volume anomalies in large net-
works consists of many parts. First we select an interest-
ing granularity level at which to perform anomaly detection,
It is intuitive that enormous anomalies will be easy to detectamely that of a traffic matrix. Second we use kalman filters
and that very tiny ones are going to be missed. It is inteto filter the predictable part of the traffic and to isolate the
esting to explore the space in between and see the impacédiction error. The form of our model allows us to obtain
of the false positive and false negative ratios as the voluntlee prediction error on the unobservable part of the network
of anomalies get smaller and smaller. In Figure 5.3 we platystem (the OD flows) as well as for the observable part
the false negative ratio versus the percentage increase in {tiek loads). Third, we proposed two detection schemes,
anomalous flow. To get a broad range of anomalies, for eablat compared the performance of four of them. Finally we
tested volume level, we generate 50 anomalies with variodéscuss how to make decisions about the presence of anom-
start times or number of OD flows involved. We did this foralies through the use of statistical hypothesis testing. We
10 different volumes with.2 < § < 2. argue that the main measure of performance of an anomaly
Figure 5.3 matches our intuition. If the OD flow increasesletector should be the ROC curve that explicitly captures
by only 10 or 20% of its original value, we going to miss thethe relationship between false positive and false negative
anomalies. However the drop off of three methods is similaates. We give a mathematical foundation for this approach
and fairly quick in the range of 40 - 100%. This implies thathrough the Neyman-Pearson theorem that identifies how to
if the load from an ingress node doubled, it should be easglect decision thresholds when balancing the false positive

5.3 Sensitivity Analysis
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and false negative tradeoff. [7]

We considered four detection schemes that differ in the
statistical change they seek to detect. Interestingly, but per-
haps not surprisingly in retrospect, we found that the GLR®!
method (whose goal is to detect changes in the mean) per-
forms best when the anomaly is one that causes a change
the mean (e.g., in the synthetic cases). Similarly we found
that the 'vshift' method performs better for the Abilene datg,
than the synthetic data. We hypothesize that this occurs be-
cause the statistical properties of the anomalies themselyes
in the Abilene data contain changes in the variance of the
residual traffic process. (We intend to verify this in futurgi2]
work by adding extra features into our synthetic anomaly
generator that will alter the variance of the anomaly.) If thei3)
latter hypothesis is true, the implication is that the statisti-
cal change method that works best is the one checking the
parameter that undergoes a deviation in the anomaly. @&l
the one hand, this is motivation to do a study of the statisti-
cal properties of anomalies themselves. On the other hartf!
it suggests that the best method for network administrators
could be a composite method that makes use of multipié6
different kinds of tests.

In our study, the wavelet based method did not perfori;
well. Due to the popularity of wavelet based analyses, this
raises interesting questions as to when wavelet analysis is
and isn't useful for the problem domain of anomaly detec-
tion. Most importantly, from a practical point of view, it is [18]
good news that the simplest method performed best across
all validation tests. This could be due to the fact that thﬁg]
Kalman model for the OD flows correctly models the nor-
mal traffic and thus the first filtering step is successful itse[&o]
in isolating anomalies.
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