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Abstract

Numerousapproacheshave beenproposedto manageQuality of Servicein the Internet.However, up to now

noneof them was successfullydeployed in a commercialIP backbone,mostly becauseof their complexity. In

this paper, we take advantageof the excessnetwork bandwidthto offer a degradedclassof traf�c. We identify

andanalyzethe impactof link failureson sucha serviceandshow thatundercertaincircumstancesthey provide

themainvectorto servicedifferentiation.We simulateour QoSschemeon a realIP backbonenetwork andderive

ServiceLevel Agreementsfor the new degradedservice.We �nd that by addinga degradedclassof traf�c in

the network, we canat leastdoublethe link utilization with no impacton the currentbackbonetraf�c.

I . INTRODUCTION

Although link failuresoccur everyday in backbonenetworks [1], providers are able to guaranteeimpressive

traf�c performanceat theprice of signi�cant over-dimensioning.In otherwords,enoughsparebandwidthmust

be madeavailable to reroutethe traf�c without degradationof performancein caseof link failures. In the

absenceof failure, the excessbandwidthis unusedandthe averageresourceutilization is low. This wasteis a

major concernfor providerswho arealwayslooking for new waysto maximizethe returnon investmentfrom

their network infrastructure.The target of this work is to provide a meanto increasethe network traf�c load

without any penaltyon thecurrentbackbonetraf�c (denotedby legacy traf�c). Theproblemis non trivial since

simply scalingthe amountof the legacy traf�c would result in performancedegradation.

We proposeto take advantageof the unusedbandwidthto offer a degradedclassof service.The legacy traf�c

remainsservedwith anabsolutepriority. Degradedtraf�c is addedif bandwidthis available,in sucha way that

it doesnot affect the performanceof the legacy traf�c. Its performancewill thusbe very sensitive to the total

link load and to link failures.More speci�cally, if thereis no link failure and if the links are not overloaded

(which translatesin a link utilization below ����� [2]), theperformanceof the two traf�c classesshouldbe very

similar. Instead,in the event of a link failure, the degradedserviceis dropped,if necessary, to accommodate

the legacy traf�c that cannotsuffer from network outages.As a consequencethe degradedservicecanendure

severedisruptionto protectthe legacy traf�c.
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The contribution of this work are threefold:

1) This is the �rst time the impactof link failuresis taken into considerationin thede�nition andevaluation

of a QoSschemein backbonenetworks.

2) We analyzeby simulation the performanceof the degradedservice for a real IP backbonenetwork

topology.

3) We identify andde�ne a new SLA metric, serviceavailability, in order to capturethe serviceuptimeas

perceived by the users.

In today's backbonenetworks,failuresarea potentialcauseof congestionandpacket lossesandarethusa main

problemin maintaininghigh quality services.Therefore,failure eventsshouldbe includedin any studyrelative

to the deployment of a QoS schemein IP networks. We de�ne the networkavailability to be the percentage

of the total network bandwidthavailable to route the traf�c. When averagedover time, network availability

effectively re�ects the frequency andimpactof failuresin a given network. We performa thoroughanalysisof

the relative performanceof the two traf�c classesbasedon realisticfailurepatterns.We observe that if the total

traf�c remainsunder80% of the link capacityin the no failure state,the differenceof performancebetween

the two classesof serviceis mainly explainedin termsof network availability.

Despitethe multitude of existing QoS models,nonewas successfullydeployed in the Internet.It is too easy

to blamethe conservatism of network engineers.In fact most of the proposedschemesinvolve a signi�cant

increasein complexity while providing no explicit, or dif�cult to enforce,end-to-endguarantees.In response

to theseissues,our two-classschemeis solely basedon local, andvery simpledecisions.We run an extensive

setof ns-2simulationsusingtheSprintdomesticbackbonetopologyandits observedfailurepatterns.We study

the rangeof ServiceLevel Agreementsthat can be offered to the degradedclassof traf�c. We introducea

new SLA metric namedserviceavailability. We de�ne serviceavailability as the fraction of time the service

is available to a customer. In failure proneenvironment,packet loss and delay may reachlevel wheremost

applicationsare unableto function properly. In suchcaseswe considerthe serviceto be unavailable to the

customer. We believe that serviceavailability is an importantparameterin the quality of a serviceperceived

by the user, andshouldthusbe includedin the SLAs.

Thedegradedclassof traf�c proposedin this work is in line with thestrategy of someISPsthat recentlystarted

to provide a “no SLA” service(eventhoughthis serviceis not proposedin conjunctionwith a high quality class

of traf�c).We alsobelieve thatour solutionis of specialinterestfor networkswith very volatile bandwidthsuch

as wirelessnetworks. In suchenvironments,it might be dif�cult to predict what resourcewill be available at

the time it is neededanda very simpleQoSmechanismthatprovidesabsolutepriority to a subsetof the traf�c

may ultimately be the only feasibleapproach.However, we chooseto validateour approachon the Sprint IP

backbonenetwork that representsa morecomplex anddemandingenvironmentin termsof traf�c performance

andnetwork availability.
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The reminderof the paperis organizedas follows. SectionII de�nes the two classesof serviceand discuss

implementationrelatedissues.In SectionIII, we introduceimportantcharacteristicsof IP backbonesincluding

currentnetwork engineeringpracticesandrecentdataon failurepatterns.SectionIV explainstherole of Service

Level Agreementsin commercialnetworksandprovide anenhancedde�nition. In SectionV andVI we present

experimentalsettingsandresults.We discussrelatedwork andconcludein SectionVII andVIII respectively.

I I . SERVICE DEFINITION AND IMPLEMENTATION

We now give an overview of the two serviceclassesanddiscussimplementationrelatedissues.

A. LegacyService:Fully Available (FA)

The Fully Availabletraf�c correspondsto the existing traf�c in backbonenetworks. Its performanceis de�ned

by traf�c engineeringrules.Only unlikely eventscould visibly affect its performance.The network is designed

in sucha way thattheFA serviceis available99.999%of thetime,end-to-enddelaysarecloseto thepropagation

delaysand lossarebelow 0.3%.FA traf�c is currently the default serviceavailableon major Tier-1 backbone

networks.

B. DegradedService:Partially Available (PA)

The Partially Available(or degraded)traf�c is designedto have no impacton the existing traf�c. PA is a low

priority traf�c thatrunsexclusively on thebandwidthunusedby theFA traf�c. PA traf�c doesnot affectnetwork

engineeringrules.The performanceof the PA traf�c will thus dependon the network traf�c load and on the

occurrenceof failures.As a consequence,the PA servicecan occasionallybecomeunavailable to its users.

Introducingthe PA traf�c in backbonenetworks will allow carriersto reducethe amountof unusedbandwidth

while providing a cheaperserviceto their customers.

C. ImplementationIssues

One of the main concernsis that the QoS schemeproposedmust be easyto deploy in a backbonenetwork.

Our goal is not to derive a new schedulingpolicy but insteadto introducea simple(possiblyalreadyavailable)

schedulerin network routers,and to evaluatethe resultingtraf�c performance.

To satisfy the FA traf�c requirementswe isolate the two classesof traf�c in two separatequeues.The FA

queuehas an absolutepriority over the PA queue.Note that giving a strict priority to the FA traf�c may

lead to starvation of the PA traf�c. This is part of the PA servicede�nition. In practicehowever, the link

overprovisioning is suchthat we will seldomobserve a completestarvation of the PA traf�c.

This schemeconformsto strict priority schedulingwith two drop tail queues.It canbe implementedin mostof

thecurrentroutersanddoesnot imply modi�cation in theroutinginfrastructure.Theonly additionalrequirement

is that the two classesof traf�c needsto be identi�ed by a single bit marking in the IP header. In particular,

this QoSschemedoesnot requiresignaling,known to accountfor mostof thecomplexity in QoSarchitectures.
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I I I . BACKBONES: DESIGN AND ENGINEERING PRINCIPLES

To users,backbonenetworks appearasa black box deliveringhigh quality service.However, to understandthe

rationalesbehindthe proposedQoS scheme,and to measurethe impact of sucha scheme,it is necessaryto

understandsomebackbonedesignandengineeringpractices.

A. NetworkTopology

Fig. 1. Simpli�ed view of the Sprint U.S IP domesticbackbone(circles representPoPs)

At the logical level, a backbonenetwork can be representedas a graphwhoseverticesare Point-of-Presence

(PoPs)andedgesare inter-PoP links (Figure1).

A PoPis a collectionof accessandcorerouterscollocatedin thesamesite.Clientsconnectto the network via

accessrouters,which are in turn connectedto at least two core routers.The numberof core routersper PoP

canvary. However, coreroutersare typically highly meshedwith eachother.

A pair of neighboringPoPsis connectedby multiple, high capacitylinks (OC-48andOC-192);eachof these

parallellinks initiatesandterminatesondifferentbackbonerouters(Figure2(a)).Having numerousparallelinter-

PoPlinks betweentwo given PoPsincreasesthe robustnessof the network. It also increasesthe opportunities

for load balancing.

B. NetworkEngineering

Today, the majority of large backbonesuseIP over DWDM technology. SONETprotectionhasbeenremoved

becauseof its highcost,althoughSONETframingis keptfor failuredetectionpurpose.Protectionandrestoration

are thusprovided at the IP layer only.

Link stateprotocolssuchas OSPFor IS-IS are usedfor intra-domainrouting. When a link fails, the traf�c

is reroutedon the path with the smallestweight sum. In networks with multiple parallel inter-PoP links we

differentiatebetweentwo typesof reroutingevents:
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Fig. 2. 2-PoPtopology

� Single-hoprerouting. The traf�c of the failed link is load balancedon the � remaining links (Figure

2(b)).Theresultis an implicit link protectionschemesimilar in conceptto a
���

� protectionschemeat the

optical level. Single-hoprerouting,is possibleif the parallel inter-PoPlinks have equalweights(in Figure

2(b) the threeinter-PoPlinks have an IS-IS weight of 25 while the intra-PoPlinks have an IS-IS weight

of 1) and enoughexcessbandwidthto support the reroutedtraf�c. The main advantageof single-hop

reroutingis to limit the geographicalimpactof failuresandthusthe additionalpropagationdelayincurred

by the reroutedtraf�c. Note however that single-hoprerouting is not signi�cantly fasterthan multi-hop

rerouting[1].

� Multi-hop rerouting. The traf�c is reroutedthroughan additionalPoP. Multi-hop reroutingonly happens

whenall links betweentwo PoPsfail at thesametime (eg: if all the links betweenSanJoseandAnaheim

fail, the traf�c is reroutedthroughRelayDC,Atlanta andFort Worth).

We includeboth typesof reroutingeventsin our simulations.

C. Failures in BackboneNetworks

To the bestof our knowledgea completecharacterizationof failures in backbonenetworks is not available.

However somepreliminary results,basedon monitoring datafrom the Sprint network, were presentedin [1].

We summarizetheir �ndings below.

� Failure duration and causes.

– 20%of theinter-PoPlink failureslastlongerthan10minutes.Possiblecausesare�ber cuts,equipment

failuresand/orlink upgrades.

– 30% of the failureslast between1 and10 minutes.Likely causesincluderouterrebootsandsoftware

problems.

– 50% of the failures last less than 1 minute.Thesefailurescould be the result of oscillatory effects

whena routermistakenly considersthe adjacency to be down or could be dueto optical equipment.
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� The meantime betweensuccessivefailure eventsis of the orderof 30 minutes.

� The failure distribution across the links is far from uniform. Somelinks hardly fail while three links

accountfor 25% of the failures.

� Failures can be strongly correlated. Dependingon the mappingof the logical topology on the optical

topology, a single �ber cut may bring down several logical links. Failures of logical links mappedon

disjoint �ber pathare,on the otherhand,closeto being independent.

The knowledgeof failure characteristicsis an importantsteptoward a modelof failure in backbonenetworks.

It is alsomandatoryto provide realisticevaluationsof QoSmodels.

Link failuresoccur everyday in backbonenetwork. However their impact on traf�c performancecan greatly

vary. In the remainingof this work we make a distinctionbetweenpartial andcompletefailures.A failure is

completewhenall the links betweentwo PoPsfail simultaneously. A failure is consideredaspartial if only a

subsetof the parallel inter-PoPlinks fail at the sametime. We expectcompletefailuresto inducemoresevere

traf�c perturbation,since they imply reroutingof the traf�c throughone or more additionalPoPs.Complete

failuresare also more costly in termsof resourceusage.Note that the Sprint backboneis designedin sucha

way that the probability of a completefailure is very low [3]. We usetheseobservationsto model the failures

we considerin our evaluationof the degradedtraf�c performance.

IV. SERVICE LEVEL AGREEMENTS

A ServiceLevel Agreement(SLA) speci�es a contractualservicetarget betweena provider and its customer

andspellsout penaltiesfor non compliance.The tradeoff betweenthe SLA and the servicepricing is often a

signi�cant factor in the successof an offeredservice.

A. SLAsin commercial networks

The SLAs offeredby Tier-1 provider typically includepacket loss,packet delayandport availability. The �rst

two metricsarecomputednetwork wide andusuallyaveragedover a onemonthperiod.The lossmetric reports

theaveragepercentageof packet lost in a transmissionwhile thedelaymetric (or latency) reportsthe round-trip

transmissiontime averagedover all PoPpairsin the ISPbackbonenetwork. Contraryto theotherSLA metrics,

port availability doesnot capturethe performanceof the traf�c inside the backbone.Instead,port availability

measuresthefractionof time a customer's physicalconnectivity to theISP's network is up. Notethat thenotion

of port availability may differ betweenproviders.

Table I reportsSLA valuesinside the continentalUSA for someTier-1 providers.For comparisonpurposes,

TableII presentstheactualmeasuredtraf�c performancefor theSprintU.Sdomesticbackbone.Portavailability

cannotbe includedasit is measuredper customer. We observe no SLA violation during theobservationperiod

(the secondhalf of year2002).

B. SLA: enhancedde�nition

For the purposeof this work we slightly modify the SLA metric de�nition. Our aim is to bettercapturethe

local behavior of eachclassof traf�c and to provide a network wide counterpartto port availability. To make
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AT&T C&W Genuity Sprint UUNET

Latency 60ms 50ms 55ms 55ms 55ms

Loss 0.7% 0.5% 0.5% 0.3% 0.5%

Port Availability 95% 99.97 99.97% 99.9% 100.0%

TABLE I

INTRA-US SLAS1: PACKET LOSS AND LATENCY METRIC (DECEMBER 2002)

July Aug Sept Oct Nov Dec

Latency 45.68ms 46.36ms 46.76ms 46.76ms 47.08ms 47.68ms

Loss 0.01% 0.06% 0.06% 0.01% 0.00% 0.00%

TABLE II

SPRINT MEASURED PERFORMANCE FOR THE LAST SIX MONTHS OF YEAR 2002

the numberof simulationsmanageable,we reducethe SLA computationperiod to 10 days rather than the

conventionalonemonth.However, we usea measurementgranularityof oneminutewhich is muchlower than

the one usedin commercialnetworks. As a result the numberof samplesaveragedto computeour SLA is

greaterthan for a commercialSLA despitethe shorterSLA computationperiod.We now provide a high-level

de�nition of our threeSLA metrics:

� Packet loss: the lossrateaveragedover all inter-PoPlinks.

� Packet delay: the packet delaysaveragedover all inter-PoPlinks.

� Serviceavailability: the fraction of time the serviceis available.The serviceis available if the following

conditionsareveri�ed:

– All possiblesource-destinationpairsareconnectedby at leastoneroute.

– No traf�c transmissionexperiencespersistent(10 consecutive minutesor more)high (above 50%)loss

rates.

At this point of the paperit is not possibleto provide a more detaileddescriptionof the SLA metrics,since

their computationis closelyrelatedto thesimulationenvironment.Theexact methodologyusedto computethe

valueof eachSLA metric will be explainedin SectionVI.B.

We believethatthesethreemetricscaptureaccuratelytheperformanceof a servicewhile beingeasierto compute

than their commercialequivalent. In particular, we considerserviceavailability to be a good measureof the

servicequality asperceived by the userand thusa valuableaddition to the SLA metrics.

1http://ipnetwork.bgtmo.ip.att.net/averages.html, http://sla.cw.net/sla/Help.jsp, http://netperformance.genuity.com/ourdata.htm,

http://www.sprintbiz.com/business/network/slas.html,http://www.worldcom.com/global/about/network/latency/
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V. CAPTURING CARRIER BACKBONES

The target of this work is to derive quantitative SLAs for the degradedservice.To do so we perform ns-2

simulationson the Sprint U.S. backbonetopology. Performingrealistic simulationson a backbonenetwork is

a challenge.The generationof traf�c matricesand failure patterns,are two researchtopics by themselves.

Our approachwas thus to use known models or available monitoring data. In addition, we had to make

several assumptionsto make the simulationscomputationallytractable.We provide hereaftera pragmaticand

experimentaljusti�cation of theseassumptionsandshow that they do not impactour observations.

A. Topology

To analyzethe degradedserviceSLA, we use the exact topology of the IP Sprint domesticbackbone(not

shown herefor con�dentiality issues).For eachof the91 inter-PoPlinks, we specifythepropagationdelay, the

bandwidthand the IS-IS weight. The intra-PoPtopology is fully meshedin all the PoPs.

The typical bandwidthof inter-PoP links in backbonenetworks is 2.5 or 10 Gb/s. To reducethe simulation

complexity we set the bandwidthof inter-PoPlinks to 10Mb/s . Sucha hugereductionof the link capacities

might appearto be a rather severe simpli�cation. However, we expect the two classesof traf�c to react in

similar ways.SectionV.D shows that the relative performanceof FA andPA traf�c are indeedmaintained.

B. Traf�c

It is not possibletodayto obtainanexactPoP-to-PoPtraf�c matrix for anISPbackbonevia directmeasurement,

andtechniquesfor inferring traf�c matricesarestill underdevelopment.Somerecentstudies[4] have shown the

gravity modelscancapturereasonablywell propertiesof PoP-to-PoP�o w volumes.The basicideabehindthe

gravity modelsis that the �o w betweena pair of PoPsis proportionalto the productof two factors,onewhich

is a metric of the ingressnodeandonea metric of the egressnode.Thesemetricsshouldcapturekey features

of the total volume �o wing from a PoPinto (or out of) the backboneof the ISP. We generatedan FA traf�c

matrix accordingto theseprincipalsandchecked that the resultinglink loadsmatchedactualSprint backbone

link loadscloselyon mostlinks. Using the FA traf�c matrix we thencreateapproximately900 router-to-router

data�o ws.

We madeanattemptto run thesimulationson theSprintnetwork with TCPtraf�c but therequirementsin terms

of memoryand time exceededthe capacityof our simulationplatform. Therefore,the simulationspresented

in this paperuseUDP constantrate traf�c with exponentiallydistributed On andOff periods.The resultsfor

the 2-PoPtopology(SectionV.D) show that the UDP performanceprovide an appropriatelower boundfor the

performanceof TCP traf�c. In addition,UDP offersa simpleandconvenientway to look at serviceavailability

as it doesnot adaptits sendingrate in caseof network congestion.

C. Failure scenario

As we explainedearlier, a probabilisticmodelof failure in backbonenetworks is not yet available.Therefore,

we decidedto replay failure sequencesas they appearin the Sprint backbonein an attemptto reproducethe

failure characteristicsobserved in SectionIII.C. Figure 3 shows the distribution of link failuresin the Sprint
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network betweenDecember2001 and March 2002. We usea 10-dayperiod from February
�����
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Fig. 3. Failure distribution in the Sprint network. Eachdot correspondsto a link failure lastingat least10 minutes.The two vertical lines

indicatethe 10-dayperiodselectedto run our simulations.
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to run our simulations.This time interval waschosenbecauseit is representative of anheavily perturbated

period.

We isolateeachfailure event by groupingsimultaneous,equallength, failurestogether, this leadsto 15 multi-

link failure events.Figure 4 shows the length of the failure and the numberof links involved in eachof the

failure event. Up to 12 links can fail simultaneouslyand the longest failure event lastedfor 8 hours.Half

of the failure eventsinclude at leastone PoPpair that experiencesa completefailure (and as a consequence

multi-hop reroutingof the traf�c). Basedon the failure eventswe constructour failure scenario.We de�ne a
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Fig. 4. Individual failure event includedin the SLA computation

failurescenarioasa sequenceof failureeventsseparatedby time intervalswherethenetwork is not in a failure

state.The failure scenariousedto run our simulationcorrespondsto a 10-daysnapshotof the network, with a

total cumulative failure event time of approximately2 days.

We madetwo minor assumptionsrelative to the failure patterns.First we do not considerintra-PoPfailures.

The main reasonis that intra-PoPlink failureshave a much smaller impact on traf�c sincecore routersare

fully meshed.Second,we only replicatefailure events that last more than 10 minutes.Even if thosefailure

eventsrepresentonly a minority of the total numberof failures,they are the onesthat signi�cantly affect the
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traf�c performances,andasa consequencethe SLA of the degradedclassof traf�c.

D. Proof of conceptand validation of assumptions

We usethe2-PoPtopologyshown in Figure2 to validateour assumptionsandprovide an initial intuition of the

PA performance.The threeinter-PoPlinks have a 10 ms propagationdelayanda bandwidthof either10Mb/s

(the link bandwidthchosenfor our simulationson the Sprint network) or 2Gb/s( � OC-48).All the inter-PoP

links have the sameIS-IS weight. When a link fails, the traf�c is thus load balancedon the remaininglinks.

The queuesize is set equal to the bandwidth-delayproductof the link. Eachrouter in PoPA (seeFigure 2)

generatesthe sametotal amountof traf�c. The FA traf�c load is �x ed andoccupiesapproximately27% of the

link bandwidthin the no-failure case.The amountof FA traf�c generatedwaschosento yield a 80% FA link

utilization in the most severe failure event (i.e., when two inter-PoPlinks are down). The PA traf�c is added

progressively until we reacha link utilization closeto 100%.The packet sizeis setto 500 bytesfor both UDP

andTCP traf�c.

1) General observations:The goal of the 2-PoPtopologyis not to provide quantitative traf�c performance,as

it could be very differenton a large network, but to verify that the two classesof traf�c behave as expected.

First, we notice that FA traf�c is not affectedby the additionof the PA traf�c (asshown by the �at curvesof

Figure5(a)).As a direct consequence,the FA servicewill have the sameSLA asthe currentbackbonetraf�c.

Second,we observe thataftera shortandsharpincreasethePA delaystabilizes(seeone-failurecurvesin Figure

5(b)). At this point the PA traf�c occupiesall the bandwidthunusedby the FA traf�c, i.e., the link utilization

is 100%.Its performanceare thendictatedonly by the amountof sparebandwidthunusedby FA traf�c (60%

in the one-failure caseand20% in the two-failure case).In general,the PA performancewill thusdependon

the total traf�c load (FA load andPA load), andon the quantityof failures.Indeed,Figure5(d) clearly shows

that, as long as thereis no failure and the link utilization remainsunder80%, the two classesof traf�c have

very similar performance.

2) Experimentaljusti�cation of our assumptions:

UDP performanceprovidesa lower boundto TCP performance. Figures5(a), 5(b) and 5(c) comparepacket

delayandpacket lossperformancefor UDP andTCP traf�c. The link bandwidthis set to 10Mb/s.We did not

report the packet lossmetric for the FA traf�c sinceits valueis null by design.The curvesof Figure5(a) and

5(b) show that delaysfor UDP traf�c areonly slightly higher thandelaysfor TCP traf�c andfollow the same

trend. UDP delaysthus provide a good approximationof TCP delay performance.However, the PA packet

lossesfor UDP traf�c are substantiallylarger than the correspondingTCP loss rates.Contrary to TCP, UDP

doesnot adaptits sendingrate to the amountof congestionin the network. A high level of UDP loss thus

re�ects a poor availability of the service.Although our decisionto useUDP traf�c for our simulationson the

Sprint network was mainly motivatedby complexity considerationsfor large-scalenetwork simulations,UDP

lossratehappensto be a convenientmetric to measurenetwork availability.

Simulatedlink bandwidthhas a limited impact. Figure 5(d) shows the delay performanceof the PA and FA

serviceon links of 10 Mb/s and2Gb/scapacity. The traf�c type is UDP and the threeinter-PoPlinks areup.

We observe that the traf�c performanceon the differentbandwidthlinks arevery closeto eachotherand that
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Fig. 5. Experimentalresultson 2-PoPtopology

the relative performanceof the FA and PA serviceare indeedmaintained.Note however, that queuingdelays

tend to be slightly lower on high bandwidthlinks. This is due essentiallyto transmissiondelay and will be

neglectedin the remainingof the study.

VI . EXPERIMENTAL DESIGN AND RESULTS

Experimentaldesignis an areaof statisticsusedto maximizethe informationgain obtainedfrom a �nite setof

simulationsand to provide an accurateanalysisof the simulationresults.In statisticaldesignof experiments,

the outcomeof an experimentis called the responsevariable, the parametersthat affect the responsevariable

are called factors and the value that the factor can take levels. In this sectionwe �rst presentthe different

factorsstudied.We brie�y explain how the responsevariableis computedfrom the simulationoutput.Finally,

we analyzethe effect of factorsandcombinationof factorson the responsevariableanddiscussSLA for the

degradedclassof traf�c.

Sprint ATL, February2003 DRAFT



12

A. Factors evaluated

We identify threeimportantfactorswhich could potentiallyaffect the performanceof the degradedtraf�c.

1) The PA traf�c generation strategy: In order to considera variety of demandscenariosfor the degraded

traf�c classwe have chosentwo differentstrategies to generatethe PA traf�c:

� PA-fraction. The PA traf�c matrix is a fraction of the FA traf�c matrix. The justi�cation for this approach

is simply that the demandfor thenew traf�c classis likely to be proportionalto theexisting demand(this

is alsoin agreementwith the gravity model [4]). The PA-fraction generationstrategy may, however, yield

poor PA traf�c performancesincelinks with an alreadyhigh utilization receive the largestPA traf�c load.

Non-uniformity in the traf�c distribution acrossthe links will thusbe ampli�ed ratherthanattenuated.

� PA-optimal. This strategy is meantto reproducean 'optimal' placementof thePA traf�c. We computethe

PA traf�c matrix to yield an equal link utilization on all inter-PoP links. If the utilization of FA traf�c

aloneon a link is alreadylarger than the target averageutilization, we do not add any PA traf�c on the

link. Althoughsucha distribution of thePA traf�c is unlikely to arisein reality, it representsthebestcase

andthusallows us to assessthe bestpossibleSLA this traf�c classcould receive.

2) ThePA load: Themain goalof this studyis to determinehow muchPA traf�c canbe addedto thenetwork

before too much degradationin the SLA occurs.The FA load in the network is constantand is determined

by the FA traf�c matrix. The averageFA link utilization (i.e the total FA load divided by the sumof the link

capacities)is approximately16%. The PA traf�c load is variableand is addedas a multiple of the FA traf�c

load in the network. In the context of this work we run simulationfor PA load equalsto up to four times the

FA load. This correspondsto an averagelink utilization between16% and80%.

3) Networkavailability: To take into accountthe variation of failure ratesin backbonenetwork, we derive

the SLAs for different levels of networkavailability, � . We de�ne network availability as the percentageof

the total bandwidthavailable to carry the backbonetraf�c. Network availability is averagedover time. ��� �

correspondsto a network where all the links are always down and ���

�

correspondsto a network which

is never subjectto any failure. For the 10-dayfailure scenariodescribedin SectionV.C we can computethe

network availability as follows:

� �

�

���	�


���


�


��	�������

�

�

�

�����

�

�������������

���

�

�����

� �

�  � 

where
��!

the length of the "

���

failure event (as reportedby Figure 4),
�

�

is the time spentin the no-failure

stateand �

!

the percentageof links up during the "

���

failure event. The actual level of network availability

in the Sprint network is 0.99. We vary the network availability by scaling the time spent in failure events

(
�

!

, �$#%"'&

��(

), versusthe time spentin the no failure-state(
���

) and were thus able to run simulationsfor

��)+* �

�  

(-, �

�

� �/. ( � =0.95 correspondsto
���

� � , i.e., the Sprint network is permanentlyin one of the failure

state).
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B. Computationof the responsevariable

We are interestedin multiple responsevariables,namely the packet loss (��� ), the packet delay (��� ) and the

availability ( �����	�

!

� ) of a service.As we have seenpreviously we cangroupthosethreemetricstogetherunder

the notion of SLA. To computethe responsevariableswe simulateeachof the 15 multi-link failure eventsand

recordthe averageperformanceof the two classesof traf�c. The simulationtime is 1min per failure event. It

wasnot necessaryto run thesimulationslongersincetheperformancebecomestableaftera coupleof seconds.

The simulationoutput for the "

���

failure event can be describedas the tuple
�

� �




,

� �




,

� ���	�

!

�




� . We calculate

a responsevariableby performinga weightedaverageof the metric of interestobserved during eachfailure

event: 
�

�

�

�

�

�

�
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�

�

�


��� �
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� � �
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� �

������� ���

���

� ���	�

!

� � �

�

For eachpossiblecombinationof factorlevels we thusrun a setof 16 simulations(15 multi-link failure events

+ the no failure case)and computethe resultingSLA as the tuple
�

�
�

,

�
�

,

�
���	�

!

�

� roundedup with a suitable

granularity.

C. Impactof the different factors on the responsevariable

We now apply the experimentaldesignmethodologyto studythe impactof eachfactor, andeachcombination

of factors,on the responsevariables,andto identify factorswith the highestin�uence on the traf�c SLAs. The

importanceof eachfactor, is measuredby the proportionof the total variationin the responsethat is explained

by the factor. Several typesof experimentaldesignare available,we usethe very popular ��� factorial design

[5], [6]. A ��� factorialdesignis usedto determinethe effect of � factorseachof which have two alternatives

or levels. In our experiment � ��� and the two level selectedare the maximumand the minimum valuesfor

eachof the factor (except in the caseof the PA generationstrategy wherethereis only two possiblevalues).

To make our analysismore precisewe perform two distinct ��� factorial designs.In the �rst factorial design,

we assumethat the amountof PA traf�c addedto the network is lower thanthe currentFA traf�c load (i.e PA

load level &

�

). In the secondone,we relax this assumptionandmove to PA load �

�

. We will seelater that

for PA load �

�

we are no longerable to guaranteesimilar performanceto FA andPA traf�c even in the no

failure case.

1) Network availability basedservice differentiation: Table III summarizesthe impact of each factor and

combinationof factorson the differentSLA metrics(valuesunder1% areomitted).For example,the �rst cell

of the tabletells us that the PA load is responsiblefor 4.3%of the variationin the PA lossperformance.Table

III only considersPA load &

�

. Resultsin terms of FA serviceavailability are unde�ned since there is no

variation in the response(i.e. the FA serviceavailability is uniformly equalto 100%acrossall factor levels).

The resultof the ��� factorialdesignshows that at low PA traf�c load the network availability accountsfor the

major variationin the traf�c performance.Sincethe two classesof servicehave initially the sameperformance

we canthusconcludethat, for PA load &

�

, thedifferenceof performancebetweentheFA andPA servicewill
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PA loss FA loss PA delay FA delay PA service FA service

availability availability

PA load (Ld) 4.3% 17.4% NaN

Network 71.1% 98.4% 17.6% 99.5% 100.0% NaN

Availability (NAv)

PA generation 5.9% 12.2% NaN

Strategy (St)

Ld,NAv 4.3% 14.7% NaN

Ld,St 4.2% 13.0% NaN

NAv,St 5.9% 13.5% NaN

Ld,NAv,St 4.2% 11.7% NaN

Ld+NAv+St 81.3% 99.2% 47.1831% 99.8% 100.0% NaN

TABLE III

IMPACT OF EACH FACTOR FOR PA LOAD UNDER 1 (VALUES UNDER 1% ARE OMITTED, NAN STANDS FOR NOT A NUMBER).

be essentiallya function of the frequency of failuresin the network. Notice thoughthat PA delayaresensitive

to all factorsandcombinationof factors.

2) Link load as a main factor in service differentiation: Table IV reports the impact of each factor and

combinationof factorson thedifferentSLA metricsfor PA load �

�

. At high traf�c load,thePA loadbecomes

PA loss FA loss PA delay FA delay PA service FA service

availability availability

PA load (Ld) 52.6% 63.7% NaN

Network 22.6% 98.9% 18.9% 99.7% 68.2% NaN

Availability (NAv)

PA generation 18.3% 16.5% 15.8% NaN

Strategy (St)

Ld,NAv 1.8% NaN

Ld,St 4.0% NaN

NAv,St 15.8% NaN

Ld,NAv,St NaN

Ld+NAv+St 93.4% 99.4% 99.0% 99.9% 84.1% NaN

TABLE IV

IMPACT OF EACH FACTOR FOR PA LOAD ABOVE 1.

thedominantfactoraffectingthedelayandlossof thePA traf�c. However, theFA traf�c remainsonly in�uenced

by the level of network availability, the PA generationstrategy and the amountof PA traf�c in the network

have not impact on its performance.This con�rms the immunity of the legacy traf�c SLA to the adjunction

of the degradedtraf�c in the Sprint network. Table IV also shows that, contrary to other PA performance

metrics,the PA serviceavailability is mainly affectedby the network availability. We concludethat even for

Sprint ATL, February2003 DRAFT



15

large PA loadsthe serviceavailability could remainhigh as long as thereare few failuresin the network (i.e.

the network availability is high). Yet, in the event of failures,PA customersshouldexpecta severe reduction

in the availability of their service.Finally, we observe that contraryto low PA loadsthe interactionsbetween

the different factorsaresmall andcanthusbe neglected.

3) Discussion- Implication of the results: Figure6 illustratesthe resultsof the � � factorial designsin terms

of network availability. For PA delay and PA losses(Figure 6(a) and 6(b)) we observe essentiallya vertical
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Fig. 6. Impactof the network availability on the differentSLA parameters.Threesetsof curves,for low, mediumandhigh PA load.The

PA-fraction generationstrategy wasusedandFA traf�c performanceareshown for reference.

translationof theperformancecurvesasadditionalPA load is addedto the network. On theotherhand,for the

PA serviceavailability (Figure6(c)) we mainly noticean increasedinclination of the curveswhenthe average

link utilization becomeshigher. The “translation” phenomenonre�ects the impact of the PA load on the PA

performancewhile the “inclination” or the slopeof the curvesshows the in�uence of the network availability

factor. As expected,the impact of the network availability on the delay and loss rate is signi�cant, but still

acceptableby most non interactive applications.However, serviceavailability seemsto suffer severely from

a reducednetwork availability. A PA serviceavailability of 100% can drop to lessthan 50% when we move

from a network availability of 100% to 95%. This result is surprisingand limits the applicability of the PA

service.Lets illustratetheseresultstargetinga serviceavailable75% of the time (that would correspondto the

servicebeingunavailableduring peakhoursandin caseof major failure events).An InternetServiceProvider

(ISP) could simply doubleits resourceutilization (PA load equalto FA load) andsystematicallymatchabove

90% serviceavailability with very little delay and loss degradation.If the resourceutilization is tripled (i.e.,

PA loadof two) theserviceavailability remainsabove the75%thresholdat theexpenseof higherpacket losses

anddelays.On the otherhand,a PA traf�c load of threewould only allow a serviceavailability of 75% for a

network availability above 98% (which is below the currentnetwork availability in the Sprint backbone).

Therefore,our degradedclassof serviceseemsto allow a visible servicedifferentiationat the costof marginal

additionalcomplexity in backbonerouters.Furthermore,serviceavailability appearsto provide a naturaldis-

tinction betweenthe FA andPA servicesquality and is likely to limit the introductionof the degradedtraf�c

in a failure proneenvironment.
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D. Analysisof the SLAfor the degradedclassof service

To concludeour analysis,we exhibit upperandlower “bounds”on thedegradedtraf�c performance,andpresent

SLAs for thecurrentlevel of network availability in theSprintnetwork. Pleasenotethatwe do not intendto use

the term“bound” in its mathematicalsense.Theboundsprovidedin this sectionwerefoundby simulationsand

representa favorablerespectively an unfavorablesettingfor the introductionof degradedtraf�c in the network.

Figures7(a),7(b) and7(c) show performanceintervalsfor packet delay, packet lossandserviceavailability, asa

functionof thePA loadaddedto thenetwork. To computethelower boundwe measuredthetraf�c performance

underthe PA-fraction generationstrategy anda network availability of 95%. The upperboundcorrespondsto

the traf�c performanceobserved when we set the traf�c generationstrategy to PA-optimal and the network

availability to the level of 100%.

(a) Averagepacket delay(�
� ) (b) Averagepacket loss(�

� ) (c) Serviceavailability ( �
�	����
�� )

Fig. 7. Performanceinterval for the FA and PA classof traf�c. Two extremecasesare shown: 1) The PA-fraction generationstrategy

combinedwith a network availability of 95%; 2) THe PA-optimal generationstrategy with a network availability of 100%

0(16%) 1(32%) 2(48%) 3(64%) 4(80%)
10

15

20

25

30

35

40

45

50

PA load as a fraction of the FA load (Average link utilization)

A
ve

ra
g

e
 li

n
k 

d
e

la
y 

(i
n

 m
s)

PA traffic SLA
FA traffic SLA

(a) Averagepacket delay(��� )

0(16%) 1(32%) 2(48%) 3(64%) 4(80%)
0

1

2

3

4

5

6

7

8

PA load as a fraction of the FA load (Average link utilization)

P
e

rc
e

n
ta

g
e

 o
f 

th
e

 t
o

ta
l t

ra
ff

ic
 d

ro
p

p
e

d

PA traffic SLA
FA traffic SLA

(b) Averagepacket loss(��� )

0(16%) 1(32%) 2(48%) 3(64%) 4(80%)
0

0.2

0.4

0.6

0.8

1

PA load as a fraction of the FA load (Average link utilization)

S
e

rv
ic

e
 A

va
ila

b
ili

ty

PA traffic SLA
FA traffic SLA

(c) Serviceavailability ( ���	����
�� )

Fig. 8. FA andPA SLAs for the currentlevel of network availability in the Sprint network

Sprint ATL, February2003 DRAFT



17

The tight boundson the FA traf�c performanceare a good indication that the Sprint network is carefully

provisionedto supportthe currentbackbonetraf�c. They demonstratethat even at high levels of failuresthe

performanceof the FA traf�c remainsstable.They alsoshow that the additionof the PA traf�c hasno impact

on the FA traf�c asdemonstratedearlierby our factorialdesignanalysis.

In the caseof PA traf�c delaysand losses,we observe a small performanceinterval at low PA load which

increasesuntil the PA load in the network is twice the FA load. It is interestingto noticethoughthat for high

PA loadsthePA performanceinterval stopsexpanding.ThePA serviceavailability exhibits differentproperties.

Its performanceinterval keepsincreasingas more traf�c is addedto the network while in the best casethe

serviceavailability staysequalto 100%.It re�ects thefact thatevenfor largetraf�c loadtheserviceavailability

canremainhigh as long asthe network availability is high too andthe PA traf�c distribution is homogeneous.

Figure 8 depictsSLAs for the current level of network availability ( ��� �

�  � 

) in the Sprint backbone.The

reportedSLAs arebasedon measuredtraf�c performanceroundedup to the nearestms for delay, the nearest

0.01%for lossandthenearest0.5%for serviceavailability. For eachPA load,we presenttheworstperformance

observedamongthetwo PA traf�c generationstrategies.Basedon theresultpresentedin Figure8 we canextract

SLAs for differentPA loads(examplesaregiven in TableV).We observe that if theamountof addedPA traf�c

PA/FA=1.0 Drop Delay ServiceAvailability

PA SLA 0.04% 10ms 98.5%

FA SLA 0.01% 9ms 100%

PA/FA=2.0 Drop Delay ServiceAvailability

PA SLA 1.05% 23ms 95.5%

FA SLA 0.01% 9ms 100%

TABLE V

SLAS FOR A PA LOAD EQUAL TO THE FA LOAD (LEFT), AND TO TWICE THE FA LOAD (RIGHT)

is 50% of the FA traf�c, then the PA will experiencethe sameSLA as FA traf�c. Moreover, we can add an

amountof PA traf�c equalto the amountof FA traf�c, andstill leavesPA's SLA only marginally degraded.If

morePA is addedbeyondthis amount,thenthePA SLA begins to degrademonotonicallyasthe load increases.

In particular, the sharpdecreasein serviceavailability betweenPA loadsof 3 and 4 indicatesthat we could

at most quadruplethe traf�c load carriedby the Sprint network. Nevertheless,theseresultsare encouraging

for carriers.Dependingon the quality of the degradedservicethey want to sell, they can at leastdoublethe

total traf�c load in their networks. The correspondingincreasein revenueshouldthenbe determinedthrough

marketing studiesand is outsidethe scopeof this work.

VI I . RELATED WORK

QoS is a very proli�c areaof research.A multitude of QoS modelsexist, but to datenonewas successfully

deployed in the Internet.There is a commonbelief that QoS can help manageresourcesat no cost. This is

wrong.QoShasa cost in termsof complexity, managementandnetwork robustness.This is especiallytrue of

statefulschemessuchas Intserv [7]. Schemeswhich are almoststateless,suchas Diffserv [8], seema priori
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bettersuitedfor backbonedeployment.Nevertheless,most of thoseschemesgreatly increasesthe complexity

of edgerouters,while offering no explicit guarantees.

Our servicedifferentiationtechniquedoesnot requirecomplex admissioncontrol schemesor traf�c pro�les. A

simpleonebit markingat the ingressrouteranda strict priority schedulerwith two drop tail queuesareall we

needto provide servicedifferentiationin backbonenetworks.

Backbonenetworks have their own characteristics.Due to the large amount of overprovisioning all users

experiencea very high QoS.It is thusdif�cult to createa Classof Service(CoS)with improvedperformance.

Insteadwe decidedto provide a degradedclassof service.The idea of a degradedservice,thoughnot new

(Internetdrafts[9], [10]), is especiallyappropriatefor backbonenetworks.The �rst Internetdraft [9], describes

a Lower than Best Effort (LBE) Per-Hop Behavior (PHB). The primary goal is to separatethe LBE traf�c

from best-effort traf�c in congestionsituations.LBE packetsare discardedmore aggressively than best-effort

packetsbut neverthelessLBE traf�c is guaranteeda minimal shareof thebandwidth.Our proposalis, however,

closer to the ideaspresentedin the secondInternetdraft. We believe that the creationof a new PHB is not

requiredsinceexisting PHB canbe con�gured to forward packet of the degradedtraf�c only whenthe output

link would otherwisebe idle. Both of theseInternetdraftsarenow expired.

QBoneScavengerService(QBSS)andAlternative BestEffort (ABE) are two otherexamplesof non-elevated

servicesandarecurrentlyunderinvestigationby QBone[11]. QBSSis similar to thePA servicewe investigate

in this paperbut it usesdifferent queuingdisciplines.Introducingthe QBSSwould not allow us to maintain

the SLAs of the currentbackbonetraf�c.

Packet lossesin backbonenetwork arealmostalwaysthe resultof failures[1]. The notion of servicedifferen-

tiation as a function of failureswas �rst proposedin [12]. However, in [12], the two classesof servicewere

protectedat two different layers,one at the WDM layer and one at the IP layer. In this paperwe consider

that both classesare protectedat the IP layer. This re�ects an important reality becausemany carriers�nd

protectionat the optical layer to be too costly. Moreover, we are the �rst to derive quantitative SLAs for a

degradedserviceclassin a commercialbackbone.We arealsothe �rst to introducereal failure patternsin our

analysis.

VI I I . CONCLUSION

In this paperwe introducethe idea of a new classof serviceintendedto be a degradedservicerelative to

the existing serviceoffered by today's Internet.Our solution hasthreemajor advantages;�rst, it reducesthe

amountof unusedbandwidthin the IP backbonethus improving resourceutilization; second,it offers ISPsa

way to increasetheir revenue;andthird, it offersusersa cheaperservicewhich quality is suf�cient for mostnon

real-timeapplications.We show that,by introducinga very simpleschedulingmechanismin backbonerouters,

it is possibleto adda degradedclassof traf�c andstill maintaintheimpressive performanceof thelegacy traf�c.
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Theobjectiveof this work wasto evaluatetheServicelevel Agreementswhich couldbeofferedto thecustomers

of the degradedtraf�c. To do so we carry out large-scalesimulationsthat mimic the topology, traf�c matrices

andfailurepatternsof a commercialIP backbone(i.e., theSprintU.S domesticbackbone).Although,we hadto

make several simpli�cations to make our simulationstractable,we claim that our evaluationis realisticenough

to prove the feasibility of our QoSscheme.

In particular, this work containstwo major innovation in the areaof QoSmanagement:

� This is the�rst time network availability is usedin theevaluationof a QoSschemein a wired environment.

Network availability effectively capturesthe impactof link failureson the network infrastructure.

� We introducea new SLA metric, the serviceavailability, in order to re�ect the ability of a customerto

successfullyuseits network connectivity at any time, independentlyof the destinationend-point.

We demonstratethat when the amountof degradedtraf�c addedto the network is lower than the load of the

legacy traf�c, the level of network availability is the primary factor affecting the degradedservicequality.

However, whenhigherloadsof degradedtraf�c areaddedto the network, the averagelink utilization becomes

the dominantfactor in�uencing the delay and loss performanceof the degradedtraf�c. Yet we noticed,that

acrossall traf�c loadtheserviceavailability metric remainsmainly affectedby the level of network availability.

The distribution of the degradedtraf�c acrossthe links was shown to have a limited impact on its overall

performance.

To conclude,our resultsdemonstratethat it is possibleto doublethe utilization of the network resourcesand

still guaranteefairly high performanceto the customersof the degradedservice.In the context of a non-real

time traf�c suchasweb or peer-to-peer, carrierscaneven expectto triple or quadruplethe existing traf�c load

dependingon the level of network availability in their backbones.

Thecurrentevaluationenvironmenthassomelimitation, mostlydueto thesimulationsetting.A statisticalmodel

of resourcefailuresin IP backboneis mandatoryto provide a more accurateestimateof the degradedtraf�c

performanceand to re�ne the notion of network availability. In addition, the de�nition of serviceavailability

could be adjustedto target the needsof speci�c applicationswhich are likely to generatea large shareof the

degradedtraf�c load. Thesesubjectswill form the basisof future work.
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