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Abstract

Numerousapproachesase beenproposedo manageQuality of Servicein the Internet.However, up to now
none of them was successfullydeplg/ed in a commerciallP backbone mostly becauseof their compleity. In
this paper we take adwantageof the excessnetwork bandwidthto offer a degradedclassof trafc. We identify
andanalyzetheimpactof link failureson sucha serviceandshav thatundercertaincircumstanceshey provide
the mainvectorto servicedifferentiation.We simulateour QoSschemeon areal IP backbonenetwork andderive
ServicelLevel Agreementdor the new degradedservice.We nd that by addinga degradedclassof trafc in
the network, we can at leastdoublethe link utilization with no impacton the currentbackbonetrafc.

I. INTRODUCTION

Although link failures occur everydayin backbonenetworks [1], providers are able to guaranteémpressie
traf c performanceat the price of signi cant overdimensioningln otherwords,enoughsparebandwidthmust
be madeavailable to reroutethe trafc without degradationof performancein caseof link failures.In the
absenceof failure, the excessbandwidthis unusedand the averageresourceutilization is low. This wasteis a
major concernfor providerswho are alwayslooking for nev waysto maximizethe returnon investmentrom
their network infrastructure.The target of this work is to provide a meanto increasethe network trafc load
without ary penaltyon the currentbackbonegrafc (denotedby legag traf c). The problemis nontrivial since

simply scalingthe amountof the legagy traf ¢ would resultin performancedegradation.

We proposeto take advantageof the unusedbandwidthto offer a degradedclassof service.The legagy trafc
remainssened with anabsolutepriority. Degradedtraf ¢ is addedif bandwidthis available,in sucha way that
it doesnot affect the performanceof the legag trafc. Its performancewill thusbe very sensitve to the total
link load andto link failures.More speci cally, if thereis no link failure andif the links are not overloaded
(which translatesn a link utilization below [2]), the performanceof the two traf ¢ classeshouldbe very
similar. Instead,in the event of a link failure, the degradedserviceis dropped,if necessarto accommodate
the legag traf ¢ that cannotsuffer from network outagesAs a consequencéhe degradedservicecan endure

severedisruptionto protectthe legag trafc.
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The contribution of this work are threefold:

1) Thisis the rst time theimpactof link failuresis takeninto consideratiorin the de nition andevaluation
of a QoS schemein backbonenetworks.

2) We analyzeby simulation the performanceof the degradedservicefor a real IP backbonenetwork
topology

3) We identify andde ne a newv SLA metric, serviceavailability, in orderto capturethe serviceuptime as

perceved by the users.

In today's backbonenetworks, failuresare a potentialcauseof congestiorandpacletlossesandarethusa main
problemin maintaininghigh quality servicesTherefore failure eventsshouldbe includedin ary studyrelative
to the deploymentof a QoS schemein IP networks. We de ne the networkavailability to be the percentage
of the total network bandwidthavailable to route the traf c. When averagedover time, network availability
effectively re ects the frequeny andimpactof failuresin a given network. We performa thoroughanalysisof
therelative performanceof thetwo trafc classedasedon realisticfailure patternsWe obsene thatif the total
traf ¢ remainsunder80% of the link capacityin the no failure state,the differenceof performancebetween

the two classesf serviceis mainly explainedin termsof network availability.

Despitethe multitude of existing QoS models,nonewas successfullydeployed in the Internet. It is too easy
to blamethe conseratism of network engineersln fact mostof the proposedschemesnvolve a signi cant
increasein compleity while providing no explicit, or dif cult to enforce,end-to-endguaranteesln response
to theseissuespur two-classschemes solely basedon local, and very simple decisions We run an extensive
setof ns-2simulationsusingthe Sprintdomestichackboneopologyandits obsenedfailure patternsWe study
the rangeof ServiceLevel Agreementsthat can be offeredto the degradedclassof trafc. We introducea
new SLA metric namedserviceavailability. We de ne serviceavailability asthe fraction of time the service
is available to a customer In failure prone ervironment, paclet loss and delay may reachlevel where most
applicationsare unableto function properly In suchcaseswe considerthe serviceto be unavailable to the
customer We believe that serviceavailability is an importantparameteiin the quality of a serviceperceved

by the user and shouldthusbe includedin the SLAs.

The degradedclassof traf ¢ proposedn this work is in line with the stratgy of somelSPsthatrecentlystarted
to provide a“no SLA” service(eventhoughthis serviceis not proposedn conjunctionwith a high quality class
of traf ¢).W e alsobelieve thatour solutionis of specialinterestfor networks with very volatile bandwidthsuch
aswirelessnetworks. In suchernvironments,it might be dif cult to predictwhat resourcewill be available at
thetime it is neededanda very simple QoS mechanisnthat providesabsolutepriority to a subsetof thetrafc
may ultimately be the only feasibleapproachHowever, we chooseto validate our approachon the Sprint IP
backbonenetwork that represents more complex and demandingernvironmentin termsof traf ¢ performance

and network availability.
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The reminderof the paperis organizedas follows. Sectionll de nes the two classesof serviceand discuss
implementatiorrelatedissues.n Sectionlll, we introduceimportantcharacteristicef IP backbonesncluding
currentnetwork engineeringpracticesandrecentdataon failure patternsSectionlV explainstherole of Service
Level Agreementsn commercialnetworks andprovide an enhancedle nition. In SectionV andVI we present

experimentalsettingsand results.We discussrelatedwork and concludein SectionVIl andVIII respectiely.

Il. SERVICE DEFINITION AND IMPLEMENTATION

We now give an overview of the two serviceclassesand discussimplementatiorrelatedissues.

A. Legacy Service:Fully Available (FA)

The Fully Availabletrafc correspondso the existing traf ¢ in backbonenetworks. Its performancds de ned

by traf c engineeringules.Only unlikely eventscould visibly affectits performanceThe network is designed
in suchaway thatthe FA serviceis available99.999%of thetime, end-to-endielaysarecloseto the propagation
delaysandlossarebelov 0.3%. FA trafc is currentlythe default serviceavailable on major Tier-1 backbone

networks.

B. DegradedService:Partially Available (PA)

The Partially Available (or degraded)traf ¢ is designedo have no impacton the existing trafc. PA is a low
priority traf ¢ thatrunsexclusively on the bandwidthunusedy the FA trafc. PA traf c doesnotaffect network
engineeringrules. The performanceof the PA trafc will thus dependon the network trafc load and on the
occurrenceof failures. As a consequencethe PA service can occasionallybecomeunavailable to its users.
Introducingthe PA trafc in backbonenetworks will allow carriersto reducethe amountof unusedbandwidth

while providing a cheapeiserviceto their customers.

C. Implementatiorissues

One of the main concernsis that the QoS schemeproposedmust be easyto deplogy in a backbonenetwork.

Our goalis not to derive a new schedulingpolicy but insteadto introducea simple (possiblyalreadyavailable)

scheduleiin network routers,andto evaluatethe resultingtrafc performance.

To satisfy the FA trafc requirementswe isolate the two classesof trafc in two separatequeues.The FA

gueuehas an absolutepriority over the PA queue.Note that giving a strict priority to the FA trafc may

lead to stanation of the PA trafc. This is part of the PA servicede nition. In practice however, the link

overprovisioningis suchthat we will seldomobsene a completestanation of the PA trafc.

This schemeconformsto strict priority schedulingwith two drop tail queueslit canbeimplementedn mostof

the currentroutersanddoesnotimply modi cation in theroutinginfrastructureThe only additionalrequirement
is that the two classesof trafc needsto beidenti ed by a single bit marking in the IP headerIn particular

this QoS schemedoesnot requiresignaling,known to accountfor mostof the compleity in QoSarchitectures.
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I1l. BACKBONES:. DESIGN AND ENGINEERING PRINCIPLES

To users backbonenetworks appearasa black box delivering high quality service.However, to understandhe
rationalesbehindthe proposedQoS schemeand to measurethe impact of sucha schemejt is necessaryo

understandsomebackbonedesignand engineeringpractices.

A. NetworkTopology

Fig. 1. Simpli ed view of the Sprint U.S IP domesticbackbone(circles represenPoPs)

At the logical level, a backbonenetwork can be representeds a graphwhoseverticesare Point-of-Presence
(PoPs)and edgesareinter-PoP links (Figure1).

A PoPis a collectionof accessandcorerouterscollocatedin the samesite. Clientsconnectto the network via
accesgouters,which arein turn connectedo at leasttwo core routers.The numberof core routersper PoP
canvary. However, coreroutersare typically highly meshedwith eachothet

A pair of neighboringPoPsis connectedoy multiple, high capacitylinks (OC-48 and OC-192);eachof these
parallellinks initiatesandterminateson differentbackboneouters(Figure2(a)). Having numerougarallelinter-
PoPlinks betweentwo given PoPsincreaseghe robustnessof the network. It alsoincreaseghe opportunities

for load balancing.

B. NetworkEngineering

Today the majority of large backbonesuse P over DWDM technology SONET protectionhasbeenremoved
becaus®f its high cost,althoughSONETframingis keptfor failure detectiornpurposeProtectionandrestoration
arethus provided at the IP layer only.

Link stateprotocolssuchas OSPFor IS-IS are usedfor intra-domainrouting. When a link fails, the trafc
is reroutedon the path with the smallestweight sum. In networks with multiple parallel inter-PoP links we

differentiatebetweentwo typesof reroutingevents:
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Inter-PoP links

(a) 2 PoPs(with 3 coreroutereach),interconnected (b) Single-hopreroutingin caseof partial fail-
by 3 interPoPlinks ure (1 link down). The numbersattachedo the

links are IS-IS weights

Fig. 2. 2-PoPtopology

Single-hoprerouting The trafc of the failed link is load balancedon the remaininglinks (Figure
2(b)).Theresultis animplicit link protectionschemesimilarin conceptto a protectionschemeat the
optical level. Single-hoprerouting,is possibleif the parallelinter-PoPlinks have equalweights(in Figure
2(b) the threeinter-PoPlinks have an IS-IS weight of 25 while the intra-PoPlinks have an IS-IS weight
of 1) and enoughexcessbandwidthto supportthe reroutedtrafc. The main adwvantageof single-hop
reroutingis to limit the geographicaimpactof failuresandthusthe additionalpropagatiordelayincurred
by the reroutedtrafc. Note however that single-hopreroutingis not signi cantly fasterthan multi-hop
rerouting[1].

Multi-hop rerouting. The traf ¢ is reroutedthroughan additionalPoP Multi-hop reroutingonly happens
whenall links betweentwo PoPsfail at the sametime (eg: if all the links betweenSanJoseand Anaheim

fail, the trafc is reroutedthroughRelayDC,Atlanta and Fort Worth).

We include both typesof reroutingeventsin our simulations.

C. Failuresin BadkboneNetworks

To the bestof our knowledgea completecharacterizatiorof failuresin backbonenetworks is not available.
However somepreliminary results,basedon monitoring datafrom the Sprint network, were presentedn [1].

We summarizetheir ndings below.

Failure duration and causes

20% of theinter-PoPlink failureslastlongerthan10 minutes.Possiblecausesre ber cuts,equipment

failuresand/orlink upgrades.

30% of the failureslastbetweenl and 10 minutes.Likely causesncluderouterrebootsand software

problems.

50% of the failureslast lessthan 1 minute. Thesefailures could be the result of oscillatory effects

when a router mistalenly considersthe adjacenyg to be down or could be due to optical equipment.
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The meantime betweersuccessivéailure eventsis of the orderof 30 minutes.
The failure distribution acrossthe links is far from uniform. Somelinks hardly fail while three links
accountfor 25% of the failures.
Failures can be strongly correlated Dependingon the mappingof the logical topology on the optical
topology a single ber cut may bring down several logical links. Failures of logical links mappedon
disjoint ber pathare,on the otherhand,closeto beingindependent.
The knowledgeof failure characteristicss animportantsteptoward a model of failure in backbonenetworks.
It is also mandatoryto provide realistic evaluationsof QoS models.
Link failuresoccur everydayin backbonenetwork. However their impact on trafc performancecan greatly
vary. In the remainingof this work we male a distinction betweenpartial and completefailures.A failure is
completewhenall the links betweentwo PoPsfail simultaneouslyA failure is consideredas partial if only a
subsetof the parallelinter-PoPlinks fail at the sametime. We expectcompletefailuresto inducemore severe
trafc perturbation,sincethey imply reroutingof the trafc throughone or more additional PoPs.Complete
failuresare also more costly in termsof resourceusage.Note that the Sprint backboneis designedn sucha
way that the probability of a completefailure is very low [3]. We usetheseobsenationsto modelthe failures

we considerin our evaluationof the degradedtraf c performance.

IV. SERVICE LEVEL AGREEMENTS

A ServicelLevel Agreement(SLA) speci es a contractualservicetarget betweena provider and its customer
and spellsout penaltiesfor non compliance.The tradeof betweenthe SLA andthe servicepricing is often a

signi cant factorin the succes®of an offeredservice.

A. SLAsin commecial networks

The SLAs offeredby Tier-1 provider typically include paclet loss, paclet delay and port availability. The rst

two metricsare computednetwork wide andusually averagedover a one monthperiod. The loss metric reports
the averagepercentagef pacletlostin atransmissiorwhile the delaymetric (or lateng) reportsthe round-trip
transmissiortime averagedover all PoPpairsin the ISP backbonenetwork. Contraryto the other SLA metrics,
port availability doesnot capturethe performanceof the trafc inside the backbone Instead,port availability
measureshe fraction of time a customers physicalconnectvity to the ISP's network is up. Note thatthe notion

of port availability may differ betweenproviders.

Table | reportsSLA valuesinside the continentalUSA for someTier-1 providers. For comparisonpurposes,
Tablell presentshe actualmeasuredrafc performancdor the SprintU.S domestichackbonePortavailability

cannotbe includedasit is measureger customerWe obsene no SLA violation during the obsenation period
(the secondhalf of year2002).

B. SLA: enhancedle nition

For the purposeof this work we slightly modify the SLA metric de nition. Our aim is to bettercapturethe

local behavior of eachclassof trafc andto provide a network wide counterparto port availability. To make
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AT&T | C&W | Genuity | Sprint | UUNET
Lateny 60ms | 50ms | 55ms 55ms | 55ms
Loss 0.7% 0.5% | 0.5% 0.3% 0.5%
Port Availability | 95% 99.97 | 99.97% | 99.9% | 100.0%

TABLE |

INTRA-US SLASL: PACKET LOSS AND LATENCY METRIC (DECEMBER 2002)

July Aug Sept Oct Nov Dec
Lateny | 45.68ms| 46.36ms| 46.76ms| 46.76ms | 47.08ms| 47.68ms
Loss 0.01% 0.06% 0.06% 0.01% 0.00% 0.00%

TABLE I

SPRINT MEASURED PERFORMANCE FOR THE LAST SIX MONTHS OF YEAR 2002

the numberof simulationsmanageablewe reducethe SLA computationperiod to 10 days rather than the
corventionalone month. However, we usea measuremergranularityof one minutewhich is muchlower than
the one usedin commercialnetworks. As a result the numberof samplesaveragedto computeour SLA is
greaterthanfor a commercialSLA despitethe shorterSLA computationperiod. We now provide a high-level
de nition of our three SLA metrics:

Packet loss the loss rate averagedover all inter-PoPlinks.

Packet delay. the paclet delaysaveragedover all inter-PoPlinks.

Serviceavailability: the fraction of time the serviceis available. The serviceis availableif the following

conditionsare veri ed:

— All possiblesource-destinatiopairs are connectedy at leastoneroute.
— Notraf ¢ transmissiorexperiencegersisten{10 consecutie minutesor more)high (above 50%)loss

rates.

At this point of the paperit is not possibleto provide a more detaileddescriptionof the SLA metrics,since
their computationis closelyrelatedto the simulationervironment.The exact methodologyusedto computethe

value of eachSLA metric will be explainedin SectionVI.B.

We believe thatthesethreemetricscaptureaccuratelithe performancef a servicewhile beingeasietto compute
than their commercialequialent. In particular we considerserviceavailability to be a good measureof the

servicequality as perceved by the userandthusa valuableadditionto the SLA metrics.

Lhttp://ipnetvork.bgtmo.ipattnetéverages.html, http://sla.cunet/sla/Helgsp, http://netperformancgenuty.com/our@ta.htm,
http:/iwwwsprintbiz.com/bsiness/nigvork/slas.html, http://mwwworldcom.com/globaibouthetwork/latency/
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V. CAPTURING CARRIER BACKBONES

The target of this work is to derive quantitatve SLAs for the degradedservice.To do so we perform ns-2
simulationson the Sprint U.S. backbonetopology Performingrealistic simulationson a backbonenetwork is
a challenge.The generationof trafc matricesand failure patterns,are two researchtopics by themseles.
Our approachwas thus to use known models or available monitoring data. In addition, we had to make
several assumptiongo make the simulationscomputationallytractable.We provide hereaftera pragmaticand

experimentaljusti cation of theseassumptionsnd showv that they do not impactour obsenations.

A. Topolagy

To analyzethe degradedservice SLA, we use the exact topology of the IP Sprint domesticbackbone(not

shawvn herefor con dentiality issues)For eachof the 91 inter-PoPlinks, we specifythe propagatiordelay the

bandwidthandthe IS-IS weight. The intra-PoPtopology s fully meshedn all the PoPs.

The typical bandwidthof inter-PoP links in backbonenetworks is 2.5 or 10 Gb/s. To reducethe simulation
compl«ity we setthe bandwidthof inter-PoP links to 10Mb/s. Sucha hugereductionof the link capacities
might appearto be a rather severe simpli cation. However, we expect the two classesof trafc to reactin

similar ways. SectionV.D shows that the relative performanceof FA andPA trafc areindeedmaintained.

B. Trafc

It is not possibletodayto obtainan exactPoP-to-PoRraf c matrix for an ISP backbonevia directmeasurement,
andtechniquesor inferring traf c matricesarestill underdevelopmentSomerecentstudieg4] have shavn the
gravity modelscan capturereasonablywell propertiesof PoP-to-PoPo w volumes.The basicideabehindthe
gravity modelsis thatthe o w betweena pair of PoPsis proportionalto the productof two factors,onewhich
is a metric of the ingressnodeand one a metric of the egressnode. Thesemetricsshouldcapturekey features
of the total volume o wing from a PoPinto (or out of) the backboneof the ISP We generatedan FA trafc
matrix accordingto theseprincipalsand checled that the resultinglink loadsmatchedactual Sprint backbone
link loadscloselyon mostlinks. Using the FA traf c matrix we then createapproximately900 routerto-router
data o ws.

We madean attemptto run the simulationson the Sprintnetwork with TCP traf ¢ but the requirementsn terms
of memoryandtime exceededthe capacityof our simulation platform. Therefore,the simulationspresented
in this paperuse UDP constantratetrafc with exponentiallydistributed On and Off periods.The resultsfor
the 2-PoPtopology (SectionV.D) show thatthe UDP performanceprovide an appropriatdower boundfor the
performanceof TCP trafc. In addition, UDP offers a simpleandcorvenientway to look at serviceavailability

asit doesnot adaptits sendingratein caseof network congestion.

C. Failure scenario

As we explainedearlier a probabilisticmodel of failure in backbonenetworks is not yet available. Therefore,
we decidedto replay failure sequencess they appearin the Sprint backbonein an attemptto reproducethe

failure characteristicobsenred in Sectionlll.C. Figure 3 shaws the distribution of link failuresin the Sprint
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network betweenDecember2001 and March 2002. We use a 10-day period from February  to February

Failures = 10min
90 T T T T T T T T
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7o+ . . TN N L. Lo i
60" loo. ’ . L

505 ¢

Inter-POP link ID

10-, . - . o o RE Y PN B
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Date (mm/dd)

Fig. 3. Failuredistribution in the Sprint network. Eachdot correspondso a link failure lastingat least10 minutes.The two vertical lines

indicatethe 10-dayperiod selectedo run our simulations.

to run our simulations.This time interval waschosernbecausét is representatie of an heavily perturbated
period.
We isolate eachfailure event by groupingsimultaneousequallength, failurestogether this leadsto 15 multi-
link failure events.Figure 4 shows the length of the failure and the numberof links involved in eachof the
failure event. Up to 12 links can fail simultaneouslyand the longestfailure event lastedfor 8 hours. Half
of the failure eventsinclude at leastone PoP pair that experiencesa completefailure (and as a consequence

multi-hop reroutingof the traf c). Basedon the failure eventswe constructour failure scenarioWe de ne a

Number of inter-POP links down
Length of the failure events (in hours)

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Failure event ID Failure event ID

Fig. 4. Individual failure eventincludedin the SLA computation

failure scenaricasa sequencef failure eventsseparatedby time intervals wherethe network is not in a failure
state.The failure scenariousedto run our simulationcorrespondso a 10-daysnapshobf the network, with a
total cumulatie failure eventtime of approximately2 days.

We madetwo minor assumptiongelative to the failure patterns.First we do not considerintra-PoPfailures.
The main reasonis that intra-PoPlink failures have a much smallerimpact on trafc since core routersare
fully meshed.Second,we only replicatefailure eventsthat last more than 10 minutes.Even if thosefailure

eventsrepresenbnly a minority of the total numberof failures,they are the onesthat signi cantly affect the
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traf c performancesandasa consequencéhe SLA of the degradedclassof traf c.

D. Proof of conceptand validation of assumptions

We usethe 2-PoPtopologyshavn in Figure2 to validateour assumptionsind provide aninitial intuition of the
PA performanceThe threeinter-PoPlinks have a 10 ms propagationdelay and a bandwidthof either 10Mb/s
(the link bandwidthchosenfor our simulationson the Sprint network) or 2Gb/s(  OC-48).All the inter-PoP
links have the samelS-IS weight. When a link fails, the trafc is thusload balancedon the remaininglinks.
The queuesize is set equalto the bandwidth-delayproductof the link. Eachrouterin PoRA (seeFigure 2)
generateshe sametotal amountof trafc. The FA trafc loadis x ed andoccupiesapproximately27% of the
link bandwidthin the no-failure case.The amountof FA trafc generatedvaschosento yield a 80% FA link
utilization in the most severe failure event (i.e., whentwo inter-PoPlinks are down). The PA trafc is added
progressiely until we reacha link utilization closeto 100%. The paclet sizeis setto 500 bytesfor both UDP
and TCP traf c.

1) Geneal observations:The goal of the 2-PoPtopologyis not to provide quantitatve trafc performanceas
it could be very differenton a large network, but to verify that the two classef trafc behae as expected.
First, we noticethat FA trafc is not affectedby the additionof the PA trafc (asshawvn by the at curvesof
Figure5(a)). As a direct consequencehe FA servicewill have the sameSLA asthe currentbackbonerafc.
Secondwe obsene thataftera shortandsharpincreasehe PA delaystabilizes(seeone-failure curvesin Figure
5(b)). At this point the PA traf ¢ occupiesall the bandwidthunusedby the FA trafc, i.e., thelink utilization
is 100%. Its performanceare thendictatedonly by the amountof sparebandwidthunusedby FA trafc (60%
in the one-failure caseand 20% in the two-failure case).In generalthe PA performancewill thusdependon
the total traf ¢ load (FA load and PA load), and on the quantity of failures.Indeed,Figure 5(d) clearly shovs
that, aslong asthereis no failure and the link utilization remainsunder80%, the two classesf trafc have
very similar performance.

2) Experimentaljusti cation of our assumptions:

UDP performanceprovidesa lower boundto TCP performance Figures5(a), 5(b) and 5(c) comparepaclet
delay andpaclet loss performanceor UDP and TCP trafc. Thelink bandwidthis setto 10Mb/s.We did not
reportthe paclet loss metric for the FA traf ¢ sinceits valueis null by design.The curvesof Figure5(a) and
5(b) show that delaysfor UDP trafc areonly slightly higherthandelaysfor TCP traf c andfollow the same
trend. UDP delaysthus provide a good approximationof TCP delay performance However, the PA paclet
lossesfor UDP trafc are substantiallylarger than the correspondingl CP loss rates.Contraryto TCE, UDP
doesnot adaptits sendingrate to the amountof congestionin the network. A high level of UDP loss thus
re ects a poor availability of the service.Although our decisionto use UDP traf ¢ for our simulationson the
Sprint network was mainly motivatedby compleity considerationgor large-scalenetwork simulations,UDP
lossrate happendo be a corvenientmetric to measurenetwork availability.

Simulatedlink bandwidthhas a limited impact. Figure 5(d) shaws the delay performanceof the PA and FA
serviceon links of 10 Mb/s and 2Gb/scapacity The trafc type is UDP andthe threeinter-PoPlinks are up.

We obsene thatthe traf ¢ performanceon the differentbandwidthlinks are very closeto eachotherandthat
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Fig. 5. Experimentalresultson 2-PoPtopology

the relative performanceof the FA and PA serviceare indeedmaintained.Note however, that queuingdelays
tend to be slightly lower on high bandwidthlinks. This is due essentiallyto transmissiondelay and will be

neglectedin the remainingof the study

VI. EXPERIMENTAL DESIGN AND RESULTS

Experimentaldesignis an areaof statisticsusedto maximizethe informationgain obtainedfrom a nite setof
simulationsand to provide an accurateanalysisof the simulationresults.In statisticaldesignof experiments,
the outcomeof an experimentis called the responsevariable, the parameterdhat affect the responsevariable
are called factors and the value that the factor can take levels In this sectionwe rst presentthe different
factorsstudied.We brie y explain how the responsevariableis computedfrom the simulationoutput. Finally,
we analyzethe effect of factorsand combinationof factorson the responsevariableand discussSLA for the

degradedclassof traf c.
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A. Factors evaluated

We identify threeimportantfactorswhich could potentially affect the performanceof the degradedtrafc.

1) The PA trafc genemtion strategy: In orderto considera variety of demandscenariosfor the degraded

trafc classwe have chosentwo differentstratgyiesto generatethe PA traf c:

PA-fraction The PA trafc matrix is a fraction of the FA trafc matrix. The justi cation for this approach
is simply thatthe demandfor the new trafc classis likely to be proportionalto the existing demand(this
is alsoin agreemenwith the gravity model[4]). The PA-fraction generatiorstratgy may; however, yield
poor PA trafc performancesincelinks with an alreadyhigh utilization receie the largestPA trafc load.
Non-uniformity in the traf ¢ distribution acrossthe links will thusbe ampli ed ratherthan attenuated.
PA-optimal This stratey is meantto reproducean 'optimal' placemenbf the PA trafc. We computethe
PA trafc matrix to yield an equallink utilization on all inte-PoP links. If the utilization of FA trafc
aloneon a link is alreadylarger than the target averageutilization, we do not addary PA trafc on the
link. Although sucha distribution of the PA trafc is unlikely to arisein reality, it representshe bestcase

andthusallows us to assesshe bestpossibleSLA this trafc classcould receve.

2) ThePAload: Themaingoalof this studyis to determinehow muchPA trafc canbe addedto the network
beforetoo much degradationin the SLA occurs.The FA load in the network is constantand is determined
by the FA trafc matrix. The averageFA link utilization (i.e the total FA load divided by the sum of the link
capacities)is approximatelyl16%. The PA traf ¢ load is variableandis addedas a multiple of the FA trafc
load in the network. In the contet of this work we run simulationfor PA load equalsto up to four timesthe

FA load. This correspondg¢o an averagelink utilization between16% and 80%.

3) Networkavailability: To take into accountthe variation of failure ratesin backbonenetwork, we derive
the SLAs for differentlevels of networkavailability, . We de ne network availability asthe percentageof
the total bandwidthavailable to carry the backbonetraf c. Network availability is averagedover time.

corresponddo a network where all the links are always down and corresponddo a network which
is never subjectto ary failure. For the 10-dayfailure scenariodescribedin SectionV.C we can computethe

network availability asfollows:

where the length of the failure event (as reportedby Figure 4), s the time spentin the no-failure
stateand  the percentageof links up during the failure event. The actuallevel of network availability
in the Sprint network is 0.99. We vary the network availability by scaling the time spentin failure events
(, ), versusthe time spentin the no failure-state( ) andwere thus able to run simulationsfor

( =0.95 correspondgo , i.e., the Sprint network is permanentlyin one of the failure
state).
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B. Computationof the responsevariable

We are interestedin multiple responsevariables,namelythe paclet loss ( ), the paclet delay ( ) andthe
availability ( ) of a service.As we have seenpreviously we cangroupthosethree metricstogetherunder
the notion of SLA. To computethe responsevariableswe simulateeachof the 15 multi-link failure eventsand
recordthe averageperformanceof the two classesf trafc. The simulationtime is 1min per failure event. It
was not necessaryo run the simulationslongersincethe performancebecomestableafter a coupleof seconds.
The simulation output for the  failure event can be describedas the tuple . We calculate
a responsevariable by performinga weightedaverageof the metric of interestobsened during eachfailure

event:

For eachpossiblecombinationof factorlevels we thusrun a setof 16 simulations(15 multi-link failure events
+ the no failure case)and computethe resulting SLA asthe tuple roundedup with a suitable

granularity

C. Impactof the different factors on the responsevariable

We now apply the experimentaldesignmethodologyto studythe impactof eachfactor and eachcombination
of factors,on the responsevariables,andto identify factorswith the highestin uence onthetrafc SLAs. The
importanceof eachfactor, is measuredy the proportionof the total variationin the responsehatis explained
by the factor Several typesof experimentaldesignare available,we usethe very popular  factorial design
[5], [6]. A  factorialdesignis usedto determinethe effect of factorseachof which have two alternatves
or levels. In our experiment andthe two level selectedare the maximumand the minimum valuesfor
eachof the factor (exceptin the caseof the PA generationstratgly wherethereis only two possiblevalues).
To make our analysismore precisewe performtwo distinct  factorial designs.In the rst factorial design,
we assumehat the amountof PA trafc addedto the network is lower thanthe currentFA trafc load (i.e PA
load level ). In the secondone, we relax this assumptiorandmove to PA load . We will seelater that
for PA load we are no longer ableto guaranteesimilar performanceo FA andPA trafc evenin the no
failure case.

1) Network availability basedservice differentiation: Table Ill summarizesthe impact of eachfactor and
combinationof factorson the differentSLA metrics(valuesunder1% are omitted). For example,the rst cell
of the tabletells usthatthe PA loadis responsibldor 4.3% of the variationin the PA lossperformanceTable
Il only considersPA load . Resultsin terms of FA serviceavailability are unde ned sincethereis no
variationin the responsed(i.e. the FA serviceavailability is uniformly equalto 100% acrossall factor levels).
Theresultof the  factorialdesignshavs thatat low PA trafc load the network availability accountdor the
major variationin thetrafc performanceSincethe two classe®f servicehave initially the sameperformance

we canthusconcludethat, for PA load |, the differenceof performancebetweernthe FA andPA servicewill

Sprint ATL, February2003 DRAFT



14

PA loss | FA loss | PA delay | FA delay | PA service | FA service
availability | availability
PA load (Ld) 4.3% 17.4% NaN
Network 71.1% 98.4% 17.6% 99.5% 100.0% NaN
Availability (NAv)
PA generation 5.9% 12.2% NaN
Stratgy (St)
Ld,NAv 4.3% 14.7% NaN
Ld,St 4.2% 13.0% NaN
NAv, St 5.9% 13.5% NaN
Ld,NAv,St 4.2% 11.7% NaN
Ld+NAv+St 81.3% 99.2% 47.1831% | 99.8% 100.0% NaN
TABLE I

IMPACT OF EACH FACTOR FOR PA LOAD UNDER 1 (VALUES UNDER 1% ARE OMITTED, NAN STANDS FOR NOT A NUMBER).

be essentiallya function of the frequeng of failuresin the network. Notice thoughthat PA delay are sensitve
to all factorsand combinationof factors.
2) Link load as a main factor in service differentiation: Table IV reportsthe impact of each factor and

combinationof factorson the differentSLA metricsfor PA load . At high traf c load,the PA loadbecomes

PA loss | FA loss | PA delay | FA delay | PA service | FA service
availability | availability
PA load (Ld) 52.6% 63.7% NaN
Network 22.6% | 98.9% | 18.9% 99.7% 68.2% NaN
Availability (NAv)
PA generation 18.3% 16.5% 15.8% NaN
Stratgy (St)
Ld,NAv 1.8% NaN
Ld,St 4.0% NaN
NAv,St 15.8% NaN
Ld,NAv,St NaN
Ld+NAv+St 93.4% 99.4% 99.0% 99.9% 84.1% NaN
TABLE IV

IMPACT OF EACH FACTOR FOR PA LOAD ABOVE 1.

thedominantfactoraffectingthe delayandlossof the PA traf c. However, theFA traf c remainsonly in uenced
by the level of network availability, the PA generationstratgy and the amountof PA trafc in the network
have not impacton its performanceThis con rms the immunity of the legag/ trafc SLA to the adjunction
of the degradedtrafc in the Sprint network. Table IV also shows that, contrary to other PA performance

metrics,the PA serviceavailability is mainly affectedby the network availability. We concludethat even for
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large PA loadsthe serviceavailability could remainhigh aslong asthereare few failuresin the network (i.e.
the network availability is high). Yet, in the event of failures,PA customersshouldexpecta severe reduction
in the availability of their service.Finally, we obsene that contraryto low PA loadsthe interactionsbetween
the differentfactorsare small and canthus be neglected.

3) Discussion- Implication of the results: Figure 6 illustratesthe resultsof the  factorial designsin terms

of network availability. For PA delay and PA losses(Figure 6(a) and 6(b)) we obsene essentiallya vertical
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Fig. 6. Impactof the network availability on the differentSLA parametersThreesetsof cunes,for low, mediumandhigh PA load. The
PA-fraction generatiorstratgy wasusedand FA trafc performanceare shavn for reference.

translationof the performancecurvesasadditionalPA load is addedto the network. On the otherhand,for the
PA serviceavailability (Figure 6(c)) we mainly notice an increasednclination of the curveswhenthe average
link utilization becomeshigher The “translation” phenomenorre ects the impact of the PA load on the PA
performancewhile the “inclination” or the slopeof the curves shaws the in uence of the network availability
factor As expected,the impact of the network availability on the delay and loss rate is signi cant, but still
acceptableby most non interactive applications.However, serviceavailability seemsto suffer severely from
a reducednetwork availability. A PA serviceavailability of 100% candrop to lessthan 50% whenwe move
from a network availability of 100% to 95%. This resultis surprisingand limits the applicability of the PA
service.Letsillustratetheseresultstargeting a serviceavailable 75% of the time (thatwould correspondo the
servicebeing unavailable during peakhoursandin caseof major failure events).An InternetServiceProvider
(ISP) could simply doubleits resourceutilization (PA load equalto FA load) and systematicallymatchabove
90% serviceavailability with very little delay and loss degradation.If the resourceutilization is tripled (i.e.,
PA load of two) the serviceavailability remainsabove the 75% thresholdat the expenseof higherpacletlosses
anddelays.On the otherhand,a PA trafc load of threewould only allow a serviceavailability of 75% for a
network availability abore 98% (which is belav the currentnetwork availability in the Sprint backbone).
Therefore,our degradedclassof serviceseemdo allow a visible servicedifferentiationat the costof marginal
additionalcompleity in backbonerouters.Furthermore serviceavailability appeargo provide a naturaldis-
tinction betweenthe FA and PA servicesquality andis likely to limit the introductionof the degradedtrafc

in a failure proneervironment.
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D. Analysisof the SLAfor the degradedclassof service

To concludeour analysiswe exhibit upperandlower “bounds”on the degradedtraf ¢ performanceandpresent
SLAs for the currentlevel of network availability in the Sprintnetwork. Pleasenotethatwe do notintendto use
theterm“bound” in its mathematicabenseThe boundsprovidedin this sectionwerefound by simulationsand

represent favorablerespectrely an unfavorablesettingfor the introductionof degradedtrafc in the network.

Figures7(a), 7(b) and7(c) shav performancentervalsfor paclet delay paclet lossandserviceavailability, asa
functionof the PA load addedto the network. To computethe lower boundwe measuredhetrafc performance
underthe PA-fraction generationstratgy and a network availability of 95%. The upperboundcorrespondgo
the trafc performanceobsened when we setthe trafc generationstratgly to PA-optimal and the network

availability to the level of 100%.

(a) Averagepaclet delay( ) (b) Averagepaclet loss( ) (c) Serviceavailability ( )

Fig. 7. Performancentenal for the FA and PA classof trafc. Two extreme casesare shavn: 1) The PA-fraction generationstratgy
combinedwith a network availability of 95%; 2) THe PA-optimal generatiorstratgy with a network availability of 100%

8
507 | —e= PA traffic SLA M : -
N —o— PA traffic SLA
7 8 08
Th
e’ g 2
< = £
2% =5 206
3 g K
230 24 z
< 2 8
225 53 204
o o 8
o <) 0
H 20 g2
=
5 g 0.2/ [ —e= PA traffic SLA
g»l ‘v~ FA traffic SLA
10‘" N = Y ¥ ¥ )4 v v A
0(16%) 1(32%) 2(48%) 3(64%) 4(80%) 0(16%) 1(32%) 2(48%) 3(64%) 4(80%) 0(?6%) 1(32%) 2(48%) 3(64%) 4(80%
PA load as a fraction of the FA load (Average link utilization) PA load as a fraction of the FA load (Average link utilization) PA load as a fraction of the FA load (Average link utilization)
(a) Averagepaclet delay( ) (b) Averagepaclet loss( ) (c) Serviceavailability ( )
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The tight boundson the FA trafc performanceare a good indication that the Sprint network is carefully
provisionedto supportthe currentbackbonetrafc. They demonstratahat even at high levels of failuresthe
performanceof the FA trafc remainsstable.They alsoshow that the addition of the PA trafc hasno impact
on the FA trafc asdemonstrate@arlier by our factorial designanalysis.

In the caseof PA trafc delaysand losses,we obsene a small performanceinterval at low PA load which
increaseauntil the PA loadin the network is twice the FA load. It is interestingto notice thoughthat for high
PA loadsthe PA performancenterval stopsexpanding.The PA serviceavailability exhibits differentproperties.
Its performanceinterval keepsincreasingas more trafc is addedto the network while in the bestcasethe
serviceavailability staysequalto 100%.It re ects thefactthatevenfor largetraf ¢ loadthe serviceavailability

canremainhigh aslong asthe network availability is high too andthe PA trafc distribution is homogeneous.

Figure 8 depictsSLAs for the currentlevel of network availability ( ) in the Sprint backbone.The
reportedSLAs are basedon measuredraf ¢ performanceaoundedup to the nearesims for delay the nearest
0.01%for lossandthe nearesd.5%for serviceavailability. For eachPA load, we presenthe worst performance
obsenedamongthetwo PA traf c generatiorstratgies.Basedon theresultpresentedn Figure8 we canextract

SLAs for differentPA loads(examplesaregivenin TableV).We obsene thatif the amountof addedPA trafc

PA/FA=1.0 | Drop Delay | ServiceAvailability PA/FA=2.0 | Drop Delay | ServiceAvailability
PA SLA 0.04% | 10ms | 98.5% PA SLA 1.05% | 23ms | 95.5%
FA SLA 0.01% | 9ms 100% FA SLA 0.01% | 9ms 100%

TABLE V

SLASFORA PA LOAD EQUAL TO THE FA LOAD (LEFT), AND TO TWICE THE FA LOAD (RIGHT)

is 50% of the FA trafc, thenthe PA will experiencethe sameSLA asFA trafc. Moreover, we canadd an
amountof PA trafc equalto the amountof FA trafc, andstill leavesPA's SLA only maminally degraded.If
morePA is addedbeyond this amount,thenthe PA SLA beginsto degrademonotonicallyasthe load increases.
In particular the sharpdecreasén serviceavailability betweenPA loadsof 3 and 4 indicatesthat we could
at most quadruplethe traf c load carried by the Sprint network. Neverthelesstheseresultsare encouraging
for carriers.Dependingon the quality of the degradedservicethey want to sell, they canat leastdoublethe
total traf ¢ load in their networks. The correspondingncreasein revenueshouldthen be determinedthrough

marketing studiesandis outsidethe scopeof this work.

VIl. RELATED WORK

QoSis a very proli ¢ areaof researchA multitude of QoS modelsexist, but to date nonewas successfully
deployed in the Internet. Thereis a commonbelief that QoS can help manageresourcesat no cost. This is
wrong. QoS hasa costin termsof compleity, managemenand network robustnessThis is especiallytrue of

statefulschemessuchas Intserv[7]. Schemeswhich are almoststatelesssuchas Diffserv [8], seema priori
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bettersuitedfor backbonedeployment. Neverthelessmost of thoseschemegreatly increaseshe compleity

of edgerouters,while offering no explicit guarantees.

Our servicedifferentiationtechniquedoesnot requirecomple< admissioncontrol scheme®r trafc pro les. A
simple onebit markingat the ingressrouteranda strict priority schedulemith two drop tail queuesareall we

needto provide servicedifferentiationin backbonenetworks.

Backbonenetworks have their own characteristicsDue to the large amountof overprovisioning all users
experiencea very high QoS. 1t is thusdif cult to createa Classof Service(CoS)with improved performance.
Insteadwe decidedto provide a degradedclassof service.The idea of a degradedservice,thoughnot new
(Internetdrafts[9], [10]), is especiallyappropriatgfor backbonenetworks. The rst Internetdraft [9], describes
a Lower than Best Effort (LBE) PerHop Behavior (PHB). The primary goal is to separatehe LBE trafc
from best-efort trafc in congestionsituations.LBE paclets are discardedmore aggressiely than best-efort
pacletsbut neverthelesd BE traf c is guaranteed minimal shareof the bandwidth.Our proposalis, however,
closerto the ideaspresentedn the secondinternetdraft. We believe that the creationof a new PHB is not
requiredsinceexisting PHB canbe con gured to forward paclet of the degradedtrafc only whenthe output

link would otherwisebe idle. Both of theselnternetdrafts are now expired.

QBoneScarengerService(QBSS)and Alternative Best Effort (ABE) are two other examplesof non-elevated
servicesandare currentlyunderinvestigationby QBone[11]. QBSSis similar to the PA servicewe investigate
in this paperbut it usesdifferent queuingdisciplines.Introducingthe QBSSwould not allow us to maintain
the SLAs of the currentbackbonetraf c.

Packet lossesin backbonenetwork are almostalwaysthe resultof failures[1]. The notion of servicedifferen-
tiation as a function of failureswas rst proposedn [12]. However, in [12], the two classesof servicewere
protectedat two different layers, one at the WDM layer and one at the IP layer. In this paperwe consider
that both classesare protectedat the IP layer This re ects an importantreality becausemary carriers nd

protectionat the optical layer to be too costly Moreover, we are the rst to derive quantitatve SLAs for a
degradedserviceclassin a commercialbackboneWe arealsothe rst to introducereal failure patternsin our

analysis.

VIII. CONCLUSION

In this paperwe introducethe idea of a new classof serviceintendedto be a degradedservicerelative to
the existing serviceoffered by today's Internet. Our solution hasthree major advantages;rst, it reducesthe
amountof unusedbandwidthin the IP backbonethus improving resourceutilization; second,it offers ISPsa
way to increaseheir revenue;andthird, it offersusersa cheapeservicewhich quality is sufcient for mostnon
real-timeapplicationsWe shaw that, by introducinga very simple schedulingmechanisnin backbonerouters,

it is possibleto adda degradedclassof traf ¢ andstill maintaintheimpressve performancef the legagy traf c.
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The objective of this work wasto evaluatethe Servicelevel Agreementsvhich couldbe offeredto the customers
of the degradedtrafc. To do sowe carry out large-scalesimulationsthat mimic the topology traf c matrices
andfailure patternsof a commerciallP backbongi.e., the Sprint U.S domestichackbone)Although, we hadto

male several simpli cations to make our simulationstractable we claim that our evaluationis realisticenough

to prove the feasibility of our QoS scheme.

In particular this work containstwo major innovationin the areaof QoS management:
Thisis the rst time network availability is usedin the evaluationof a QoSschemen awired ervironment.
Network availability effectively capturesthe impactof link failureson the network infrastructure.
We introducea new SLA metric, the serviceavailability, in orderto re ect the ability of a customerto

successfullyuseits network connectiity at ary time, independentlyof the destinationend-point.

We demonstratghat when the amountof degradedtrafc addedto the network is lower thanthe load of the
legag trafc, the level of network availability is the primary factor affecting the degradedservice quality.
However, whenhigherloadsof degradedtraf c areaddedto the network, the averagelink utilization becomes
the dominantfactor in uencing the delay and loss performanceof the degradedtrafc. Yet we noticed,that
acrossall traf ¢ loadthe serviceavailability metric remainsmainly affectedby the level of network availability.
The distribution of the degradedtrafc acrossthe links was shavn to have a limited impact on its overall

performance.

To conclude,our resultsdemonstratahat it is possibleto doublethe utilization of the network resourcesand
still guarantedairly high performanceo the customersof the degradedservice.In the contect of a non-real
time trafc suchasweb or peerto-peer carrierscan even expectto triple or quadruplethe existing traf ¢ load

dependingon the level of network availability in their backbones.

The currentevaluationervironmenthassomelimitation, mostly dueto the simulationsetting.A statisticalmodel
of resourcefailuresin IP backboneis mandatoryto provide a more accurateestimateof the degradedtrafc

performanceandto re ne the notion of network availability. In addition, the de nition of serviceavailability
could be adjustedto target the needsof speci ¢ applicationswhich arelikely to generatea large shareof the

degradedtraf c load. Thesesubjectswill form the basisof future work.
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