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Abstract

In this work we develop a new approach to monitoring
origin-destination flows in a large network. We start by
building a state space model for OD flows that is rich
enough to fully capture temporal and spatial correla-
tions. We apply a kalman filter to our linear dynamic
system that can be used for both estimation and pre-
diction of traffic matrices. We call our system a traffic
matrix tracker due to its lightweight mechanism for tem-
poral updates that enables tracking traffic matrix dy-
namics at small time scales. Our Kalman filter approach
allows us to go beyond traffic matrix estimation in that
our single system can also carry out traffic prediction and
yield confidence bounds on the estimates, the predictions
and the residual error processes. We show that these el-
ements provide key functionalities needed by monitoring
systems of the future for carrying out anomaly detec-
tion. Using real data collected from a Tier-1 ISP, we
validate our model, illustrate that it can achieve low er-
rors, and that our method is adaptive on both short and
long timescales.

1 Introduction

The complexity of managing large carrier networks is
rising dramatically. The number of active elements in a
network has increased steadily during the past few years,
as well as the sophistication and functionality of these
elements. At the same time traffic demand has evolved
by becoming more complex and sometimes contains hos-
tile components. Network operators rely on monitoring
technologies to help them manage the vast system that
constitutes each single administrative network domain.
These two convergent phenomena of expanding network
complexity and increased complexity of traffic demand,
create an ever expanding network monitoring challenge.

Examples of how monitoring can enhance network man-
agement activities include the following. First, the man-
agement of a large network entails being able to identify
failures and the extent of their impact. In addition, mon-
itoring systems may be able to help identify the causes of
failures if the right kind of monitoring data is collected,
and an operator knows how to understand and inter-
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pret such data. A second application is that of tracking
traffic loads, traffic demands and how well capacity plan-
ning designs are performing, in terms of meeting the de-
mands. Adjustments to capacity planning can be made
when sustained changes to a set of link loads or traffic
demands are uncovered. Third, the last few years have
seen increasing emphasis on developing intrusion detec-
tion systems (IDS) to monitor the network, so that we
may improve our ability to handle malicious traffic such
as Distributed Denial of Service (DDOS) attacks, worms,
flash crowds, etc. This field is considered young because
the problems are very difficult and most commercial sys-
tems are still relatively simple; however it is well accepted
that such types of monitoring are going to be a necessary
and prevalent component of future network management
systems.

Historically network monitoring has focused on
surveilling individual elements. We believe this simplis-
tic vision is no longer sufficient. Many of today’s traffic
monitors and IDS systems monitor a single link. Even
when a network operator uses a set of monitors placed
in strategic locations, the network operator is still faced
with the task of correlating and understanding the
monitored data from these multiple vantage points.
Rather than being restricted to a subset of nodes or
vantage points, why not monitor everywhere? In order
to handle the types of management tasks above, we
believe that having a full network-wide view of the
traffic, along with any ability to monitor the global
state of network traffic, would be a tremendous asset.
However, monitoring everywhere can be extremely
costly, and thus monitoring systems should aim to build
network-wide views by collecting limited measurements
and combining them with inference procedures.

A network-wide view of traffic in an administrative do-
main is often referred to as the traffic matrix. A traffic
matrix is a representation of the volume of traffic that
flows between origin-destination (OD) node pairs in a
communications network. The choice of node type af-
fects the granularity and type of the traffic matrix; one
can define link-to-link, router-to-router and PoP-to-PoP
(Point of Presence) traffic matrices. In this work we focus
on PoP-to-PoP traffic matrices because carriers wanting
to characterize the global state of their backbone, often
aggregate traffic to this level. Moreover, the data set we
have at our disposal for validation comes from a Tier-1
carrier backbone at this granularity level.
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Because the traffic matrix captures the global state of
network traffic, it is extremely challenging to monitor
directly [5]. Since the traffic matrix is not directly ob-
servable, it typically has to be inferred from other data
that is observable, such as the Simple Network Manage-
ment Protocol (SNMP) that delivers total byte counts
per link every five minutes. Traffic matrix inference from
indirect observation has been an active research area in
the last few years called Network Tomography [4, 9, 8].
The interest in monitoring traffic matrices is that they
represent a global network state but do not require mon-
itoring everywhere since they can be inferred from the
data collected by existing monitoring protocols (SNMP).

Although monitoring has been used for quite some time
in the application areas of failure detection and analysis,
and capacity planning, the use of monitoring for anomaly
detection has become popular only recently. We believe
that monitoring traffic matrices for the purposes of facil-
itating anomaly detection is a potentially rich area that
has barely been explored [3]. Being able to use traffic ma-
trices for such an application imposes two requirements,
an ability to track traffic in real-time (which limits algo-
rithm complexity) and an ability to describe the statisti-
cal behavior of “normal” OD flows. Clearly a monitoring
system cannot identify abnormal behavior without an
apriori understanding of normal behavior. This means
that a traffic matrix estimator must be built on the ba-
sis of a rich traffic model that can capture both temporal
and spatial correlations among OD flows.

In this paper we propose to view traffic demands as the
state of a system. The traffic matrix thus represents a
global network state. We then build a model for OD flows
that captures both the temporal and spatial correlations
in flows. In our system the OD flows are not directly ob-
servable; instead only the link counts are directly observ-
able. We define a linear dynamic state-space system that
incorporates both the OD flow model and the observ-
able link counts. The aim is thus to estimate the state
from the observables. The classical tool for handling this
kind of filtering problem is the well-known Kalman filter.
This technique has been widely and successfully applied
to monitoring of electric grids and chemical processes.

There are some interesting advantages to using Kalman
filters in the context of traffic matrices. Not only can we
do traffic matrix estimation, but we can also do traffic
prediction. Moreover, we are able to obtain confidence
bounds on our estimates, our predictions and a resid-
ual error process. We believe that using predictions,
and confidence bounds, combined with estimates (that
get updated on an on-going basis) can provide key func-
tionality needed inside anomaly detection methodologies.
We will illustrate these ideas in the paper. There are
other advantages as well; it naturally incorporates both
temporal and spatial correlations, it is adaptive because
of the continuous adjustment to the Kalman gain factor

based on past errors, and it can meet real-time require-
ments (once the base model is calibrated). We can com-
pute our estimates and predictions quickly because the
update steps are lightweight; this makes our method a
candidate for implementation.

The focus of the present paper is on our model, includ-
ing the model calibration process and a validation of the
model assumptions. Some performance results are pro-
vided herein. For a more complete evaluation, as well
as a comparison to other methods, we refer the reader
to [7].

Section 2, describes a general monitoring infrastructure
and explains how our algorithms support such a sys-
tem. Section 3 describes the methodology, including the
Kalman filter equations, model calibration method and
how we detect for underlying model changes. Section 4
illustrates the success of our traffic matrix tracking via
Kalman filtering. We summarize our work and give some
thoughts for future efforts in Section 5.

2 Basic Monitoring System Design
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Figure 1: Example of Monitoring System

We now give a brief description of the components in
a basic monitoring system. This description also helps
to clarify the role that our work plays. Being able to
efficiently monitor the network requires three functional
blocks: the data collection, the data analysis and finally
the decision process (see Figure 1). Data collection is
challenging since measurements are typically scattered
across the network, and collecting and exporting them
to a single location, such as a Network Operations Cen-
ter (NOC), may be a resource consuming process. In
many ISP networks today, operators only collect SNMP
data statistics and routing information. The dashed lines
in Figure 1 indicate the collection of per-link statistics
(e.g., SNMP), while the dark lines are examples of end-
to-end flows (OD pairs) and is our target traffic granu-
larity. The ensemble of all OD pairs is what constitutes
a traffic matrix and what yields a network-wide view of
traffic. Because collecting the entire traffic matrix is too
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resource consuming [5], this often has to be inferred from
limited data that is easier to collect.

The data analysis part refers to the processing and com-
putations carried out on the data collected. Observing
the value of a metric, even if interesting, can be of lit-
tle use if an a-priori about this metric does not exist.
These a-priori’s help an operator to understand if the
observed metric reflects a normal (i.e., expected) net-
work condition or not. An a-priori might come from the
expertise of an on-duty network operator, or it might
be captured using some kind of model. A good model
could clarify normal ranges of behavior. A model that
is powerful enough to capture the temporal evolution of
the data, could even make a future prediction. Being
able to compare predictions of a data stream with what
actually happens (once the real data arrives via a col-
lection procedure) can provide useful information to an
operator. A discrepancy between the model’s prediction
and what really happened could indicate that an un-
usual change happened somewhere. (The equations in
the analysis block in Figure 1 are the modeling equa-
tions our analysis uses. These will be explained in the
upcoming section.)

The decision process is the component that decides when
to generate alarms and what action to take in response.
Sometimes the data analysis part can yield, not only an
estimate of the network state, but also some confidence
intervals for that estimate. Having confidence intervals
for an estimate facilitates decision making. The deci-
sion process can then compare an observed metric with
the confidence interval around its estimated value; if the
observation falls inside (resp. outside) the confidence
interval the network is classified as working in “normal
condition” (resp. “not-normal condition”).

In this work we focus on building a model for network-
wide traffic that could be used by a monitoring system
to both track normal behavior and to facilitate anomaly
detection. Based on the above discussion, we set the
following goals for such a model: (1) it should be able to
make accurate estimates of the traffic; (2) it should make
future predictions and thus capture temporal dynamics
in order to do so; (3) it should yield confidence intervals
for its traffic predictions and the associated errors. Our
work thus falls primarily into the data analysis portion
of a monitoring system. We are mindful of the data
collection process as we seek to make traffic estimates
and predictions using a small amount of collected data.
We also seek to provide useful information to the decision
process, which is what motivates our third requirement
above.

Our intent is thus to go beyond traditional traffic matrix
estimation by providing a single system that can do both
estimation and prediction, as well as generate confidence
intervals for our estimates and predictions.

3 Methodology

Before proposing a model, we first need to relate the
observed data, i.e. SNMP, with the unobserved origin-
destination (OD) flows. Second we seek a model that
captures the evolution of OD flows in time (otherwise
we could not do prediction). The natural relationship
between SNMP data and OD flows can be expressed by
the following equation

Yt = AtXt + Vt (1)

where Yt represents the link count vector (SNMP data),
Xt the OD flows organized as a vector (hidden network
states). At denotes the routing matrix where each ele-
ment aij is equal to 1 if the OD pair i is present on the
link j. Because data collection techniques often incur
errors, we let Vt denote a stochastic process capturing
measurement errors. All these parameters are defined
for a general discrete time t.

Providing an efficient model for Xt that captures traf-
fic dynamics is not straightforward. It has been ob-
served that traffic entering the network is characterized
by highly variable behavior in time. Previous work [8]
presented a deterministic model that assumes the traffic
to be a combination of a deterministic diurnal pattern,
and a zero-mean fluctuations process around it. The di-
urnal pattern is modeled through a Fourier series expan-
sion. Although this simple model captures the periodic
trend of the traffic well, it fails when changes in the traffic
occur because it can neither allow for a little drift (small
change), nor recalibrate the underlying trend (large or
permanent change). Changes in traffic demands can arise
due to different causes such as equipment failures, un-
usual customer behavior (e.g., flash crowds), the addition
of new customers, or even attacks conducted against the
network. In order to develop a more flexible model, we
propose a general stochastic model where the network
variables Xt at a generic discrete time t are described as
a combination of three components Xt = X̂t + εt + ηt

including a predictable component X̂t, a random noise
component εt, and a third component ηt called the in-
novation process. The innovations account for the be-
haviors that we cannot predict. Later on we show how
ηt surfaces in our method and how analysis of the ηt

stochastic process can be used to detect unusual network
dynamics.

In general the prediction model can have any structure
and the noise process can also have any distribution.
However linear stochastic predictive models combined
with gaussian noise have a long record of successful appli-
cation in a wide spectrum of monitoring problems. One
of our ideas here is to view the OD flows as network
states. (Since these variables are not directly observable
from the network, we refer to them as hidden network
states.) Viewing the variable we want to estimate (Xt)
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as a state led us to think about using linear dynamic sys-
tems based on state-space models. We build a temporal
model that relates Xt+1 to Xt using the following linear
equation,

Xt+1 = CtXt + Wt (2)

where the state transition matrix Ct captures the dy-
namic behavior of the system, while Wt is a process noise
that accounts both for the randomness of the traffic and
the unpredictable elements. The diagonal elements of
the matrix Ct capture the temporal correlations within
a single flow. The off-diagonal elements of Ct captures
spatial correlations across different OD flows.

Combining equations 1 and 2 gives the full specification
of our system: {

Xt+1 = CtXt + Wt

Yt = AtXt + Vt

(3)

This is the classic form for linear dynamic systems.
In this model we assume both the state-noise Wt and
the measurement-noise Vt to be uncorrelated, zero-mean
gaussian white-noise processes and with covariance ma-
trices Qt and Rt.

Given the above model and system equations, the prob-
lem at hand is to find an optimal estimate (denoted by
X̂t+1) of the true network state Xt+1, given a set of past
and current observations {Y1, ..., Yt+1}. Optimality is
defined here in the sense of a Minimum Variance Error
Estimator (MVUE), defined as E[||Xt+1− X̂t+1||2]. The
classical tool for dealing with this type of problem is the
well-known Kalman Filter [2].

In modeling there is always a tradeoff between accu-
racy and complexity. Typically one seeks a model sim-
ple enough to be practical while also being accurate to
within some target error rate. We will see that a simple
linear model with dimensionality equal to the number of
OD flows is good enough for tracking OD flow behavior.
Clearly a more complex model (such as one incorporating
second moments) might give better modeling properties.
But this would most likely turn out to be significantly
more complex and less practical. Besides, one crucial
and well-known property of feedback systems is that the
feedback can compensate for model uncertainty. This is
one of the properties that explains the broad usage of
Kalman filters in a wide range of applications.

3.1 Kalman Filter Equations
We present our kalman filter in terms of a time-varying
system (e.g., At rather than A) to illustrate a general
solution. (In our evaluations we find that parameters
A, Q and R can be time-invariant for many consecutive
days.) We refer to Yt as the observation vector at dis-
crete time t, and let Y t = {Yt} denote the set of all
observations up to (and including) time t. The state of
the system is given by Xt, and we let X̂t|i denote the

estimate of Xt using all the information available up to
time i, i.e., ∀τ ≤ i. Thus X̂t+1|t denotes the estimate
of Xt+1 given all the information available up to time t
(this constitutes the prediction); while X̂t+1|t+1 denotes
the estimate of Xt+1 using all past information plus the
newly arrived data collected at time t+1. We use Pt|t to
refer to the variance of the state estimate, and let Pt+1|t
indicate the variance of the state prediction.

The Kalman filter addresses the general problem of esti-
mating a discrete state vector when the observations are
only a linear combination of the underlying state vector.
It estimates the system state using an iterative two step
approach:

• Prediction Step: In this step the estimated state of
the system at time t, X̂t|t, is used to predict the state
at next time t + 1, X̂t+1|t. Since the evolution of the
state is influenced by the noise Wt, we also compute the
variance of this prediction Pt+1|t, based on the updated
variance at time t, Pt|t, and the noise covariance at time
t, Qt.

{
X̂t+1|t = CtX̂t|t

Pt+1|t = CtPt|tC
T
t + Qt

(4)

• Update Step: The second step updates the state
and the variance of this estimate, using a combination
of their predicted values (previous step) and the new ob-
servation Yt+1. The update is based on the innovation
process ηt defined as the difference between what would
have been observed if the predicted value was correct,
i.e. At+1X̂t+1|t and what is effectively observed at time
t + 1, namely Yt+1. (Hence ηt = At+1X̂t+1|t − Yt+1)


X̂t+1|t+1 = X̂t+1|t + Kt+1[Yt+1 −At+1X̂t+1|t]
Pt+1|t+1 = (I −Kt+1At+1)Pt+1|t(I −Kt+1At+1)T

+Kt+1Rt+1K
T
t+1

(5)

The matrix Kt+1 is called the Kalman gain matrix.
If we let the estimation error at time t be given by,
X̃t|t = X̂t|t − Xt, then we compute the gain by min-
imizing the conditional mean-squared estimation error
E[X̃T

t+1|t+1X̃t+1|t+1|Y t]. By applying some basic linear
algebra, we can write it as:

Kt+1 = Pt+1|tA
T
t+1[AtPt+1|tA

T
t+1 + Rt+1]−1 (6)

The above equations together with the initial conditions
of the state of the system X̂0|0 = E[X0] and the associ-
ated error covariance matrix P0|0 = E[(X̂0|0−X0)(X̂0|0−
X0)T ] define the discrete-time sequential, recursive algo-
rithm for determining the linear minimum variance esti-
mate known as the Kalman Filter.
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3.2 Model Calibration
This previous section presented the Kalman filtering
method in its general settings under non-stationary situ-
ation. In the following sections we will assume a station-
ary situation where the matrices A,C,Q and R are con-
stant in time, making it possible to drop their subscripts.
Although this can be seen as a strong assumption, we
show that even with this simple model we can achieve ex-
cellent results in capturing the essential characteristics of
normal traffic patterns. However the methodology pre-
sented in the rest of the paper can be easily generalized
to consider time dependency.

In order to execute our kalman filter in Equations (2)-
(4), we need the matrices A,Q,C and R. The matrix A
is available given the routing scheme of a network. We
thus only need to obtain Q,C and R. In our method, we
assume that flow monitors (such at Netflow) are avail-
able in the network, but are expensive to turn on and
use. It is thus desirable to use them only when neces-
sary. We assume a system in which Netflow is turned
on temporarily for limited amounts of time. (Justifica-
tion for this approach can be found in [7].) We assume
that flow monitors can be turned on for a period of 24
hours during which we capture the actual traffic matrix
exactly (except for measurement errors). We use this
rich data set to calibrate our model, namely to find C,Q
and R. Through these partial TM measurements, we can
obtain the temporal and spatial correlations for matrix
parameter C.

Given these measurements, we thus have N OD flows
and a set of T consecutive samples for each of them. As
a consequence, the state of the system Xt at time t is
represented by a N -dimensional vector, while the noise
process Wt is assumed to be a N -dimensional zero mean
white gaussian noise. For these steps, we need not as-
sume the noise components are independent. We do our
calibration using an EM algorithm. The EM algorithm
is an iterative scheme for computing the maximum like-
lihood estimate of the system parameters, i.e. C and
Q matrices, given the observed data Y . We refer to
set of parameters to estimate as θ = {C,Q}. Specifi-
cally, each iteration of the EM algorithm consists of an
expectation step and a maximization step. The expec-
tation step evaluates the conditional expectation of the
log-likelihood function under the complete data. This
can be expressed as:

Γ(θ, θl) = Eθl
{logdPθ/ Γ(θ, θl) = Eθl

{logdPθ/ dPθl
|Y }

The maximization step finds θl+1 ∈ argmaxθ∈ΘΓ(θ, θl).
The expectation and maximization steps are repeated
until the convergence of the system parameters ||θl −
θl−1|| ≤ ε. Details of the EM techniques can be found
in [6].

3.3 Innovation process
It is possible that over time, the underlying traffic model
will shift. It may thus become necessary to recalibrate
C,Q and R using a new collection of 24 hours of OD
flow measurements. We can make use of the innovation
process, already inside the kalman filter, to determine if
and when such a recalibration is necessary.

One of the kalman filters’ direct goals is to estimate each
OD pair i at time t, Xi

t . Note however that this can
also be used to generate a prediction for each link, sim-
ply by multiplying the entire traffic matrix estimate by
the routing matrix, namely At+1X̂t+1|t. Recall that the
innovation, ηt+1, is defined as the difference between
the observation (measurement) Yt+1 and its prediction
Ŷt+1|t ( a link prediction now) made using the informa-
tion available at time t. It is a measure of the new infor-
mation provided by adding another measurement in the
estimation process. Given that:

Ŷt+1|t = E[Yt+1|Y t] = At+1X̂t+1|t

The innovation ηt+1, expressed by ηt+1 = Yt+1 −
At+1X̂t+1|t, is a zero-mean process, whose variance St+1

can easily derived as

St+1 = E[ηt+1η
T
t+1] = Rt+1 + At+1Pt+1|tA

T
t+1 (7)

The innovation process can be shown to be uncorrelated,
i.e. E[ηT

t ηl = 0], k 6= l. The dimensions of St+1 are JxJ
(recall J is the number of network links). The diagonal
terms Sjj

t give the error variance for the link j.

The innovation or residual is an important measure of
how well an estimator is performing. Under Gaussian
hypothesis for the process noise Wt and the measurement
noise Vt, we can expect each component of the innovation

vector to be inside a confidence interval of size ±2
√

Sjj
t

with a probability higher than 95%. If any component of
the innovation exceeds this threshold too frequently we
conclude that the model is no longer accurate and needs
to be recalibrated. There is a tradeoff between the accu-
racy of the estimation and the number of recalibrations.

If ‖ηj
t ‖ ≥ 2

√
Sjj

t during more than 10 consecutive time
slots, we trigger a model recalibration procedure.

4 Evaluation

4.1 Measurement Data Used
The data we use for both validation and evaluation comes
from Sprint’s European IP backbone, a network com-
prised of 12 PoPs and 27 routers. During three weeks
in the summer of 2003, Sprint enabled Netflow on all in-
coming peering links and all the links going from access
routers to backbone routers. This latter set of links cap-
tures nearly all customer traffic. Netflow v8 [1] employs
periodic sampling in which one sample is collected every
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250th packet. Each router ships the collected Netflow
statistics to a centralized collection station every 5 min-
utes. We obtained the routing configuration for matrix
A from the Sprint operators.

4.2 Model Validation
We now validate an assumption of the Kalman filter,
namely that the noise process Wt follows a gaussian dis-
tribution. QQ plots of four of the OD flows obtained
by applying the Kalman are plotted in Figure 2. The
plots show that each of these distributions closely follows
a Gaussian distribution. In addition, we also checked
this assumption by applying the Lillie test which is a
robust version of the well known Kolmogoroff-Smirnov
goodness-of-fit test. The application of this test to the
132 OD flows, leads to only 3 Gaussian fitting rejections.1

We conclude that this hypothesis of the Kalman model
is valid.
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Figure 2: Quantile-Quantile plot of 4 innovation process.

4.3 Traffic Matrix Tracking
We now assess the ability of our model to track the be-
havior of OD flows over time. Not only do we need to
estimate the OD flows, but our estimates need to adapt
as the underlying traffic shifts around. In figure 3 we plot
four sample OD flows; for each OD flow the real traffic
is in grey, while the estimates are shown in black. The
evolution of the traffic and estimates are shown for a 10
day period. In these figures, model calibration is applied
only once, at the beginning of the experiment.

We see in OD#1 how well the Kalman tracks this OD
flow, properly capturing the diurnal pattern. In OD#5,
a good deal of fluctuations occur on days 3, 4 and 5. Our
OD flow estimate does not get confused by this, and con-
tinues to uncover the proper trend. In OD#9 (bottom
right), we see that our estimates successfully track the

1We have 132 flows with 12 PoPs because we do not include
self-loop traffic.

flow as it changes its trend in the latter half (right hand
portion). However, the adjustment made to accommo-
date flow #9 has had an impact on flow #14 which is
now no longer accurate after day 6. We examined our
data and found that this was a case when the correlation
between OD flows #9 and #14 changed. To accommo-
date this model change, a recalibration would have been
necessary.

We then reran the same experiment allowing our method
to recalibrate whenever our condition for launching a re-
calibration is triggered. The same OD flows are shown
for this scenario in figure 4. We can now see that the
model has been well adjusted and all four of these flows
can now be properly tracked. This illustrates the adapt-
ability of our method because OD#9 undergoes a large
change; its mean trend more than doubles.

4.4 Errors
The error metric we use to illustrate the accuracy of our
estimates, is the temporal relative L2-Norm (as in [7]):

RelL2T (t) =

√∑N
n=1(xt(n)− x̂t(n))2√∑N

n=1 xt(n)2

This yields one error measure for each moment in time,
and each error gives a summary over all N OD flows.
This is called a temporal error as it allows one to see
how a summary error statistic evolves over time. Figure
5 shows the evolution of this error over time. As stated in
[8] a target error rate of 10% has been loosely articulated
for traffic matrix estimation tools. Here the error across
all the OD pairs over the 10 days period is only 7.45%. As
we can see, the error is pretty stable around this value for
the first 8 days. Clearly something unusual happens on
the ninth day. This kind of behavior, that is anomalous
to the model, clearly shows that there is a need for a
mechanism to detect model divergence.
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Figure 3: Real (light grey) and inferred OD (dark grey) flows obtained using Kalman Filter. The calibration is applied only
once at the beginning of the experiment
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grey line is equal to zero represents the recalibration days.

In Figure 6 we plot the CDF of the relative L2-Norm
error over the 10 days. Using recalibration, 50% of OD
flows are tracked with a relative L2-norm error less than
10%, and 80% can be tracked with errors under 20%.
Recalibration appears to be important for roughly about
30% of the flows. These harder to estimate flows are
either the volatile ones or the small ones which are well-
known to be difficult to estimate. Sometimes a large
error occurs due to a spike in the OD flows. Whenever
there is a traffic spike, the filter corrects its estimate in

the following step thus introducing a lag of one time slot
in the prediction. (Due to lack of space we do not present
an analysis of the delay introduced by the filter.) Note
that while this will show up in our error metric, a lag of
one is pretty good for an estimation procedure.

In Figure 7 we show the innovation process in gray for
2 typical links, and the 95% error bounds in black. This
is done for the case when recalibration occurs as needed.
We see in link #3 that the innovation process fluctuates

p. 7



0 20 40 60 80 100 120
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Relative L2 norm error across 10 days [%]

Cu
m

m
ul

at
ive

 n
um

be
r o

f O
D 

pa
irs

Without Recalibration
With Recalibration

Figure 6: CDF of the Relative Norm-2 of all the OD pairs.

most of the time in the confidence bounds and remains
largely a zero mean process. For link #6, we see the error
variance adjusting as the OD flows on the link vary.
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Figure 7: Innovation process of four typical links over a 10
day period. The calibration is done the first day
and whenever a divergence occurs.

5 Conclusions

In this paper we proposed the use of Kalman filtering
to track the behavior of a set of OD flows. By using
Kalman filtering, we can go beyond traditional traffic
matrix estimation because we can not only estimate the
OD flows, but also predict them and provide confidence
intervals for both our estimates and our predictions. The
combination of predictions, confidence bounds and esti-
mates that are continuously updated can form the basis
of monitoring systems that have the potential to be very
useful for anomaly detection tasks. We use data col-
lected from a Tier-1 backbone, to validate some model
assumptions and evaluate the accuracy and adaptability
of our method. We illustrated that the model was able
to adjust itself to small time scale changes, by using new
inputs and adjusting the gain matrix. The model also
adapts to longer time changes by detecting the change
and triggering a model recalibration procedure.

We wish to point out that our kalman filtering framework

enables a deep analysis of the structure of OD flows in
terms of their fundamental frequencies, the global traffic
state’s eigenvalues, and facilitates perturbation analysis.
We intend to explore these in future work.
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