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Abstract

We considetthe problemof network anomalydetectionin largedistributedsystemsin this
setting,PrincipalComponeninalysis(PCA) hasbeenproposedisa methodfor discover
ing anomaliedy continuouslytrackingthe projectionof thedataontoaresidualsubspace.
This methodwas shavn to work well empiricallyin highly aggrgyatednetworks, thatis,
thosewith alimited numberof large nodesandat coarseime scales.This approachhow-
ever, hasscalabilitylimitations. To overcometheselimitations, we develop a PCA-based
anomalydetectoiin which adaptve local data lters sendto a coordinatoljustenoughdata
to enableaccurategglobal detection.Our methodis basedon a stochastianatrix perturba-
tion analysighatcharacterizethetradeof betweertheaccurag of anomalydetectionand
theamountof datacommunicatedver the network.

1 Intr oduction

Theareaof distributedcomputingsystemsgprovidesa promisingdomainfor applicationsf machine
learningmethods Oneof themostinterestingaspect®f suchapplicationss thatlearningalgorithms
thatareembeddedh a distributedcomputinginfrastructurearethemselespartof thatinfrastructure
and mustrespectts inherentlocal computingconstraintge.g.,constrainton bandwidth lateng,
reliability, etc.),while attemptingo aggrejateinformationacrosgsheinfrastructuresoasto improve
systemperformancéor availability) in aglobalsense.

Consider for example,the problemof detectinganomaliesin a wide-areanetwork. While it is
straightforvardto embedearningalgorithmsat local nodesto attemptto detectnode-level anoma-
lies, theseanomaliegnaynot beindicative of network-level problems.Indeed,in recentwork, [13]
demonstratea usefulrole for Principal ComponentAnalysis(PCA) to detectnetwork anomalies.
They shavedthatthe minor component®f PCA (the subspacebtainedafterremoving thecompo-
nentswith largesteigervaluesyevealedanomalieghatwerenot detectablén any singlenode-level
trace. This work assumedhn ervironmentin which all the datais continuouslypushedo a central
site for off-line analysis. Sucha solutioncannotscaleeitherfor networks with a large numberof
monitorsnor for networksseekingto trackanddetectanomaliesat very smalltime scales.

Designingscalablesolutionspresentsereral challengesViable solutionsneedto processiata‘in-

network” to intelligently controlthefrequeng andsizeof datacommunicationsThekey underlying
problemis thatof developinga mathematicalinderstandingf how to tradeoff quantizatiorarising
from local data Itering againstdelity of the detectionanalysis.We alsoneedto understandhow
this tradeof impactsoverall detectioraccurag. Finally, theimplementatiomeedgo besimpleif it

is to have impacton developers.



In this paper we presenta simplealgorithmicframework for network-wide anomalydetectionthat
relieson distributedtracking combinedwith approximatePCA analysis,togetherwith supporting
theoreticalanalysis.In brief, the architecturenvolvesa setof local monitorsthatmaintainparame-
terizedsliding lters. Thesesliding Iters yield quantizeddatastreamghataresentto a coordinator
The coordinatormalkesglobal decisionshasedon thesequantizeddatastreams.We usestochastic
matrix perturbationtheoryto both assesshe impactof quantizationon the accurag of anomaly
detection,andto designa methodthat selectslter parametersn a way that boundsthe detection
error. The combinationof our theoreticatoolsandlocal ltering stratgjiesresultsin anin-network
trackingalgorithmthat canachieve high detectionaccurag with low communicatioroverheadfor
instancepur experimentsshow that, by choosinga relative eigen-erroof 1:5% (yielding, approxi-
mately a 4% misseddetectionrateanda 6% falsealarmrate),we can lter out morethan90% of
thetrafc from theoriginal signal.

Prior Work. The original work on a PCA-basednethodby Lakhinaetal. [13] hasbeenextended
by [24], who shav how to infer network anomaliesn both spatialandtemporaldomains.As with

[13], this work is completelycentralized. [19] and[2] proposedistributed PCA algorithmsdis-

tributedacrosshlocksof rows or columnsof the datamatrix; however, thesemethodsare not ap-
plicableto our case. Furthermoreneither[19] nor [2] addresghe issueof continuouslytracking
principal componentswithin a given error toleranceor the issueof implementinga communica-
tion/accuray tradeof; issueswhich arethe mainfocusof our work. Otherinitiativesin distributed
monitoring,pro ling andanomalydetectionaim to shareinformationandfostercollaborationbe-
tweenwidely distributed monitoring boxesto offer improvementsover isolatedsystemdq17, 23].

Work in [5, 15] positsthe needfor scalabledetectionof network attacksandintrusions.In the set-
ting of simplerstatisticssuchassumsandcounts jn-network detectiormethodgelatecto ourshave

beenexploredby [11]. Finally, recentwork in the machindearningliteratureconsiderdistributed
constraintgn learningalgorithmssuchaskernel-basedlassi cation[16] andgraphicalmodelin-

ferenceg12]. (See[18] for asuney).

2 Problemdescription and background

which collectsa locally-obsered time-seriesdatastream(Fig. 1(a)). For instance the monitors
may collect information on the numberof TCP connectionrequestsper second,the numberof

DNS transactionger minute,or the volumeof traf ¢ at port 80 persecond.A centralcoordinator

nodeaimsto continuouslymonitor the global collectionof time series,and make global decisions
suchasthoseconcerningmattersof network-wide health. Although our methodologyis generally
applicable,in this paperwe focuson the particularapplicationof detectingvolumeanomalies A

volumeanomalyrefersto unusuatraf ¢ loadlevelsin a network thatarecausedy anomaliesuch
asworms,distributeddenialof serviceattacksdevice failures,miscon gurationsandsoon.

Eachmonitorcollectsa new datapoint at every time stepand,assuminga naive, “continuouspush”
protocol,sendghenew pointto thecoordinator Basedontheseupdatesthecoordinatokeepsrack
of aslidingtime window of sizem (i.e.,them mostrecentdatapoints)for eachmonitortime series,
organizednto amatrixY of sizem n (wherethei™ columnY ; captureghe datafrom monitor
i, seeFig. 1(a)). Thecoordinatothenmakesits decisionshasedsolelyonthis (global) Y matrix.

In the network-wide volume anomalydetectionalgorithm of [13] the local monitorsmeasurghe
total volume of trafc (in bytes)on eachnetwork link, and periodically (e.g., every 5 minutes)
centralizethe databy pushingall recentmeasurementto the coordinator The coordinatorthen
performsPCA on the assembled¥ matrix to detectvolume anomalies. This methodhasbeen
shawvn to work remarkablywell, presumablydueto the inherentlylow-dimensionainatureof the
underlyingdata[14]. However, sucha “periodic push”approachsuffersfrom inherentlimitations:
To ensurdastdetectionthe updateperiodsshouldberelatively small; unfortunately small periods
alsoimply increasednonitoringcommunicationoverheadswhich may very well be unnecessary
(e.g.,if thereareno signi cant local changescrossperiods). Instead,in our work, we studyhow
the monitorscan effectively lter their time-seriesupdatessendingaslittle dataaspossible,yet
enoughso asto allow the coordinatorto make global decisionsaccurately We provide analytical
boundson the errorsthat occurbecausalecisionsare madewith incompletedata,andexplore the
tradeof betweerreducingdatatransmissiongcommunicatioroverheadanddecisionaccurag.
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Figure1: (a) Thedistrioutedmonitoring system;(b) Datasample(ky k?) collectedover oneweek (top); its
projectionin residualsubspacébottom).Dashedine represents thresholdfor anomalydetection.

Using PCA for centralized volume anomaly detection. As obsenedby Lakhinaetal. [13], due
to thehighlevel of traf ¢ aggregationon ISP backbondinks, volumeanomaliesanoftengo unno-
ticed by being“buried” within normaltrafc patternge.g.,thecircle dotsshavn in thetop plot in
Fig 1(b)). Onthe otherhand,they obsene that, although,the measurediatais of seeminglyhigh
dimensionality(n = numberof links), normaltrafc patternsactuallylie in averylow-dimensional
subspacefurthermore separatingut this normaltraf c subspaceisingPCA (to nd the principal
traf c componentsjnakesit mucheasierto identify volumeanomaliedn the remainingsubspace
(bottomplot of Fig. 1(b)).

As before,let Y betheglobalm n time-seriesdatamatrix, centeredo have zeromean,andlet
y = y(t) denotea n-dimensionalectorof measurementdor all links) from a singletime stept.
Formally, PCA is a projectionmethodthat mapsa given setof datapointsonto principal compo-
nentsorderedby the amountof datavariancethatthey capture.The setof n principalcomponents,
fvigl, ,arede nedas: K 1
— T

Vi argkr)pka!l( k(Y . YV vy )xk
andarethe n eigervectorsof the estimatedcovariancematrix A ;= %Y TY . As shownin [14],
PCA revealsthat the Origin-Destination(OD) o w matricesof ISP backboneshave low intrinsic
dimensionality:For the Abilene network with 41 links, mostdatavariancecanbe capturedoy the
rst k = 4 principal components.Thus, the underlyingnormalOD o ws effectively residein a
(low) k-dimensionakubspacef R". This subspaces referredto asthe normaltraf c subspace
Sno - Theremaining(n k) principalcomponentgonstitutethe abnormaltraf c subspac&,p.

Detectingvolumeanomalieseliesonthedecompositiomf link traf c y = y(t) atary time stepinto
normalandabnormatomponentsy = Yy, + Yab, suchthat(a)yn correspondso modelechormal
traf c (theprojectionofy ontoS,,), and(b) y ap correspondso residualtraf ¢ (theprojectionofy
ontoSyp). Mathematicallyy o (t) andy a5(t) canbecomputedas

Yro(t) = PPTy(t) = Croy(t) and yap(t)= (I PP T)y(t) = Capy(t)

inant variancein the data. The matrix Cno = PP ' representshe linear operatorthat performs
projectionontothe normalsubspacé,, , andC 5, projectsontotheabnormakubspacs,y.

As obseredin [13], a volume anomalytypically resultsin a large changeto y ap; thus,a useful
metricfor detectingabnormalrafc patternss thesquaredpredictionerror (SPE):

(essentiallya quadraticresidualfunction). More formally, their proposedalgorithmsignalsa vol-
umeanomalyif SPE > Q ,whereQ denoteshethresholdstatisticfor the SPE residuaffunction
atthel con dencelevel. Sucha statisticaltestfor the SPE residualfunction, known asthe
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Figure?2: Ourin-network trackinganddetectionframevork.

Q-statistic[9], canbecomputedasafunctionQ = Q ( k+1;:::; n) ofthe(n k) non-principal
eigervaluesof thecovariancematrix A .

3 In-network PCA for anomaly detection

We now describeour versionof ananomalydetectorthatusesdistributedtrackingandapproximate
PCA analysis. A key ideais to curtail the amountof dataeachmonitor sendsto the coordinator
Becauseour job is to catchanomaliesratherthanto track ongoing state,we point out that the
coordinatoronly needso have a goodapproximatiorof the statewhenananomalyis near It need
nottrackglobalstatevery preciselywhenconditionsarenormal. This obsenationmakesit intuitive
thatareductionin datasharingbetweemmonitorsandthe coordinatorshouldbe possible We curtail
theamountof data o w from monitorsto the coordinatorby installinglocal Iter s at eachmonitor.
These lters maintaina local constaint, anda monitor only sendshe coordinatoran updateof its
datawhenthe constraints violated. The coordinatorthusrecevesanapproximatepr “perturbed;,
view of the datastreamat eachmonitor and henceof the global state. We use stochastianatrix
perturbationtheoryto analyzethe effect on our PCA-basedanomalydetectorof usinga perturbed
globalmatrix. Basedonthis,we canchoosehe lItering parametersi.e.,thelocal constraintssoas
to limit the effect of the perturbationon the PCA analysisandon ary deteriorationn theanomaly
detectors performanceAll of thesddeasarecombinednto asimple,adaptve distributedprotocol.

3.1 Overview of our approach

Fig. 2 illustratesthe overall architectureof our system. We now describethe functionality at the
monitorsandthe coordinator The goal of a monitoris to trackits local raw time-serieglata,andto

decidewhenthe coordinatomeedsan update.Intuitively, if thetime seriesdoesnot changemuch,
or doesnt changdan away thataffectsthe globalconditionbeingtracked,thenthe monitordoesnot

sendarything to the coordinator The coordinatorassumesghat the mostrecentlyreceved update
is still approximatelyalid. The updatemessageanbe eitherthe currentvalueof the time series,
or a summaryof the mostrecentvalues,or ary function of thetime series.The updatesenesasa

predictionof the future data,becausehouldthe monitorsendnothingin subsequerimeintervals,

thenthe coordinatorusesthe mostrecentlyrecevedupdateto predictthe missingvalues.

For our anomalydetectionapplication,we Iter asfollows. Eachmonitori maintainsa ltering
window F;(t) of size2 ; centeredat avalueR; (i.e., Fi(t) = [Ri(t) iiRi(t) + i]). At each
timet, the monitorsendshoth Y ; (t) andR;(t) to the coordinatoronly if Y ;(t) 2 F;, otherwiseit
sendsnothing. Thewindow parameter; is calledthe slad; it captureghe amountthetime series
candrift beforean updateto the coordinatomeedsto be sent. The centerparameteR; (t) denotes
the approximaterepresentationpr summaryof Y ;(t). In ourimplementationwe setR;(t) equal
to theaverageof last ve signalvaluesobseredlocally at monitori. Lett denotethetime of the
mostrecentupdatehappensThe monitorneedso sendbothY ;(t ) andR;(t ) to thecoordinator
whenit doesanupdate pecaus¢he coordinatowill useY ;(t ) attimet andR;(t ) forallt >t
until the next updatearrives. For ary subsequent > t whenthe coordinatorrecevesno update
from thatmonitor, it will useR; (t ) asthepredictionfor Y ; (t).

The role of the coordinatoris twofold. First, it makes global anomaly-detectiomecisionsbased
upontherecevedupdategrom themonitors.Secondlyit computeshe Itering parameter§i.e.,the



slacks ) for all themonitorsbasednits view of theglobalstateandthe conditionfor triggeringan
anomaly It givesthe monitorstheir slacksinitially andupdategshe valueof their slackparameters
when needed. Our protocolis thus adaptve. Due to lack of spacewe do not discussherethe
methodfor decidingwhenslackupdatesareneededThe globaldetectiorntaskis the sameasin the
centralizedscheme.In contrastto the centralizedsetting,however, the coordinatordoesnot have
anexactversionof theraw datamatrix Y ; it hasthe approximationy instead.The PCA analysis,

including the computationof S, is doneon the perturbedcovariancematrix A := A . The
magnitudeof the perturbatiormatrix  is determinedy theslackvariables ; (i = 1;:::; M).

3.2 Selectionof ltering parameters

A key ingredientof our framework is a practicalmethodfor choosingthe slackparameters;. This
choiceis critical because¢heseparameterbalancehe tradeof betweerthe savingsin datacommu-
nicationandthe lossof detectionaccurayg. Clearly, thelargerthe slack,thelessthe monitorneeds
to send,thusleadingto both morereductionin communicatioroverheadand potentially morein-
formationlossat the coordinator We employ stodhasticmatrix perturbationtheoryto quantify the
effectsof theperturbatiorof amatrix onkey quantitiessuchaseigervaluesandthe eigen-subspaces,
whichin turn affectthe detectionaccurag.

Our approachis asfollows. We measurdéhe sizeof a perturbatiorusinganormon . We derive
anupperboundonthechangeso the eigervalues ; andtheresidualsubspac€ 5, asafunctionof
k k. Wechoose ; to ensurghatanapproximatiorto thisupperboundon is notexceededThis
in turnensureghat ; andC 4, donotexceedtheir upperbounds.Controllingtheselatterterms,we
areableto boundthefalsealarmprobability.

Recallthatthe coordinators view of the global datamatrix is the perturbedmatrix ¥ = Y + W,
whereall elementsf the columnvectorW ; areboundedwithin theintenal [ ;; ;]. Let ; and

N (i = 1;:::;n) denotethe eigervaluesof the covariancematrix A = %YTY andits perturbed

versionA := %? Y. Applying theclassicatheorem®f Mirsky andWeyl [22], we obtainbounds
on the eigervalue perturbationn termsof the Frobeniusnormk:kg andthe spectralnormk:k, of

=A A, respectiely:

u
X1
eig = P it
iz N
Applying the sintheoremandresultson boundingthe angleof projectiongo subspaceg?] (seethe
Appendixfor moredetails),we canboundthe perturbatiorof theresidualsubspac€ ,, in termsof
theFrobeniusnormof p
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where denotesheeigengapetweerthek™ and(k+ 1) eigervaluesof theestimatedovariance
matrix A .

To obtain practical(i.e., computable)boundon the normsof , we derive expectationbounds
insteadof worstcasebounds We make the following assumptionsn the errormatrix W :

2. Foreachi = 1;:::;n, all element®of columnvectorW ; arei.i.d. randomvariableswith
mean0, variance ? := ?( ;) andfourthmoment { := #( ).

Notethattheindependencassumptions imposedonly on theerro—this by no meangmpliesthat
thesignalsrecevedby difBarentmonitorsarestatisticalIyindependentUndertheabO/eassumption,
we canshav thatk kg =" n is upperboundedn expectationby the following quantity:
v v
u u
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Similar resultscanbe obtainedfor the spectralnormaswell. In practice,theseupperboundsare



perturbationT ol , we canuseEqn(3) to selectthe slackvariables.For example,we candivide the
overalltoleranceacrossnonitorseitheruniformly or in proportionto their obsenedlocal variance.

3.3 Guaranteeon falsealarm probability

Becauseour approximationperturbsthe eigervalues,it alsoimpactsthe accurag with which the
triggeris red. Sincethetriggerconditionis kCapyk? > Q , we mustassessheimpacton both
of theseterms. We cancomputean upperboundon the perturbationof the SPEstatistic, SPE =

kC apy k?, asfollows. First, notethat v

p_ u
. . 2k ke k9k X
KCak KCayki  K(Ca Ca)fk+ kCanly Pk —2¢ KekoK t

2
i

i=1

+ kC ab k2
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wherec is the (1 )-percentileof the standardnormal distribution, hg = 1 213 =

- 32 1 I
fokn | fori=123.

To assesshe perturbationin falsealarmprobability, we startby consideringhe following random
variablec derivedfrom Eqn (5):

1[(SPE= 1)™ 1 sho(hg  1)= 2],

~ m .

Therandomvariablec essentiallynormalizegherandomquantitykC 4y k? andis known to approx-

imately follow a standarchormaldistribution [10]. The falsealarmprobability in the centralized
systemis expresse@s

(6)

Pr kCapyk?>Q =Prc>c]= ;
wherethe lefthandterm of this equationis conditioneduponthe SPE statisticsbeing inside the
normalrange. In our distributed setting, the anomalydetector res a trigger if k€ p9k? > O .
We thusonly obsene a perturbedversioné for therandomvariablec. Let . denotethe boundon
j¢ ¢. Thedeviation of the falsealarmprobabilityin our approximatedetectionschemecanthen
beapproximatedasP (c c< U<c + (), whereU is astandarchormalrandomvariable.

4 Evaluation

We implementedur algorithmanddevelopeda trace-drvensimulatorto validateour methodsWe
useda one-weektrace collectedfrom the Abilene network!. The tracescontainsperlink trafc
loadsmeasuredavery 10 minutes,for all 41 links of the Abilene network. With a time unit of 10
minutes,datawas collectedfor 1008time units. This datawasusedto feedthe simulator There
are7 anomaliesn the datathat were detectecby the centralizedalgorithm (andveri ed by hand
to be true anomalies).We alsoinjected 70 syntheticanomaliesnto this dataseusingthe method
describedn [13], sothatwe would have sufcient datato computeerrorrates.We useda threshold
Q correspondingo an 1 = 99:5% con dencelevel. Due to spacelimitations, we present
resultsonly for the caseof uniform monitorslack, ; =

The input parameteffor our algorithmis the tolerablerelative error of tha eigen/alues(“relative

eigen-error’for short),which actsasatuningknoh (Preciselyit is Tolg = % 2 whereTolg

Abileneis aninternetzhigh-performancéackboneetwork thatinterconnects large numberof universi-
tiesaswell asafew otherresearclinstitutes.
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is de nedin Eqn(3).) Giventhis parameteandtheinput datawe cancomputethe ltering slack

for themonitorsusingEqn(3). We thenfeedin thedatato run our protocolin thesimulatorwith the
computed . Thesimulatoroutputsa setof resultsincluding: 1) the actualrelative eigenerrorsand
therelative errorson the detectionthresholdQ ; 2) the misseddetectionrate,falsealarmrateand
communicatiorcostachievedby our method.Themissed-detectiorateis de ned asthefractionof
misseddetectionver the total numberof realanomaliesandthe false-alarmrate asthe fraction
of falsealarmsover the total numberof detectecanomaliedy our protocol,whichis (de nedin
Sec.3.3) rescaledas a rate ratherthana probability. The communicationcostis computedasthe

fractionof numberof messagethatactuallygetthroughthe Itering window to the coordinator
Theresultsareshovnin Fig. 3. In all plots,thex-axisis therelative eigen-errorin Fig. 3(a)we plot

the relationshipbetweenthe relative eigen-errorandthe ltering slack whenassumingltering
errorsareuniformly distributedoninterval [ ; ]. With this model,the relationshipbetweenthe

relative eigen-erroandtheslackis determinedy asimpli ed versionof Eqn(3) (with all 2 = ?2).

Theresultsmakeintuitivesense As weincreaseurerrortoleranceywe can lter moreatthemonitor
andsendlessto the coordinator The slackincreaseslmostlinearly with the relative eigen-error
becausehe rst termin theright handsideof Eqn (3) dominatesall otherterms.

In FigT 3(b)we comparedherelative eigen-erroto theactualaccruedelative eigen-errofde ned as

eig = % 2 where ¢jg is de nedin Eqn(1)). Thesewerecomputedusingtheslackparameters

ascomputedy our coordinator We canseethattherealaccrueceigen-errorarealwayslessthan
thetolerableeigenerrors. The plot shavs a tight upperbound,indicatingthatit is safeto useour
model'sderived ltering slack . In otherwords,theachiezedeigen-erromlwaysremainsbelow the
requestedolerableerror speci ed asinput, andthe slackchosengiventhe tolerableerroris close
to beingoptimal. Fig. 3(c) shavs the relationshipbetweerthe relative eigen-errorandthe relative
errorof detectionthresholdQ 2. We seethatthethresholdfor detectinganomaliesiecreaseaswe
toleratemoreandmoreeigen-errorsln theseexperimentsan errorof 2% in the eigervaluesleads
to anerrorof approximately6% in our estimateof the appropriatecutoff threshold.

We now examinethe falsealarmratesachieved. In Fig. 3(d) the curve with trianglesrepresents
the upperboundon the falsealarmrate as estimatedoy the coordinator The curve with circles
is the actualaccruedfalsealarmrate achieved by our scheme.Note that the upperboundon the
falsealarmrateis fairly closeto thetrue values especiallywhentheslackis small. Thefalsealarm
rateincreaseswith increasingeigen-errotbecauseasthe eigen-errorincreasesthe corresponding
detectionthresholdQ will decreasewhich in turn causeghe protocolto raise an alarm more




often. (If we hadplotted® ratherthanthe relative thresholddifference we would obviously seea

decreasindg) with increasingeigen-errof) We seein Fig. 3(e)thatthe misseddetectiorratesremain
below 4% for variouslevelsof communicatioroverhead.

The communicatioroverheads depictedin Fig. 3(f). Clearly, thelargerthe errorswe cantolerate,
the moreoverheadcanbe reduced.Consideringtheselast threeplots (d,e,f) togethey we obsene
severaltradeofs. For example whentherelative eigen-erroiis 1:5%, our algorithmreduceghedata
sentthroughthe network by morethan90%. This gainis achieved at the costof approximatelya
4% misseddetectionrateanda 6% falsealarmrate. Thisis a largereductionin communicatiorfor
a smallincreasen detectionerror. Theseinitial resultsillustratethat our in-network solutioncan
dramaticallylowerthe communicatioroverheadwhile still achieving high detectioraccurag.

5 Conclusion

We have presented new algorithmicframework for network anomalydetectionthatcombinedis-
tributedtrackingwith PCA analysisto detectanomalieswith far lessdatathan previous methods.
Thedistributedtrackingconsistsof local Iters, installedateachmonitoringsite,whoseparameters
areselectedasediponglobalcriteria. Theideais to trackthelocal monitoringdataonly enoughso
asto enableaccuratedetection.Thelocal Itering reduceghe amountof datatransmittecthrough
thenetwork but alsomeanghatanomalydetectiormustbedonewith limited or partialviews of the
globalstate.Usingmethodgrom stochastianatrix perturbatiortheory we providedananalysisfor
the tradeof betweenthe detectionaccurag andthe datacommunicatioroverhead.We were able
to controlthe amountof dataoverheadusingthe the relative eigen-errorasa tuning knoh To the
bestof our knowledge thisis the rst resultin theliteraturethatprovidesupperboundsonthefalse
alarmrateof network anomalydetection.
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6 Appendix

In this Appendix we develop a more detailedanalysisof the impact of the slacknesgparameter

turbationtheory Someof the mainresultspresentedhereinaresummarizedn Section3. We begin
with a brief backgrounddescriptionof known resultsfrom matrix perturbationtheory andthen
proceeddo its applicationon our problem.

6.1 Background

Matrix perturbatiortheoryis concerneavith measuringheimpactof smallperturbatioronmatrices
onrelevantquantitiessuchasthe eigervaluesandeigervectors.

Eigervalue perturbation bounds Thebasicperturbatiorboundsfor eigervaluesof a matrix are
dueto Weyl andMirsky with following two theoremg21]. Let matrix A haseigervalues i, andits

perturbatednatrix, A = A + | haseigervalues™;, fori = 1;:::;n. We have:

Theorem1 (Weyl) maxij"i ij k ko

q

Theorem2 (Mirsky) %F L R LY

Herek:k, andk:kg denotethe spectral-normandthe Frobeniusorm(cf. [22]).

Invariant subspaceperturbation. While eigervaluesarequite stableundermatrix perturbation,
the individual eigervectorsare not. Insteadone needsto look at the perturbationof subspaces
spannedy the eigervectors.Subspacespannedy eigervectorsareanexampleof invariant sub-
spaceswhich areknown to be stable®

LetL () denotehesetof eigervaluesof amatrix,S( ) denotethesubspacepannedby amatrix,and

denotethe matrix of canonicalnglebetweertwo subspaceé&f. [22]). Thenthe perturbatiorof
aninvariantsubspacepannedy eigervectorscanbe quantify by the sin of the canonicalangleby
thefollowing sin  theorem22]:

Theorem3 LetA havethe spectal resolution

o
X2

L 0
ALYy X212 G
whee[ X1 X ]isunitarywithX; 2 C" X, LetZ 2 C" Kk haveorthonormalcolumnsand
for anysymmetridM of orderk, let

R=AZ ZM

3A subspac& isinvariantof transformatiorA if AX ~ X.



supposahatL (M) [a;b]andfor someeigengap > O,
L(L) Rna ;b+ ]
Thenfor anyunitarily invariantnorm

ksin [S(X1);S@)k <RK

Note that this theoremappliesto arny unitarily invariantnorm suchasthe spectralnormk:k, and
Frobeniusmormk:kg . Applying thisresultto theeigensubspacefor (symmetric)covariancematrix

A andits purturbedversionA , assumehatA hasthefollowing the spectraresolution

Z1

M 0
2T Rlz, 2z, 1= !
2

0 My

where[ Z1 Z, ]is unitarywith Z; 2 C" k. Thenwehaez,"AZ; = M; andAZ; =

ZiMi.LetR=AZ, Z;M,=AZ, Az,= 7 ;. For ary unitarily invariantnorm, there
holdskRk= kZ k= k k. Asaresult,wehave:

ksin [S(X1);SEZ )k RKo K K

Finally, thereis acloserelationshigbetweerthe perturbatiorof theprojectionoperatoontoinvariant
subspaceandthe canonicalangleof the subspacgerturbationLet Px andPz betheorthogonal
projectionsonto S(X) andS(Z). Thereholds[22]:

kPx Pzke = " Zksin [S(X):S(Z)] ke e .

In summaryin orderto assesshe perturbationin eigervaluesandeigensubspaceve needto esti-
matethe upperboundsgivenin termsof the Frobeniushormandthe spectrahorm of

6.2 Error matrix analysis

For theremaindenf thisappendixve shallpresenboundsandestimatiorof theFrobeniushiormand
spectrahormof theperturbationRecallthatA = LY TY andA = 1¢ 7Y where? = Y +W.
W is acolumnvectorof Itering errorateachmonitori andW is the Itering (perturbationkerror
onthedistributedmatrix Y . Eachelementg;; of vectorW ; is boundedwithin [ i; i].

Thenormof the perturbatiorerrormatrix = %(A A) canbeboundedasfollows:

1

k k= %kYTW+WTY+WTWk = kYTWk+ kW TYk+ kw TW k

Our strat@y is to obtainboundsfor eachtermsin the RHS of thisinequality It is possibleto derive

tooloosefor practicalpurposesinsteadwe appealo stotasticperturbatiortheory Thebasicidea
is to assumehatthe error matrix W is randomaccordingto a certaindistribution with estimated
meanandhigherordermoments.In orderto estimatethe absoluteupperboundfor k Kk, we start
with estimatingor boundingek k. Thisis doneby boundingthe expectationof the termson the
RHS of theabove inequality

Ourassumptioron therandomdistributionof W is givenasfollows:

mean0, variance 2 := 2( ;) andfourthmoment # := #( ;).



6.2.1 Analysisof Frobeniusnorm

Computation of EKY TW k2. We exploit resultsfrom [3]: For ary m-dimensionatandomvector
v uniformly distributedonthe unit sphereS™ !, andgivenam n matrixY , therehold:

kY Tk2 2
m m+ 2
As obsenedin [20], sinceW ; is assumedo beradially symmetricm-dimensionarandomvector,

its projectionon the unit sphereasW ; = v; kW ;k, wherev; is uniformly distributedon S™ 1,
andis independentvith kW k. Thenwe have

E(kY Tvk?) = . Var(kY Tvk?)

E(kY TWk?®) = E(KYTvik® kW k?) = E(kY Tvik?) E(kW k?)
2
= kY'k% EﬁE%%iE_Z = k\’k% ?
X X
E(kY TWK2) = EKYTWKk2)=E( kYTw;kZ)=  E(KY "W;k3)

i=1 i=1

X 2 2 2 X 2
= KYKZ 2= kYk2 :
i=1 i=1

X X X X
tr(YTY) Z=m Z=m

i=1 i=1 i=1 i=1
where Js areeigervaluesof covariancematrixA = YTy 4

Computation of E(kwW TW k2) This is a high orderterm, andits valueis generallydominated
by EKY TW kZ . Our computationrelies on the assumptiorthat the error vectorsW 1;:::; W

areindependent.In addition, we usethe following fact from [8]: if u, v areindependentiyand
uniformly distributedcolumnvectorson S™ 1, thentherehold:

1 2(m 1)
T - 0 T 1= . T 21 =
E(u' v)=0; E[(u v)]—m, Var[(u' v)“] ma(m T 2)
Fori 6 j,wehave .
) #
E(W W)’ = E Wi o Wy KW k2 KW K2 = — E(kW ik? kW ;k?)
: ! kW H( kVVj k : J m : J
m2 2 2
= L BRI E(w k)= Tl =m 22
m
T er
Denez = WJW; = jzle]?i.Weha/e
E(ejzi): i Var(ejgi):E(e]4i) (E(ejzi))zz A
Thenwe have
x 2 x 2
E(z) = E( €)= E(e)=m ]
j=1 j=1
X 2 x 2 4 4
Var(zi)) = Var( e;)=  Var(g;)=m(; )
j=1 j=1
E(z’) = (E@)*+Var(z)=m? P+m({ )
In sum,we have
x X
E(kWTWkE) = E[(W W )2+ 2 E[(W{W;)?]
i=1 i=1 j=i+1
2 X 4 X 4 4 X X 2 2
= m p+tmo (7 )+2 m
i=1 i=1 i=1 j=i+1

“For simplicity, we typically suppresshedependencen in ournotationssuchasusing insteadof ( ).



Expectationbounds An applicationof JensersinequalityyieldsE(x) P E(x2). Thenwecan
upperboundE (k kg ) asfollows

q——— q ———
E(k ke) %E(kYTWkF)+%E(kWTWkF) % E(kYTWkE)+% E(kW TW k2)
\ \
2? x 1? X X XX
= U™ 7 2etmz faml (F M+2 m??
m i=1 i=1 m i=1 i=1 i=1 j=i+l
U U
X X X X X0
A LT T BT a2 e g T Py g
m m m
i=1 i=1 i=1 i=1 i=1

Combiningwith Mirsky'stheoremwe have that
v _

K ke

i
EP— " )2 E = Tolg;

n i=1

whereT olg is givenby ourforegoinganalysis.

Computation of variances Thevariancef thetermsanalyzedabore canalsobe computedan-
alytically. Usingthefollowing identity for independentariablesX andY that

Var(X Y) = Var(X )Var(Y) + (EY)?Var(X) + (EX)?Var(Y);
we obtain
var(kY T W k?)

Var(kY Tvik?kW ;k?)
= Var(kY Tvik®)Var(kW ik?) + (EKW ;k?)?VarkY Tv;k? + (EKY T vik?)?2VarkW ;k?

Var(kW ik?) + 2 (EKW k?)? + mVar(kw-kZ)
m+ 2 ' m+ 2 ' m?2 '
2m 2m? 1
al— Zvar(eii) + m(Eeii)z + kY ki Var(ef):

NotingthatW 1; :::; W , areindependenteachelementg;; hastheforth moment #, thenwe have
var(f) = E(ef) (E(i)*= . Thus,
|

X0 X
Var ky TWik2 = Var(ky "W ;k?)

Var(kY TWK2) =
i=1 i=1
2m 5 om2 X, 1 X
)+ 44 = :
m7 Var(e}) + — 5 kY kg . Var(es,)
2m 4 4 2m2 X1 PR
= : ) + T+ kYK ‘ h
m+ 2 i:l(l |) m+2i:1 i m Fi:l(l |)

Thevarianceof kW TW kZ canalsobe computecanalyticallyusingresultfrom [8]. Thecomputa-
tion is tedious,sowe omit the procedurehere.

Note that our computationof meansand variancescan be simplied sign cantly by using further
assumptioron the distribution of the error elementsg;; of matrix W, so that the resultdepend

[ i; il wehaeVar(eq) = (i) )=+ = Z&, andsoon. Onthetherhand,if
e N(O; 7( 1)), wehaveVar(ef;) = (i) {(i)=3 i) {(i)=2{(i)andsoon.
6.2.2 Analysisof spectralnorm

In this subsectionwe turnto the estimationof the spectrahormof the perturbatiorerrormatrix
This quantityprovidesa tighter upperboundfor the eigervalueperturbation(via Weyl' s theorem).



Unfortunately it is alsodif cult to bound. For mary applications,it sufces to replacea bound
on k:k3 by its expectationEk:k3. In the following derivations,we rely on the concentratiorof

eigervaluesof randomsymmetricmatriceq1]. Thisresultis applicableo matriceswvhoseelements
areindependenbr weaklycorrelated.

LetL max () denotethe maximumeigervalueof amatrix. Thenwe have

E(kW TY k2) E(Lmax (YTWW TY))  Lmax (ECY TWW TY))

X X
Lmax (Y TE(WW )TY) = Lyax (YT 211 Y)=Lmax (YTY) 2
i=1 i=1
X
- max i
i=1

Lik ewise,we have

E(KY TWK3) = E(Lmax WTYY TW))  Lmax (E(WTYYOTWZ)) 31
h i X0
= Lmax E WYY TW; = Lmax @4 e (YY TugPA

16 n
[H] kil

Becausdhe elementsg;; of matrix W areindependentith mean0, the matrix insideL max is a
diagonalmatrix. As aresult,

0 = ” 1
xo
E(KY TWK?) = Lpnax @ 20YY Tk A
k=1 ) 1 i n
— _2)(n T _ 2 X T
= miax i (YY )kk ~  max (YY )kk
k=1 k=1

Fax r(YY T):

A remainingtermis EKW T W k3, which is generallydominatedby E(KY T W ky) + E(kW T Y k)
andis omittedin our analysi$. Thuswe have the following approximateupperboundon expected
spectrahormof the perturbatiorerror matrix:

Ek k2 . TO|2;
where v
p X q—
Tol, = max 2+ 2 tr(YY T):
i=1
By Weyl' stheoremthereholds
. N .
Emax ; ij - Tolg:
I

SJanuary2, 2007: After the publicationof this technicalreport, a rigorousanalysisof the spectralnorm
is recentlymadeavailablein [4] by Albrecht Bottcherand David Wenzel,who were motivatedby the useof
stochastigerturbatiortheoryin this paper



