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Abstract

Weconsidertheproblemof network anomalydetectionin largedistributedsystems.In this
setting,PrincipalComponentAnalysis(PCA)hasbeenproposedasamethodfor discover-
ing anomaliesby continuouslytrackingtheprojectionof thedataontoaresidualsubspace.
This methodwasshown to work well empirically in highly aggregatednetworks, that is,
thosewith a limited numberof largenodesandat coarsetime scales.This approach,how-
ever, hasscalabilitylimitations. To overcometheselimitations,we develop a PCA-based
anomalydetectorin whichadaptive localdata�lters sendto acoordinatorjustenoughdata
to enableaccurateglobaldetection.Our methodis basedon a stochasticmatrix perturba-
tion analysisthatcharacterizesthetradeoff betweentheaccuracy of anomalydetectionand
theamountof datacommunicatedover thenetwork.

1 Intr oduction

Theareaof distributedcomputingsystemsprovidesapromisingdomainfor applicationsof machine
learningmethods.Oneof themostinterestingaspectsof suchapplicationsis thatlearningalgorithms
thatareembeddedin adistributedcomputinginfrastructurearethemselvespartof thatinfrastructure
andmustrespectits inherentlocal computingconstraints(e.g.,constraintson bandwidth,latency,
reliability, etc.),while attemptingto aggregateinformationacrosstheinfrastructuresoasto improve
systemperformance(or availability) in aglobalsense.

Consider, for example,the problemof detectinganomaliesin a wide-areanetwork. While it is
straightforwardto embedlearningalgorithmsat local nodesto attemptto detectnode-level anoma-
lies, theseanomaliesmaynot beindicativeof network-level problems.Indeed,in recentwork, [13]
demonstrateda usefulrole for PrincipalComponentAnalysis(PCA) to detectnetwork anomalies.
They showedthattheminorcomponentsof PCA(thesubspaceobtainedafterremoving thecompo-
nentswith largesteigenvalues)revealedanomaliesthatwerenotdetectablein any singlenode-level
trace.This work assumedanenvironmentin which all thedatais continuouslypushedto a central
site for off-line analysis.Sucha solutioncannotscaleeitherfor networks with a large numberof
monitorsnor for networksseekingto trackanddetectanomaliesatverysmalltimescales.

Designingscalablesolutionspresentsseveralchallenges.Viablesolutionsneedto processdata“in-
network” to intelligentlycontrolthefrequency andsizeof datacommunications.Thekey underlying
problemis thatof developingamathematicalunderstandingof how to tradeoff quantizationarising
from local data�ltering against�delity of thedetectionanalysis.We alsoneedto understandhow
this tradeoff impactsoveralldetectionaccuracy. Finally, theimplementationneedsto besimpleif it
is to have impactondevelopers.



In this paper, we presenta simplealgorithmicframework for network-wideanomalydetectionthat
relieson distributedtrackingcombinedwith approximatePCA analysis,togetherwith supporting
theoreticalanalysis.In brief, thearchitectureinvolvesa setof local monitorsthatmaintainparame-
terizedsliding �lters. Thesesliding�lters yield quantizeddatastreamsthataresentto acoordinator.
Thecoordinatormakesglobaldecisionsbasedon thesequantizeddatastreams.We usestochastic
matrix perturbationtheory to both assessthe impactof quantizationon the accuracy of anomaly
detection,andto designa methodthat selects�lter parametersin a way thatboundsthedetection
error. Thecombinationof our theoreticaltoolsandlocal �ltering strategiesresultsin anin-network
trackingalgorithmthatcanachievehigh detectionaccuracy with low communicationoverhead;for
instance,our experimentsshow that,by choosinga relative eigen-errorof 1:5% (yielding,approxi-
mately, a 4% misseddetectionrateanda 6% falsealarmrate),we can�lter out morethan90% of
thetraf�c from theoriginal signal.

Prior Work. Theoriginal work on a PCA-basedmethodby Lakhinaet al. [13] hasbeenextended
by [24], who show how to infer network anomaliesin bothspatialandtemporaldomains.As with
[13], this work is completelycentralized. [19] and [2] proposedistributedPCA algorithmsdis-
tributedacrossblocksof rows or columnsof the datamatrix; however, thesemethodsarenot ap-
plicableto our case.Furthermore,neither[19] nor [2] addressthe issueof continuouslytracking
principal componentswithin a given error toleranceor the issueof implementinga communica-
tion/accuracy tradeoff; issueswhich arethemainfocusof our work. Otherinitiativesin distributed
monitoring,pro�ling andanomalydetectionaim to shareinformationandfostercollaborationbe-
tweenwidely distributedmonitoringboxesto offer improvementsover isolatedsystems[17, 23].
Work in [5, 15] positstheneedfor scalabledetectionof network attacksandintrusions.In theset-
ting of simplerstatisticssuchassumsandcounts,in-network detectionmethodsrelatedto ourshave
beenexploredby [11]. Finally, recentwork in themachinelearningliteratureconsidersdistributed
constraintsin learningalgorithmssuchaskernel-basedclassi�cation[16] andgraphicalmodelin-
ference[12]. (See[18] for asurvey).

2 Problem description and background

We considera monitoringsystemcomprisinga setof local monitor nodesM 1; : : : ; M n , eachof
which collectsa locally-observed time-seriesdatastream(Fig. 1(a)). For instance,the monitors
may collect information on the numberof TCP connectionrequestsper second,the numberof
DNS transactionsperminute,or thevolumeof traf�c at port 80 persecond.A centralcoordinator
nodeaimsto continuouslymonitor theglobal collectionof time series,andmake globaldecisions
suchasthoseconcerningmattersof network-widehealth.Althoughour methodologyis generally
applicable,in this paperwe focuson the particularapplicationof detectingvolumeanomalies. A
volumeanomalyrefersto unusualtraf�c loadlevelsin a network thatarecausedby anomaliessuch
asworms,distributeddenialof serviceattacks,device failures,miscon�gurations,andsoon.

Eachmonitorcollectsa new datapointatevery timestepand,assuminga naive,“continuouspush”
protocol,sendsthenew pointto thecoordinator. Basedontheseupdates,thecoordinatorkeepstrack
of aslidingtimewindow of sizem (i.e.,them mostrecentdatapoints)for eachmonitortimeseries,
organizedinto a matrix Y of sizem � n (wherethei th columnY i capturesthedatafrom monitor
i , seeFig. 1(a)).Thecoordinatorthenmakesits decisionsbasedsolelyon this (global)Y matrix.

In the network-wide volumeanomalydetectionalgorithmof [13] the local monitorsmeasurethe
total volume of traf�c (in bytes)on eachnetwork link, and periodically (e.g., every 5 minutes)
centralizethe databy pushingall recentmeasurementsto the coordinator. The coordinatorthen
performsPCA on the assembledY matrix to detectvolume anomalies. This methodhasbeen
shown to work remarkablywell, presumablydueto the inherentlylow-dimensionalnatureof the
underlyingdata[14]. However, sucha “periodic push”approachsuffersfrom inherentlimitations:
To ensurefastdetection,theupdateperiodsshouldberelatively small;unfortunately, smallperiods
alsoimply increasedmonitoringcommunicationoverheads,which may very well be unnecessary
(e.g.,if thereareno signi�cant local changesacrossperiods).Instead,in our work, we studyhow
the monitorscaneffectively �lter their time-seriesupdates,sendingas little dataaspossible,yet
enoughsoasto allow thecoordinatorto make global decisionsaccurately. We provide analytical
boundson theerrorsthatoccurbecausedecisionsaremadewith incompletedata,andexplore the
tradeoff betweenreducingdatatransmissions(communicationoverhead)anddecisionaccuracy.
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(b) Abilenenetworktraf�c data

Figure1: (a) Thedistributedmonitoringsystem;(b) Datasample(ky k2) collectedover oneweek(top); its
projectionin residualsubspace(bottom).Dashedline representsa thresholdfor anomalydetection.

Using PCA for centralized volume anomaly detection. As observedby Lakhinaet al. [13], due
to thehigh level of traf�c aggregationon ISPbackbonelinks, volumeanomaliescanoftengounno-
ticedby being“buried” within normaltraf�c patterns(e.g.,thecircle dotsshown in thetop plot in
Fig 1(b)). On theotherhand,they observe that,although,themeasureddatais of seeminglyhigh
dimensionality(n = numberof links), normaltraf�c patternsactuallylie in avery low-dimensional
subspace;furthermore,separatingout this normaltraf�c subspaceusingPCA (to �nd theprincipal
traf�c components)makesit mucheasierto identify volumeanomaliesin the remainingsubspace
(bottomplot of Fig. 1(b)).

As before,let Y be theglobalm � n time-seriesdatamatrix, centeredto have zeromean,andlet
y = y(t) denotea n-dimensionalvectorof measurements(for all links) from a singletime stept.
Formally, PCA is a projectionmethodthat mapsa given setof datapointsonto principal compo-
nentsorderedby theamountof datavariancethatthey capture.Thesetof n principalcomponents,
f v i gn

i =1 , arede�ned as:

v i = arg max
kx k=1

k(Y �
i � 1X

j =1

Yv j vT
j )xk

andarethe n eigenvectorsof the estimatedcovariancematrix A := 1
m Y T Y . As shown in [14],

PCA revealsthat the Origin-Destination(OD) �o w matricesof ISP backboneshave low intrinsic
dimensionality:For theAbilenenetwork with 41 links, mostdatavariancecanbecapturedby the
�rst k = 4 principal components.Thus, the underlyingnormalOD �o ws effectively residein a
(low) k-dimensionalsubspaceof Rn . This subspaceis referredto asthe normal traf�c subspace
Sno . Theremaining(n � k) principalcomponentsconstitutetheabnormaltraf�c subspaceSab.

Detectingvolumeanomaliesreliesonthedecompositionof link traf�c y = y(t) atany timestepinto
normalandabnormalcomponents,y = y no + yab, suchthat(a)yno correspondsto modelednormal
traf�c (theprojectionof y ontoSno ), and(b) yab correspondsto residualtraf�c (theprojectionof y
ontoSab). Mathematically, yno (t) andyab(t) canbecomputedas

yno (t) = PP T y(t) = Cno y(t) and yab(t) = (I � PP T )y (t) = Caby(t)

whereP = [v1 ; v2 ; : : : ; vk ] is formedby the�rst k principalcomponentswhich capturethedom-
inant variancein the data. The matrix C no = PP T representsthe linear operatorthat performs
projectionontothenormalsubspaceSno , andCab projectsontotheabnormalsubspaceSab.

As observed in [13], a volumeanomalytypically resultsin a large changeto y ab; thus,a useful
metricfor detectingabnormaltraf�c patternsis thesquaredpredictionerror(SPE):

SPE � kyabk2 = kCabyk2

(essentially, a quadraticresidualfunction). More formally, their proposedalgorithmsignalsa vol-
umeanomalyif SPE > Q� , whereQ� denotesthethresholdstatisticfor theSPE residualfunction
at the1 � � con�dencelevel. Sucha statisticaltestfor the SPE residualfunction,known asthe
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Figure2: Our in-network trackinganddetectionframework.

Q-statistic[9], canbecomputedasafunctionQ� = Q� (� k+1 ; : : : ; � n ) of the(n � k) non-principal
eigenvaluesof thecovariancematrix A .

3 In-network PCA for anomalydetection

We now describeourversionof ananomalydetectorthatusesdistributedtrackingandapproximate
PCA analysis.A key ideais to curtail the amountof dataeachmonitor sendsto the coordinator.
Becauseour job is to catchanomalies,ratherthan to track ongoingstate,we point out that the
coordinatoronly needsto have a goodapproximationof thestatewhenananomalyis near. It need
not trackglobalstateverypreciselywhenconditionsarenormal.Thisobservationmakesit intuitive
thatareductionin datasharingbetweenmonitorsandthecoordinatorshouldbepossible.Wecurtail
theamountof data�o w from monitorsto thecoordinatorby installinglocal �lter s at eachmonitor.
These�lters maintaina local constraint, anda monitoronly sendsthecoordinatoranupdateof its
datawhentheconstraintis violated.Thecoordinatorthusreceivesanapproximate,or “perturbed,”
view of the datastreamat eachmonitor andhenceof the global state. We usestochasticmatrix
perturbationtheoryto analyzetheeffect on our PCA-basedanomalydetectorof usinga perturbed
globalmatrix. Basedonthis,wecanchoosethe�ltering parameters(i.e.,thelocalconstraints)soas
to limit theeffect of theperturbationon thePCA analysisandon any deteriorationin theanomaly
detector'sperformance.All of theseideasarecombinedinto asimple,adaptivedistributedprotocol.

3.1 Overview of our approach

Fig. 2 illustratesthe overall architectureof our system. We now describethe functionality at the
monitorsandthecoordinator. Thegoalof a monitoris to trackits local raw time-seriesdata,andto
decidewhenthecoordinatorneedsanupdate.Intuitively, if thetime seriesdoesnot changemuch,
or doesn't changein awaythataffectstheglobalconditionbeingtracked,thenthemonitordoesnot
sendanything to thecoordinator. The coordinatorassumesthat themostrecentlyreceivedupdate
is still approximatelyvalid. Theupdatemessagecanbeeitherthecurrentvalueof thetime series,
or a summaryof themostrecentvalues,or any functionof thetime series.Theupdateservesasa
predictionof thefuturedata,becauseshouldthemonitorsendnothingin subsequenttime intervals,
thenthecoordinatorusesthemostrecentlyreceivedupdateto predictthemissingvalues.

For our anomalydetectionapplication,we �lter as follows. Eachmonitor i maintainsa �ltering
window Fi (t) of size2� i centeredat a valueRi (i.e., Fi (t) = [Ri (t) � � i ; Ri (t) + � i ]). At each
time t, themonitorsendsbothY i (t) andRi (t) to thecoordinatoronly if Y i (t) =2 Fi , otherwiseit
sendsnothing. Thewindow parameter� i is calledtheslack; it capturestheamountthetime series
candrift beforeanupdateto thecoordinatorneedsto besent.ThecenterparameterR i (t) denotes
theapproximaterepresentation,or summary, of Y i (t). In our implementation,we setR i (t) equal
to theaverageof last � ve signalvaluesobservedlocally at monitor i . Let t � denotethetime of the
mostrecentupdatehappens.Themonitorneedsto sendbothY i (t � ) andRi (t � ) to thecoordinator
whenit doesanupdate,becausethecoordinatorwill useY i (t � ) at time t � andRi (t � ) for all t > t �

until thenext updatearrives. For any subsequentt > t � whenthecoordinatorreceivesno update
from thatmonitor, it will useR i (t � ) asthepredictionfor Y i (t).

The role of the coordinatoris twofold. First, it makesglobal anomaly-detectiondecisionsbased
uponthereceivedupdatesfrom themonitors.Secondly, it computesthe�ltering parameters(i.e.,the



slacks� i ) for all themonitorsbasedonits view of theglobalstateandtheconditionfor triggeringan
anomaly. It givesthemonitorstheir slacksinitially andupdatesthevalueof their slackparameters
when needed. Our protocol is thus adaptive. Due to lack of spacewe do not discussherethe
methodfor decidingwhenslackupdatesareneeded.Theglobaldetectiontaskis thesameasin the
centralizedscheme.In contrastto the centralizedsetting,however, the coordinatordoesnot have
anexactversionof theraw datamatrix Y ; it hastheapproximationŶ instead.ThePCA analysis,
including thecomputationof Sab is doneon theperturbedcovariancematrix Â := A � � . The
magnitudeof theperturbationmatrix � is determinedby theslackvariables� i (i = 1; : : : ; M ).

3.2 Selectionof �ltering parameters

A key ingredientof our framework is a practicalmethodfor choosingtheslackparameters� i . This
choiceis critical becausetheseparametersbalancethetradeoff betweenthesavingsin datacommu-
nicationandthelossof detectionaccuracy. Clearly, thelargertheslack,thelessthemonitorneeds
to send,thusleadingto both morereductionin communicationoverheadandpotentiallymorein-
formationlossat thecoordinator. We employ stochasticmatrix perturbationtheoryto quantify the
effectsof theperturbationof amatrixonkey quantitiessuchaseigenvaluesandtheeigen-subspaces,
which in turn affect thedetectionaccuracy.

Our approachis asfollows. We measurethesizeof a perturbationusinga normon � . We derive
anupperboundon thechangesto theeigenvalues� i andtheresidualsubspaceC ab asa functionof
k� k. Wechoose� i to ensurethatanapproximationto thisupperboundon � is notexceeded.This
in turnensuresthat� i andCab donotexceedtheirupperbounds.Controllingtheselatterterms,we
areableto boundthefalsealarmprobability.

Recallthat thecoordinator's view of theglobaldatamatrix is theperturbedmatrix Ŷ = Y + W ,
whereall elementsof thecolumnvectorW i areboundedwithin the interval [� � i ; � i ]. Let � i and
�̂ i (i = 1; : : : ; n) denotetheeigenvaluesof thecovariancematrix A = 1

m Y T Y andits perturbed
versionÂ := 1

m Ŷ T Ŷ . Applying theclassicaltheoremsof Mirsky andWeyl [22], weobtainbounds
on theeigenvalueperturbationin termsof theFrobeniusnormk:kF andthespectralnorm k:k2 of
� := A � Â , respectively:

� eig :=

vu
u
t

nX

i =1

1
n

(�̂ i � � i )2 � k� kF =
p

n and max
i

j �̂ i � � i j � k� k2 (1)

Applying thesintheoremandresultsonboundingtheangleof projectionsto subspaces[22] (seethe
Appendixfor moredetails),wecanboundtheperturbationof theresidualsubspaceC ab in termsof
theFrobeniusnormof � :

kCab � ĈabkF �

p
2k� kF

�
(2)

where� denotestheeigengapbetweenthek th and(k + 1)th eigenvaluesof theestimatedcovariance
matrix Â .

To obtain practical (i.e., computable)boundon the normsof � , we derive expectationbounds
insteadof worstcasebounds.We makethefollowing assumptionson theerrormatrix W :

1. ThecolumnvectorsW 1; : : : ; W n areindependentandradially symmetricm-vectors.

2. For eachi = 1; : : : ; n, all elementsof columnvectorW i arei.i.d. randomvariableswith
mean0, variance� 2

i := � 2
i (� i ) andfourthmoment� 4

i := � 4
i (� i ).

Notethattheindependenceassumptionis imposedonly on theerror—thisby nomeansimpliesthat
thesignalsreceivedby differentmonitorsarestatisticallyindependent.Undertheaboveassumption,
we canshow thatk� kF =

p
n is upperboundedin expectationby thefollowing quantity:

TolF = 2

vu
u
t 1

mn

nX

i =1

� i �
nX

i =1

� 2
i +

vu
u
t

�
1
m

+
1
n

� nX

i =1

� 4
i +

1
mn

nX

i =1

(� 4
i � � 4

i ): (3)

Similar resultscanbe obtainedfor the spectralnorm aswell. In practice,theseupperboundsare
very tight because� 1; : : : ; � n tendto besmallcomparedto thetopeigenvalues.Giventhetolerable



perturbationTolF , we canuseEqn(3) to selecttheslackvariables.For example,we candivide the
overall toleranceacrossmonitorseitheruniformly or in proportionto theirobservedlocal variance.

3.3 Guaranteeon falsealarm probability

Becauseour approximationperturbsthe eigenvalues,it also impactsthe accuracy with which the
trigger is �red. Sincethe triggerconditionis kC abyk2 > Q� , we mustassessthe impacton both
of theseterms. We cancomputeanupperboundon theperturbationof theSPEstatistic,SPE =
kCabyk2, asfollows. First,notethat

jkĈabŷ k � kCabykj � k(Ĉab � Cab)ŷ k + kCab(y � ŷ )k �

p
2k� kF kŷk

�
+ kCabk2

vu
u
t

nX

i =1

� 2
i

�

p
2k� kF kŷk

�
+

 

kĈabk +

p
2k� kF

�

! vu
u
t

nX

i =1

� 2
i =: � 1(ŷ ):

jkĈabŷ k2 � kCabyk2 j � � 1(ŷ )(2kĈabŷ k + � 1(ŷ )) =: � 2(ŷ ): (4)

Thedependency of thethresholdQ� on theeigenvalues,� k+1 ; : : : ; � n , canbeexpressedas[9]:

Q� = � 1

"
c�

p
2� 2h2

0

� 1
+ 1 +

� 2h0(h0 � 1)
� 2

1

# 1
h 0

; (5)

wherec� is the (1 � � )-percentileof the standardnormal distribution, h0 = 1 � 2� 1 � 3

3� 2
2

, � i =
P n

j = k+1 � i
j for i = 1; 2; 3.

To assesstheperturbationin falsealarmprobability, we startby consideringthefollowing random
variablec derivedfrom Eqn(5):

c =
� 1[(SPE =� 1)h0 � 1 � � 2h0(h0 � 1)=� 2

1]
p

2� 2h2
0

: (6)

TherandomvariablecessentiallynormalizestherandomquantitykC abyk2 andis knownto approx-
imately follow a standardnormaldistribution [10]. The falsealarmprobability in the centralized
systemis expressedas

Pr
�
kCabyk2 > Q�

�
= Pr [c > c� ] = �;

wherethe lefthandterm of this equationis conditionedupon the SPEstatisticsbeing inside the
normal range. In our distributedsetting,the anomalydetector�res a trigger if kĈabŷ k2 > Q̂� .
We thusonly observe a perturbedversionĉ for therandomvariablec. Let � c denotetheboundon
jĉ � cj. Thedeviation of thefalsealarmprobability in our approximatedetectionschemecanthen
beapproximatedasP(c� � � c < U < c� + � c), whereU is a standardnormalrandomvariable.

4 Evaluation

We implementedouralgorithmanddevelopeda trace-drivensimulatorto validateour methods.We
useda one-weektracecollectedfrom the Abilene network1. The tracescontainsper-link traf�c
loadsmeasuredevery 10 minutes,for all 41 links of theAbilene network. With a time unit of 10
minutes,datawascollectedfor 1008time units. This datawasusedto feedthe simulator. There
are7 anomaliesin the datathat weredetectedby the centralizedalgorithm(andveri�ed by hand
to be true anomalies).We alsoinjected70 syntheticanomaliesinto this datasetusingthe method
describedin [13], sothatwe wouldhavesuf�cient datato computeerrorrates.We useda threshold
Q� correspondingto an 1 � � = 99:5% con�dencelevel. Due to spacelimitations, we present
resultsonly for thecaseof uniformmonitorslack,� i = � .

The input parameterfor our algorithmis the tolerablerelative error of the eigenvalues(“relative

eigen-error”for short),which actsasa tuningknob. (Precisely, it is TolF =
q

1
n

P
� 2

i , whereTolF

1Abileneis anInternet2high-performancebackbonenetwork thatinterconnectsa largenumberof universi-
tiesaswell asa few otherresearchinstitutes.
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Figure3: In all plots thex-axis is the relative eigen-error. (a) The �ltering slack. (b) Actual accruedeigen-
error. (c) Relative errorof detectionthreshold.(d) Falsealarmrates.(e) Misseddetectionrates.(f) Communi-
cationoverhead.

is de�ned in Eqn(3).) Giventhis parameterandtheinput datawe cancomputethe�ltering slack�
for themonitorsusingEqn(3). Wethenfeedin thedatato runourprotocolin thesimulatorwith the
computed� . Thesimulatoroutputsa setof resultsincluding: 1) theactualrelative eigenerrorsand
therelative errorson thedetectionthresholdQ� ; 2) themisseddetectionrate,falsealarmrateand
communicationcostachievedby ourmethod.Themissed-detectionrateis de�ned asthefractionof
misseddetectionsover the total numberof realanomalies,andthe false-alarmrateasthe fraction
of falsealarmsover thetotal numberof detectedanomaliesby our protocol,which is � (de�ned in
Sec.3.3) rescaledasa rateratherthana probability. The communicationcostis computedasthe
fractionof numberof messagesthatactuallygetthroughthe�ltering window to thecoordinator.
Theresultsareshown in Fig.3. In all plots,thex-axisis therelativeeigen-error. In Fig.3(a)weplot
the relationshipbetweenthe relative eigen-errorandthe �ltering slack � whenassuming�ltering
errorsareuniformly distributedon interval [� � ; � ]. With this model,the relationshipbetweenthe
relativeeigen-errorandtheslackis determinedby asimpli�ed versionof Eqn(3) (with all � 2

i = � 2

3 ).
Theresultsmakeintuitivesense.Asweincreaseourerrortolerance,wecan�lter moreatthemonitor
andsendlessto the coordinator. The slackincreasesalmostlinearly with the relative eigen-error
becausethe�rst termin theright handsideof Eqn(3) dominatesall otherterms.

In Fig. 3(b)wecomparetherelativeeigen-errorto theactualaccruedrelativeeigen-error(de�nedas

� eig =
q

1
n

P
� 2

i , where� eig is de�ned in Eqn(1)). Thesewerecomputedusingtheslackparameters
� ascomputedby ourcoordinator. Wecanseethattherealaccruedeigen-errorsarealwayslessthan
the tolerableeigenerrors. Theplot shows a tight upperbound,indicatingthat it is safeto useour
model'sderived�ltering slack� . In otherwords,theachievedeigen-erroralwaysremainsbelow the
requestedtolerableerror speci�ed asinput, andtheslackchosengiven the tolerableerror is close
to beingoptimal. Fig. 3(c) shows therelationshipbetweentherelative eigen-errorandtherelative
errorof detectionthresholdQ�

2. We seethatthethresholdfor detectinganomaliesdecreasesaswe
toleratemoreandmoreeigen-errors.In theseexperiments,anerrorof 2% in theeigenvaluesleads
to anerrorof approximately6%in ourestimateof theappropriatecutoff threshold.

We now examinethe falsealarmratesachieved. In Fig. 3(d) the curve with trianglesrepresents
the upperboundon the falsealarmrate asestimatedby the coordinator. The curve with circles
is the actualaccruedfalsealarmrateachieved by our scheme.Note that the upperboundon the
falsealarmrateis fairly closeto thetruevalues,especiallywhentheslackis small.Thefalsealarm
rate increaseswith increasingeigen-errorbecauseasthe eigen-errorincreases,the corresponding
detectionthresholdQ� will decrease,which in turn causesthe protocol to raisean alarm more

2Precisely, it is 1 � Q̂� =Q� , whereQ̂� is computedfrom �̂ k +1 ; : : : ; �̂ n .



often. (If we hadplottedQ̂ ratherthantherelative thresholddifference,we would obviously seea
decreasinĝQ with increasingeigen-error.) Weseein Fig. 3(e)thatthemisseddetectionratesremain
below 4%for variouslevelsof communicationoverhead.

Thecommunicationoverheadis depictedin Fig. 3(f). Clearly, thelargertheerrorswe cantolerate,
the moreoverheadcanbe reduced.Consideringtheselast threeplots (d,e,f) together, we observe
severaltradeoffs. For example,whentherelativeeigen-erroris 1:5%, ouralgorithmreducesthedata
sentthroughthenetwork by morethan90%. This gain is achievedat thecostof approximatelya
4% misseddetectionrateanda 6% falsealarmrate.This is a largereductionin communicationfor
a small increasein detectionerror. Theseinitial resultsillustratethat our in-network solutioncan
dramaticallylower thecommunicationoverheadwhile still achieving highdetectionaccuracy.

5 Conclusion

We havepresenteda new algorithmicframework for network anomalydetectionthatcombinesdis-
tributedtrackingwith PCA analysisto detectanomalieswith far lessdatathanpreviousmethods.
Thedistributedtrackingconsistsof local �lters, installedateachmonitoringsite,whoseparameters
areselectedbaseduponglobalcriteria.Theideais to trackthelocalmonitoringdataonly enoughso
asto enableaccuratedetection.The local �ltering reducestheamountof datatransmittedthrough
thenetwork but alsomeansthatanomalydetectionmustbedonewith limited or partialviewsof the
globalstate.Usingmethodsfrom stochasticmatrixperturbationtheory, weprovidedananalysisfor
the tradeoff betweenthe detectionaccuracy andthedatacommunicationoverhead.We wereable
to control the amountof dataoverheadusingthe the relative eigen-errorasa tuning knob. To the
bestof ourknowledge,this is the�rst resultin theliteraturethatprovidesupperboundson thefalse
alarmrateof network anomalydetection.

References

[1] ALON. N., KRIVELEVICH, M. AND VU, V. H. Ontheconcentrationof eigenvaluesof randomsymmetric
matrices.In Israel Journalof Mathematics, 131:259-267,2002.

[2] BAI , Z.-J., CHAN, R. AND LUK , F. Principalcomponentanalysisfor distributeddatasetswith updating.
In Proceedingsof Internationalworkshopon AdvancedParallel ProcessingTechnologies(APPT), 2005.

[3] BOTTCHER, A. AND GRUDSKY, S. Thenormof theproductof a largematrix anda randomvector. In
ElectronicJournalof Probability, 8:1-29,2003.

[4] BOTTCHER, A. AND WENZEL , D. RigorousStochasticBoundsfor theError in LargeCovarianceMatri-
ces.TechnischeUniversittChemnitz,Fakultt fr Mathematik(Germany). Preprint26,2006.

[5] DREGER, H., FELDMANN, A., PAXSON, V. AND SOMMER, R. Operationalexperienceswith high-
volumenetwork intrusiondetection.In Proceedingsof ACM ConferenceonComputerandCommunications
Security(CCS), 2004.

[6] DRMAC, Z. Onprincipalanglesbetweensubspacesof euclideanof spaceIn SIAMJ. Matrix Anal.Appl.,
22(1)2000.

[7] GEMAN, S. A limit theoremfor thenormof randommatrices.In Ann.Probab., 8 (1980),pp.252-261.
[8] HOLMES, R. B. OnRandomCorrelationMatrices.IN SIAMJ. Matrix Anal.Appl., 12(2)1991.
[9] JACKSON, J. E. AND MUDHOLKAR, G. S. Control proceduresfor residualsassociatedwith principal

componentanalysis.In Technometrics, 21(3):341-349,1979.
[10] JENSEN, D. R. AND SOLOMON, H. A Gaussianapproximationfor thedistribution of de�nite quadratic

forms. In Journalof theAmericanStatisticalAssociation, 67(340):898-902,1972.
[11] KERALAPURA , R., CORMODE, G. AND RAMAMIRTHAM , J. Communication-ef�cient distributedmon-

itoring of thresholdedcounts. In Proceedingsof ACM InternationalConferenceon Managementof Data
(SIGMOD), 2006.

[12] KREIDL , P. O., WILLSKY, A. Inferencewith minimal communication:A decision-theoreticvariational
approach.In Proceedingsof Neural InformationProcessingSystems(NIPS), 2006.

[13] LAKHINA , A., CROVELLA , M. AND DIOT, C. Diagnosingnetwork-widetraf�c anomalies.In Proceed-
ingsof ACM Conferenceof theSpecialInterestGrouponDataCommunication(SIGCOMM), 2004.

[14] LAKHINA , A., PAPAGIANNAKI , K., CROVELLA , M., DIOT, C., KOLACZYK , E. D. AND TAFT, N.
Structuralanalysisof network traf�c �o ws. In Proceedingsof InternationalConferenceon Measurement
andModelingof ComputerSystems(SIGMETRICS), 2004.

[15] LEVCHENKO, K., PATURI , R. AND VARGHESE, G. On the dif�culty of scalablydetectingnetwork
attacks.In Proceedingsof ACM Conferenceon ComputerandCommunicationsSecurity(CCS), 2004.

[16] NGUYEN, X., WAINWRIGHT, M. AND JORDAN, I . M. Nonparametricdecentralizeddetectionusing
kernelmethods.In IEEETransactionsonSignalProcessing, 53(11):4053-4066,2005.

[17] PADMANABHAN, V. N., RAMABHADRAN, S., AND PADHYE, J. Netpro�ler: Pro�ling wide-areanet-
worksusingpeercooperation.In Proceedingsof InternationalWorkshopon Peer-to-PeerSystems, 2005.



[18] PREDD, J.B., KULKARNI , S.B., AND POOR, H.V. Distributedlearningin wirelesssensornetworks. In
IEEE SignalProcessingMagazine, 23(4):56-69,2006.

[19] QU, Y., OSTROUCHOVZ, G., SAMATOVAZ, N AND GEIST, A. PrincipalComponentAnalysisfor Di-
mensionsReductionin Massive DistributedDataSetsIn Proceedingsof IEEE InternationalConferenceon
DataMining (ICDM), 2002.

[20] RUBINSTEIN, R. Generatingrandomvectorsuniformly distributedinsideandon thesurfaceof different
regions.In Europ.J. Oper. Res., 10(1982),pp.205-209.EuropeanJournalof OperationsResearch, 10:205-
209,1982.

[21] STEWART, G. W. Perturbationtheoryfor thesigular valuedecomposition. UMIACS-TR-90-123,1990.
[22] STEWART, G. W., AND SUN, J.-G. Matrix PerturbationTheory. AcademicPress,1990.
[23] YEGNESWARAN, V., BARFORD, P., AND JHA , S. Global intrusion detectionin the domino overlay

system.In Proceedingsof NetworkandDistributedSystemSecuritySymposium(NDSS), 2004.
[24] ZHANG, Y., GE, Z.-H., GREENBERG, A., AND ROUGHAN, M. Network anomography. In Proceedings

of InternetMeasurementConference(IMC), 2005.

6 Appendix

In this Appendix we develop a more detailedanalysisof the impact of the slacknessparameter
(� 1; : : : ; � n ) on theeigenvaluesandeigensubspaceson theprincipalcomponentsusingmatrix per-
turbationtheory. Someof themainresultspresentedhereinaresummarizedin Section3. We begin
with a brief backgrounddescriptionof known resultsfrom matrix perturbationtheory, and then
proceedsto its applicationonourproblem.

6.1 Background

Matrix perturbationtheoryis concernedwith measuringtheimpactof smallperturbationonmatrices
on relevantquantitiessuchastheeigenvaluesandeigenvectors.

Eigenvalue perturbation bounds Thebasicperturbationboundsfor eigenvaluesof a matrix are
dueto Weyl andMirsky with following two theorems[21]. Let matrixA haseigenvalues� i , andits
perturbatedmatrix, Â = A + � , haseigenvalues�̂ i , for i = 1; : : : ; n. We have:

Theorem1 (Weyl) maxi j �̂ i � � i j � k� k2:

Theorem2 (Mirsky)
q

1
n

P n
i =1 (�̂ i � � i )2 � k� kFp

n :

Herek:k2 andk:kF denotethespectral2-normandtheFrobeniusnorm(cf. [22]).

Invariant subspaceperturbation. While eigenvaluesarequitestableundermatrix perturbation,
the individual eigenvectorsare not. Insteadone needsto look at the perturbationof subspaces
spannedby theeigenvectors.Subspacesspannedby eigenvectorsareanexampleof invariant sub-
spaces,whichareknown to bestable3

Let L (�) denotethesetof eigenvaluesof amatrix,S(�) denotethesubspacespannedby amatrix,and
� denotethematrixof canonicalanglebetweentwo subspaces(cf. [22]). Thentheperturbationof
aninvariantsubspacespannedby eigenvectorscanbequantifyby thesin of thecanonicalangleby
thefollowing sin � theorem[22]:

Theorem3 LetA havethespectral resolution
�

X T
1

X T
2

�
A [ X 1 X 2 ] =

�
L 1 0
0 L 2

�

where [ X 1 X 2 ] is unitary with X 1 2 Cn � k . Let Z 2 Cn � k haveorthonormalcolumns,and
for anysymmetricM of orderk, let

R = AZ � ZM

3A subspaceX is invariantof transformationA if AX � X .



supposethatL (M ) � [a; b] andfor someeigengap� > 0,

L (L 2 ) � Rn[a � � ; b + � ]

Thenfor anyunitarily invariantnorm

k sin� [S(X 1 ); S(Z)] k �
kR k

�

Note that this theoremappliesto any unitarily invariantnorm suchasthe spectralnorm k:k2 and
Frobeniusnormk:kF . Applying thisresultto theeigensubspacesfor (symmetric)covariancematrix
A andits purturbedversionÂ , assumethatÂ hasthefollowing thespectralresolution

�
ZT

1
ZT

2

�
Â [ Z1 Z2 ] =

�
M 1 0
0 M 2

�

where[ Z1 Z2 ] is unitary with Z1 2 Cn � k . Then we have Z1
T Â Z1 = M 1 and Â Z1 =

Z1M 1 . Let R = AZ 1 � Z1M 1 = AZ 1 � ÂZ 1 = �Z 1 . For any unitarily invariantnorm,there
holdskR k = k�Z 1k = k� k. As a result,we have:

k sin � [S(X 1 ); S(Z1 )] k �
kR k

�
=

k� k
�

Finally, thereis acloserelationshipbetweentheperturbationof theprojectionoperatorontoinvariant
subspacesandthecanonicalangleof thesubspaceperturbation.Let P X andP Z betheorthogonal
projectionsontoS(X ) andS(Z). Thereholds[22]:

kPX � PZ kF =
p

2k sin� [S(X ); S(Z)] kF �
k� kF

�
:

In summary, in orderto assesstheperturbationin eigenvaluesandeigensubspace,we needto esti-
matetheupperboundsgivenin termsof theFrobeniusnormandthespectralnormof � .

6.2 Err or matrix analysis

For theremainderof thisappendixweshallpresentboundsandestimationof theFrobeniusnormand
spectralnormof theperturbation.RecallthatA = 1

m Y T Y andÂ = 1
m Ŷ T Ŷ , whereŶ = Y + W .

W i is acolumnvectorof �ltering errorat eachmonitori andW is the�ltering (perturbation)error
on thedistributedmatrix Y . Eachelementej i of vectorW i is boundedwithin [� � i ; � i ].

Thenormof theperturbationerrormatrix � = 1
m (A � Â ) canbeboundedasfollows:

k� k =
1
m

kY T W + W T Y + W T W k �
1
m

�
kY T W k + kW T Y k + kW T W k

�

Ourstrategy is to obtainboundsfor eachtermsin theRHSof this inequality. It is possibleto derive
absoluteboundsin termsof theabsoluteerror � i (i = 1; : : : ; n). However, suchboundswould be
too loosefor practicalpurposes.Instead,weappealto stochasticperturbationtheory. Thebasicidea
is to assumethat the error matrix W is randomaccordingto a certaindistribution with estimated
meanandhigher-ordermoments.In orderto estimatetheabsoluteupperboundfor k� k, we start
with estimatingor boundingEk� k. This is doneby boundingtheexpectationof the termson the
RHSof theabove inequality.

Ourassumptionon therandomdistributionof W is givenasfollows:

1. ThecolumnvectorsW 1 ; : : : ; W n areindependentandradiallysymmetricm-dim vectors.

2. For eachi = 1; : : : ; n, all elementsof columnvectorW i arei.i.d. randomvariableswith
mean0, variance� 2

i := � 2
i (� i ) andfourthmoment� 4

i := � 4
i (� i ).



6.2.1 Analysis of Frobeniusnorm

Computation of EkY T W k2
F . Weexploit resultsfrom [3]: For any m-dimensionalrandomvector

v uniformly distributedon theunit sphereSm � 1, andgivena m � n matrixY , therehold:

E(kY T vk2) =
kY T k2

F

m
; Var(kY T vk2) �

2
m + 2

As observedin [20], sinceW i is assumedto beradially symmetricm-dimensionalrandomvector,
its projectionon theunit sphereasW i = v i � kW i k, wherev i is uniformly distributedon Sm � 1,
andis independentwith kW i k. Thenwehave

E(kY T W i k2) = E(kY T v i k2 � kW i k2) = E(kY T v i k2) � E(kW i k2)

= kY k2
F �

E(kW i k2)
m

= kY k2
F � � 2

i

E(kY T W k2
F ) = E(kY T W k2

F ) = E(
nX

i =1

kY T W i k2
F ) =

nX

i =1

E(kY T W i k2
F )

=
nX

i =1

kY k2
F � � 2

i = kY k2
F �

nX

i =1

� 2
i

= tr( Y T Y ) �
nX

i=1

� 2
i = m

nX

i=1

� i �
nX

i=1

� 2
i = m

nX

i=1

� i � � ;

where� 0
i s areeigenvaluesof covariancematrixA = 1

m Y T Y .4

Computation of E(kW T W k2
F ) This is a high orderterm, andits valueis generallydominated

by EkY T W k2
F . Our computationrelieson the assumptionthat the error vectorsW 1; : : : ; W n

are independent.In addition,we usethe following fact from [8]: if u, v are independentlyand
uniformly distributedcolumnvectorsonSm � 1, thentherehold:

E(uT � v ) = 0; E[(uT � v )2] =
1
m

; Var[(uT � v )2] =
2(m � 1)

m2(m + 2)
For i 6= j , wehave

E[(W T
i W j )2] = E

" �
W T

i

kW i k
�

W j

kW j k

� 2

� kW i k2 � kW j k2

#

=
1
m

� E(kW i k2 � kW j k2)

=
1
m

� E(kW i k2) � E(kW j k2) =
m2� 2

i � 2
j

m
= m� 2

i � 2
j

De�ne zi := W T
i W i =

P m
j =1 e2

j i . We have

E(e2
j i ) = � 2

i ; Var(e2
j i ) = E(e4

j i ) � (E(e2
j i ))

2 = � 4
i � � 4

i

Thenwe have

E(zi ) = E(
mX

j =1

e2
j i ) =

mX

j =1

E(e2
j i ) = m� 2

i

Var(zi ) = Var(
mX

j =1

e2
j i ) =

mX

j =1

Var(e2
j i ) = m(� 4

i � � 4
i )

E(z2
i ) = (E(zi ))2 + Var(z) = m2� 4

i + m(� 4
i � � 4

i )
In sum,wehave

E(kW T W k2
F ) =

nX

i =1

E[(W T
i W i )2] + 2

nX

i =1

nX

j = i +1

E[(W T
i W j )2]

= m2
nX

i =1

� 4
i + m

nX

i =1

(� 4
i � � 4

i ) + 2
nX

i =1

nX

j = i +1

m� 2
i � 2

j

4For simplicity, wetypically suppressthedependenceon� in ournotations,suchasusing� insteadof � (� ).



Expectationbounds An applicationof Jensen's inequalityyieldsE(x) �
p

E(x2). Thenwecan
upperboundE(k� kF ) asfollows

E(k� kF ) �
2
m

E(kY T W kF ) +
1
m

E(kW T W kF ) �
2
m

q
E(kY T W k2

F ) +
1
m

q
E(kW T W k2

F )

=
2
m

vu
u
t m

nX

i =1

� i �
nX

i =1

� 2
i +

1
m

vu
u
t m2

nX

i =1

� 4
i + m

nX

i =1

(� 4
i � � 4

i ) + 2
nX

i =1

nX

j = i +1

m� 2
i � 2

j

� 2

vu
u
t 1

m

nX

i =1

� i �
nX

i =1

� 2
i +

vu
u
t

nX

i =1

� 4
i +

1
m

nX

i =1

(� 4
i � � 4

i ) +
n
m

nX

i =1

� 4
i :=

p
n � TolF

Combiningwith Mirsky's theorem,we havethat

E

vu
u
t 1

n

nX

i =1

(�̂ i � � i )2 � E
�

k� kFp
n

�
� TolF ;

whereTolF is givenby our foregoinganalysis.

Computation of variances Thevariancesof thetermsanalyzedabove canalsobecomputedan-
alytically. Usingthefollowing identity for independentvariablesX andY that

Var(X Y) = Var(X )Var(Y ) + (EY )2Var(X ) + (EX )2Var(Y );

we obtain

Var(kY T W i k2) = Var(kY T v i k2kW i k2)

= Var(kY T v i k2)Var(kW i k2) + (EkW i k2 )2VarkY T v i k2 + (EkY T v i k2 )2VarkW i k2

�
2

m + 2
Var(kW i k2 ) +

2
m + 2

(EkW i k2 )2 +
kY T k4

F

m 2 Var(kW i k2 )

=
2m

m + 2
Var(e2

1i ) +
2m2

m + 2
(Ee2

1i )
2 +

1
m

kY k4
F Var(e2

1i ):

Noting thatW 1 ; :::; W n areindependent,eachelementej i hastheforth moment� 4
i , thenwe have

Var(e2
j i ) = E(e4

j i ) � (E (e2
j i ))

2 = � 4
i � � 4

i . Thus,

Var(kY T W k2
F ) = Var

 
nX

i =1

kY T W i k2
F

!

=
nX

i =1

Var(kY T W i k2)

�
2m

m + 2
�

nX

i =1

Var(e2
1i ) +

2m2

m + 2

nX

i =1

� 4
i +

1
m

kY k4
F

nX

i =1

Var(e2
1i )

=
2m

m + 2
�

nX

i =1

(� 4
i � � 4

i ) +
2m2

m + 2

nX

i =1

� 4
i +

1
m

kY k4
F

nX

i =1

(� 4
i � � 4

i )

Thevarianceof kW T W k2
F canalsobecomputedanalyticallyusingresultfrom [8]. Thecomputa-

tion is tedious,sowe omit theprocedurehere.

Note that our computationof meansandvariancescanbe simpliedsign�cantly by using further
assumptionon the distribution of the error elementsej i of matrix W , so that the result depend
directly on theslackparameters� i (i = 1; : : : ; n). For example,if e1i is uniformly distributedon

[� � i ; � i ], we have Var(e2
1i ) = � 4

i (� i ) � � 4
i (� i ) = � 4

i
5 � � 4

i
9 = 4� 4

i
45 , andsoon. On thetherhand,if

e1i � N (0; � 2
i (� i )) , wehaveVar(e2

1i ) = � 4
i (� i ) � � 4

i (� i ) = 3� 4
i (� i ) � � 4

i (� i ) = 2� 4
i (� i ) andsoon.

6.2.2 Analysis of spectralnorm

In thissubsection,we turn to theestimationof thespectralnormof theperturbationerrormatrix � .
This quantityprovidesa tighterupperboundfor theeigenvalueperturbation(via Weyl' s theorem).



Unfortunately, it is alsodif�cult to bound. For many applications,it suf�ces to replacea bound
on k:k2

2 by its expectationEk:k2
2. In the following derivations,we rely on the concentrationof

eigenvaluesof randomsymmetricmatrices[1]. This resultis applicableto matriceswhoseelements
areindependentor weaklycorrelated.

Let L max (�) denotethemaximumeigenvalueof amatrix. Thenwehave

E(kW T Y k2
2) = E(L max (Y T WW T Y )) � L max (E(Y T WW T Y ))

= L max (Y T E(WW )T Y ) = L max (Y T [
nX

i =1

� 2
i I ] � Y ) = L max (Y T Y ) �

nX

i =1

� 2
i

= � max �
nX

i =1

� 2
i :

Likewise,we have

E(kY T W k2
2) = E(L max (W T YY T W )) � L max (E(W T YY T W ))

= L max

�
E

h
W T

i YY T W j

i

1� i;j � n

�
= L max

0

@E

2

4
mX

k ;l

eik (YY T )k l ej l

3

5

1

A

Becausetheelementsej i of matrix W areindependentwith mean0, the matrix insideL max is a
diagonalmatrix. As a result,

E(kY T W k2) = L max

0

@E

"
mX

k=1

� 2
i (YY T )kk

#

1� i � n

1

A

= max
i

(

� 2
i

mX

k=1

(YY T )kk

)

= � 2
max

mX

k=1

(YY T )kk

= � 2
max tr( YY T ):

A remainingtermis EkW T W k2 , which is generallydominatedby E(kY T W k2) + E(kW T Y k)
andis omittedin our analysis5. Thuswe have thefollowing approximateupperboundon expected
spectralnormof theperturbationerrormatrix:

Ek� k2 . Tol2;

where

Tol2 =

vu
u
t � max �

nX

i =1

� 2
i +

q
� 2

max tr( YY T ):

By Weyl' s theorem,thereholds
E max

i
j� i � �̂ i j . Tol2:

5January2, 2007: After the publicationof this technicalreport,a rigorousanalysisof the spectralnorm
is recentlymadeavailablein [4] by AlbrechtBottcherandDavid Wenzel,who weremotivatedby theuseof
stochasticperturbationtheoryin thispaper.


