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Abstract

Thesystemsandnetworking communitytreasures“sim-
ple” systemdesigns,but our evaluationof systemsim-
plicity oftenreliesmoreon intuition andqualitative dis-
cussionthanrigorousquantitative metrics.In this paper,
we developa prototypemetric thatseeksto quantifythe
notion of algorithmic complexity in networked system
design.We evaluateseveral networked systemdesigns
throughthe lensof our proposedcomplexity metricand
demonstratethat our metric quantitatively assessesso-
lutions in a mannercompatiblewith informally artic-
ulateddesignintuition and anecdotalevidencesuchas
real-world adoption.

1 Intr oduction

Thedesignof a networkedsystemfrequentlyincludesa
strongalgorithmicdesigncomponent.For example,so-
lutions to a variety of problems– routing, distributed
storage,multicast,nameresolution,resourcediscovery,
overlays,dataprocessingin sensornetworks – require
distributedtechniquesandproceduresby whichacollec-
tion of nodesaccomplishanetwork-widetask.

Designsimplicity is a much-valuedpropertyin such
systems.For example,the literatureon networked sys-
temsoftenrefersto theimportanceof simplicity (all em-
phasisadded):

Theadvantageof Chordis that it is substantially
lesscomplicated. . . (Chord[35])

Thispaperdescribesadesignfor multicastthatis
simpleto understand. . . (SimpleMulticast[32])

This paperproposeda simpleand effective ap-
proach.. . (SOSR[17])

Likewise,engineeringmaximsstresssimplicity:

All thingsbeingequal,thesimplestsolutiontends
to betheright one.(Occam's razor)

KISS:KeepIt Simple,Stupid!(Apollo program)

However, as the literaturereveals,our evaluationof
the simplicity (or lack thereof)of designoptionsis of-
ten throughqualitative discussionor, at best,proof-of-
conceptimplementation.What rigorousmetricswe do
employ tend to be borrowed from the theory of algo-
rithms. Thesemetrics,however, were intendedto cap-
ture the overheador ef�ciency of an algorithmandare
at times incongruentwith our notion of simplicity. For

example,�ooding performspoorly on two of the most
commonmetricsusedto calibratesystemdesigns(the
amountof statemaintainedat nodesandthe numberof
messagesexchangedacrossnodes),but mostof uswould
consider�ooding a simple, albeit inef�cient, solution.
Similarly, a pieceof stateobtainedastheresultof a dis-
tributedconsensusprotocol feels intuitively morecom-
plex thanstatethatholdstheIP addressof a neighborin
awirelessnetwork.

We conjecturethat this mismatchin designaesthetic
contributesto thefrequentdisconnectbetweenthemore
theoreticaland applied researchon networked system
problems.A goodexampleof this is the work on rout-
ing. Routingsolutionswith small forwardingtablesare
widely viewedasdesirableandthesearchfor improved
algorithmshasbeenexplored in multiple communities;
for instance,a fair fractionof theproceedingsat STOC,
PODC,andSPAA aredevotedto routingproblems.The
basicdistance-vectorandlink-stateprotocolsincur high
routing state(O(n) entries)but are simple and widely
employed. By contrast,a rich body of theoreticalwork
hasled to a suite of compactrouting algorithms(e.g.,
[2,3,10,36]).Thesealgorithmsconstructoptimallysmall
routingtables(O(

p
n) entries)but appearmorecomplex

andhave seenlittle adoption.
This is not to suggestexisting overheador ef�ciency

metricsarenotrelevantoruseful.Onthecontrary, all else
beingequal,solutionswith lessstateor traf�c overhead
arestrictly moredesirable.Our point is merelythat de-
signsimplicity playsarolein selectingsolutionsfor real-
world systems,but existing ef�ciency or performance-
focusedmetricscan be misalignedwith our notion of
whatconstitutessimplesystemdesigns.

This paperexploresthe questionof whetherwe can
identify complexity metrics that more directly capture
theintuition behindour judgmentof systemdesigns.Be-
causethe systemdesignswe work with arefairly well-
speci�ed,webelievethereis nofundamentalreasonwhy
our appreciationof a designcannotbe reinforcedby
quanti�able measures.Suchmetricswould not only al-
low us to morerigorouslydiscriminatebetweendesign
options,but also to betteralign the designgoalsof the
theoryandsystemscommunities.

Westartby reportingonasurvey weconductedto un-
derstandhow systemdesignersevaluateand articulate
complexity in systemdesign(Section2). Building on
this, we de�ne a complexity metric in Sections3 and4



andevaluateseveral networked systemdesignsthrough
thelensof ourcomplexity metricin Section5.Usingthis
analysis,we demonstratethat our metric quantitatively
differentiatesacross�a vors of solutionsandrankssys-
temsin a mannerthat is congruentwith our survey. We
discussthelimitationsof our metricin Section6, review
relatedwork in Section7, andconcludein Section8.

Finally, it is importantto clarify thescopeof ourwork.
We intend for our complexity metric to complement–
not replace– existing ef�ciency or performancemetrics.
For example,in thecaseof a routingalgorithm,ourmet-
ric might capturethe complexity of route construction
but reveal little aboutthe quality of computedpaths.In
addition,while we focuson systemdesignat the algo-
rithmic or procedurallevel, therearemany aspectsto a
softwaresystemthatcontribute to its ultimatecomplex-
ity. For example,asthe CAP theorem[13] tells us, the
carefulselectionof asystem's servicemodelprofoundly
impactscomplexity. The sameis true for the soundde-
signof its softwareimplementation.Althoughat leastas
importantasdistributedcomplexity, thesearenotaspects
we considerin this paper. Lastly, we stressthatwe view
our metricasa prototype:onespeci�c metricthatworks
well with several classesof importantsystems.We ex-
pectthat thebest-suitedmetricwill emergein time after
muchbroaderdiscussionandevaluation(similar to the
developmentof standardbenchmarksin many commu-
nities suchasdatabasesandcomputerarchitecture).As
such,we view our contribution primarily in gettingthe
ball rolling by providing a candidatemetric and set of
resultsfor furtherscrutiny.

2 PerceivedComplexity
We conducteda survey to explore how systemdesign-
ersperceive complexity of networkedsystemalgorithms
suchasrouting,distributedsystems,andresourcediscov-
ery. Nineteenstudentsin a graduatedistributedsystems
classat UC Berkeley participatedin the survey. Partici-
pantswereasked to rankwhich of two comparablenet-
workedsystemalgorithmsthey viewedasmorecomplex
on a scalewhere1 meanssystemA is far morecomplex
and9 meansB is far morecomplex. Participantswere
alsoaskedto rationalizetheir choicein 2–3sentences.

We discussthe algorithmswe surveyed in detail in
the later sectionsof this paper;Table1 brie�y summa-
rizes the �ndings from the survey's quantitative rank-
ing. Theone-samplet-testrevealsthatparticipantscon-
siderdistancevector(DV) routingasmorecomplex than
link state(LS) routing but lesscomplex than landmark
or compactrouting. In evaluating classicaldistributed
systems,participantsviewedsolutionssuchasquorums,
Paxos,multicast,andatomicmulticastasmorecomplex
thanread-one/write-all,two phasecommit, gossip,and
repeatedmulticast,respectively. Napsterwasperceived

Mor ecomplex
Algorithm A Algorithm B algorithm

DV LS A (p < .060)
DV Landmark B (p < .050)
DV Compact B (p < .030)
DV RCP notsigni�cant

Readone/writeall Quorum B (p < .007)
Two phasecommit Paxos B (p < .001)
Gossip Multicast B (p < .013)
Atomic multicast Repeatedmulticast A (p < .001)
Locking Lease notsigni�cant

Napster Gnutella B (p < .001)
DHT Gnutella A (p < .020)
DNS lookup DHT lookup B (p < .007)

Table 1: Survey resultson comparingnetworkedsystemscomplexity.
For eachquestion,wepresentwhichalgorithmwasstatisticallyratedas
morecomplex basedon thet test's p-value,which indicatestheproba-
bility that theresultis coincidental.Thesmallerthep-value,themore
signi�cant theresult.

assimpler thanGnutellaandsystemssuchasGnutella
and the Domain NameSystem(DNS) as simpler than
distributedhashtables(DHTs).

The rationalesfor theserankingsshedmore insight.
Participantsfound a systemwascomplex if it washard
to “get right,” understand,or debug,or if it couldnoteas-
ily copewith failures.For the mostpart, issuesof scal-
ability or performancedid not �gure in their responses.
Somesampleanswersinclude:“componentshave com-
plex interactions,” “centralizedor hierarchicalis sim-
pler thandecentralized,” “structureis complex,” and“re-
quirescomplex failureandpartitionhandling.” Tellingly,
participantsat timescouldnotclearlyarticulatewhy one
algorithmwasmorecomplex thantheotherandresorted
to circular de�nitions – e.g., “chosesystemA becauseit
is morecomplicated”or “B' sprotocolis morecomplex.”

3 Componentsof Complexity

A complexity metric could make theseargumentsob-
jective. A goodmetric would be basedon quanti�able,
concretemeasurementsof thesystempropertiesthat in-
duce implementationdif�culties, complex interactions
andfailures,andso forth. Many metricsarepossible.A
perfectmetric would be intuitive andeasyto calculate,
andwould correlatewith other, moresubjective metrics,
suchaslinesof codeor systemdesigners'experience.

We build on theobservation thatmuchof systemde-
signcentersonissuesof state– therequiredstatemustbe
de�nedandoperationsfor constructingandusingit must
bedeveloped– but in distributedsystems,onestatecan
derive from statesstoredon othernodes.To calculateits
state,a nodemusthearfrom theremotenodesthatstore
thedependencies.This addsadditionaldependencieson
thenetwork andintermediatenodestatesrequiredto re-
lay inputstatesto thenodein question.Thus,notonly are



a given pieceof state's dependenciesdistributed, there
arealsomoreof them.

We conjecturethat the complexity particular to net-
worked systemsarisesfrom the needto ensurestateis
kept in syncwith its distributeddependencies.Themet-
ric we develop in this paperre�ects this viewpoint and
we illustrateseveralsystemsfor which this dependency-
centricapproachappearsto appropriatelyre�ect system
complexity. Alternateapproachesarecertainlypossible
however – e.g., basedonprotocolstatemachinedescrip-
tions,aprotocol'sstatespace,andsoforth– andweleave
acomprehensiveexplorationof thedesignspacefor met-
ricsandtheir applicabilityto futurework.

Our goal thenis to derive a per-statemeasurecs that
capturesthe complexity due to the distributed stateon
whichastatesdepends.While anaturaloptionwouldbe
simply to counts's dependencies,this is not suf�ciently
discriminating:dependencies,likestate,canvarygreatly
in the burden they impose.ConsiderFigure 1, which
shows dependency relationshipsbetweenstatesfor sev-
eral simple networks. In Fig. 1b, a simple distribution
tree,v is computedfrom threedependenciesw, x, andy,
while in Fig. 1c, which transformsa valueover several
hops,v hasjust one direct dependency w, which is in
turncomputedfrom x, itself computedfrom y. However,
achangein y in Fig. 1bwill affectonlyv, while thesame
changein Fig. 1c mustpropagatethroughx andw �rst.
As asystem,wearguethatFig. 1c is morecomplex than
Fig. 1b. We thereforeweight eachstate,and insteadof
naively countingdependencies,calculatea state's com-
plexity by summingthecomplexitiesof its dependencies.
Thesumincludesnotonlydirectdependenciesonvalues,
but alsodependencieson thetransportstatesrequiredto
relaythosevalues,accountingfor networkswhosetrans-
port relationshipsareexpensive to maintain.

Some�e xibility is requiredto accountfor the differ-
enttypesof dependenciesin realnetworkedsystems,in-
cluding redundancy, soft state,andso forth, andto dif-
ferentlypenalizetransportandvaluedependencies.Nev-
ertheless,our metric is de�ned exclusively by counting;
we avoid incorporatingintricateprobabilisticmodelsof
nodeor link behavior or statemachinedescriptionsand
thelike.This keepsour metricusable,lendingit to eval-
uationthroughsimpleexaminationandanalysisor even
empiricalsimulation,andrepresentsoneparticulartrade-
off betweenametric'sdiscriminativepowerandthesim-
plicity of themetricitself. Someof thelimitationsof our
counting-basedapproacharediscussedin Section6.

4 A Complexity Metric
Givena systemthatconsistsof a setof statesS, our goal
is to assigna complexity metric cs to eachstates 2 S.
We write statesaslowercaseletters,suchass, v, andw.
Wherethecontext is clear, we abusenotationandmerge

1 2 3
v � f �w� w

l2 l3

1

2 3

4 5

6 7
v �

f �w� x� y�

w

x

y

(a)Collectingonevalue (b) Collectingseveralvalues

1 2 3 4 5 6 7
v � f �w� w � f � x� x � f � y� y

(c) Collectingonevaluevia intermediatestates

1 2 3 4 5 6 7
v � f �w�a2� w � f � x� a1� x � f � y� a0� y

(d) Collectinganaggregatevalue

1 3 5

4

6 72
v �

f �w1�w2�
w1 � f � x�

w2 � f � x�

x � f � y� y

(e)Collectingvia branchesforkedandthenmerged

Figure 1: Staterelationshipsin four toy scenarios.For clarity routing
tablestate,written l , is only shown in scenario(a).

the identitiesof statesandnodes;e.g., insteadof “deliv-
eredto node1, whichstoresstatex,” wesimply say“de-
liveredto x.” Local or primiti vestatecanbemaintained
without network traf�c, as in a sensornode's tempera-
turereading.We sometimesindicateprimitive statewith
an underline,asin w. All otherstateis derived at least
partially from statesheld at othernodes.We call these
remotestatesdir ect value dependencies. In Fig. 1a,w
is a primitive state,and v is a derived statewith one
valuedependency, namelyw, asindicatedby thede�ni-
tion v = f (w). Primitive stateis assignedzerocomplex-
ity, while any derivedstatehaspositive complexity. The
setof states'sdirectvaluedependenciesis writtenDs.

A derivedstatealsodependson thetransportstatere-
quiredto relayvaluedependenciesthroughthenetwork.
For instance,in Fig.1a,propagatingw to v usesthel2 and
l3 routingtableentriesatnodes2 and3, respectively. We
call thesestatestransport dependenciesandaccountfor
their complexity. The set Ts x is de�ned as the set of
transportdependenciesinvolved in relayingx's valueto
s; it is emptywhenx 62Ds. In termsof maintainingstate
consistency, transportdependenciesarelessof a burden
thanvaluedependenciessincechangesin a state's trans-
port dependenciesdo not inducecoststo keepthatstate
in syncand,aswe shallsee,our metricre�ects this.For
instance,in Fig. 1a, any changein w mustbe commu-
nicatedto node1, but a changein l2 neednot, sincev
dependson thel statesonly for thedeliveryof w.

While somevaluedependenciesrequirestatechanges
berelayed,othersneedonly beestablishedonce.For ex-
ample,if v werede�ned asa functionof w at somespe-
ci�c time, ratherthanof w's currentvalue,thenoncees-



tablishedv is unaffectedby changeselsewherein thenet-
work. We saythatstatex andoneof its valuedependen-
ciesy arelink ed if a changein y mustbepropagatedto
x, andunlink ed otherwise.Linked valuedependencies
are the major sourceof network complexity due to the
statemaintenancethey incur andaretreatedaccordingly
by ourmetric.

Evaluatingthemetricrequiresdeterminingdependen-
ciesamongstatesandde�ning which dependenciesare
linked or unlinked.Unusedor redundantdependencies,
whichfrequentlyoccur, canbemeasuredin severalways.
For example,considerFig. 1b, wherev = f (w;x;y) and
let usassumethatthevaluev takesat any point is based
on just oneof its inputs(for instance,perhapstheactive
input is chosenbasedonminimumpathlength).Thenv's
valuedependencieshave distinctly differentimportance:
ensuringconsistency requiresthat v andits active input
staysynchronized,while updatesfrom the otherdepen-
denciesarelesscritical.Whenweconsiderdependencies
of statev, wefocusontheseactivestatesthatderivev and
ignoreunusedvaluedependencies.

We now turn to the metric itself, �rst de�ning a sub-
metricus which we call thevalue dependencyimpact.
us measuresthe numberof remotestateson which s is
valuedependentdirectly or indirectly. Statedotherwise,
theseare primitive statesthat, if they were to change,
could result in an updateat s and henceone can intu-
itively view us as indicative of the numberof updates
seenat s for maintainingconsistency with its valuede-
pendencies.us is de�nedmutuallyrecursively with us x,
whichmeasuresthenumberof statesonwhichs is value
dependentvia somedirectvaluedependency x 2 Ds. For
local states, wehave Ds = /0, us = us x = 0.

us = å
x2Ds

us x ;

us x =

8
>>>>>><

>>>>>>:

ux if x is linkedto sand
x is notdependenton local state

ux + 1 if x is linkedto sand
x is dependenton local state,

e if x is unlinkedto s.

If thedependency s  x is linked,s mustbenoti�ed of
any changein x2 Ds. Appliedrecursively, changesin any
of x's director indirectvaluedependenciesmustalsobe
passedon to s. Thus,thenumberof dependenciesinher-
ited via x is x's own valuedependency impact,ux, plus
onein the event that x wasderived (in part) from local
state(sincea changecausedby statelocal to x would
not beaccountedfor in ux). For example,statesw andx
in Fig. 1c,donot includeany local inputswhile thesame
statesin Fig.1ddo.If s is unlinkedto x, thenany changes
in x arenot propagatedto s, so we cut off x's valuede-
pendency impact.However, to ensurethat s is charged

for its initial relianceon x, we introducee, 0 < e � 1,
andchargethisamountfor everynon-local,unlinkedde-
pendency.

Note that our de�nition of us assumesthe dependen-
ciess inheritsareindependent– a simplifying assump-
tion due to which us overcountsin somedependency
structures.For example,in Fig. 1e, if v  f w1;w2g  
x  y, theny is countedtwicein us, oncevia w1 andonce
via w2. This situationaroserarely. Many suchbranching
dependency structuresrepresentunusedor redundantde-
pendenciesthat we modelby picking oneactive input,
which leavesthedependency graphin theform of a tree.

Thecomplexity of s is thende�ned asfollows:

cs = å
x2Ds

cs x ;

cs x =

(
us x + å y2Ts x max(cy;e) + cx if x linked,
e if x unlinked.

Thisde�nition accountsfor theentirescaffolding of dis-
tributeddependenciesthatmaintainchangesfrom s'sde-
pendenciesto s itself. Supposes's direct value depen-
denciesare all linked. Then, the �rst term å x2Ds us x
(= us) is s's valuedependency impact.Thesecondterm
å x2Ds å y2Ts x max(cy;e) accountsfor thecomplexity of
the transportstatesfrom s's dependenciesto s itself;
e again ensuresthat all links arecounted,hereinclud-
ing transportlinks thatnominally requireno state(such
as one-hopwirelessbroadcast).Finally, the last term
å x2Ds cx coversthecomplexity from inherited(transport
andvalue)dependenciesdownstreamfrom x. Localstate
s hascs = 0. Thus intuitively, whereus was indicative
of the updatesseenat s, cs is indicative of the updates
seenacrossall states– valueandtransport– that main-
tainchangesfrom s'sdependenciesto s.

For a chain of linked dependenciesfrom x0 to xi
(Fig. 1d), which dependson its local stateai (perhaps
xi measuresnodei'shopcountto node0), andwriting ci
for cxi andsoforth, wehaveui = i and

ci = i + å
y2Ti (i� 1)

cy + ci� 1 :

Ignoring transportdependencies,the resultis ci = (i2 +
i)=2: chainedlinked dependenciesinduce complexity
proportionalto the squareof the lengthof the chain.In
Figure1, if we assumeall l stateshave complexity t, the
metricyieldscv = 1+ 2t in Fig.1a,cv = 3+ 6t in Fig.1b,
andcv = 6+ 6t in Fig. 1c.

We sometimesconvey intuition aboutthe sourcesof
complexity by writing cs = cV

s + cT
s , wherecV

s is thecom-
plexity contributedby valuedependenciesandcT

s is the



complexity contributedby transportdependencies:

cV
s x = us x + cV

x ;

cT
s x = å

y2Ts x

max(cy;e) + cT
x :

Thissplit is purelyfor illustrationanddoesnotaffect the
de�nition of complexity in any way.

To measurethe complexity of an operation, suchas
nameresolution,routing,agreement,replication,andso
forth, we simply measurethe complexity of a statecre-
atedor updatedby thatoperation.For example,to mea-
surethe complexity of multihop routing, we imaginea
pieceof state,s, derived from one primitive value de-
pendency, x, whosevaluemustberoutedacrossa multi-
hopnetwork. Thecomplexity of routingis de�ned ascs,
which accountsfor themultihoptransportdependencies
usedto routex acrossthenetwork. Assuminga network
with diameterd whereeveryroutingtableentryhascom-
plexity cr , theresultingcomplexity is O(dcr ).

This paperevaluatesdifferent networked systemde-
signs by comparing their complexities for speci�c
operationsof interest (e.g., route , write_object ,
find_object ). We found it suf�cient to considerone
operationat a time for our evaluation. If desired,one
might(for example)selecttheaveragecomplexity of key
operationsas the overall complexity of the networked
system.We proceedto evaluatingthe above metric and
defer a discussionof its scopeand limitations to Sec-
tion 6.

4.1 SomeCanonicalScenarios
We �rst examinehow theabove complexity metricfares
in evaluatinga few simpli�ed network scenariosandin
the following sectionexplore a suiteof morecomplete
networked systemsolutions.Beforethis, we �rst intro-
ducetwo conditionsthatappearrepeatedlyin our analy-
sisof systemdesignsandarehenceworthcallingout.
Redundant inputs and paths Many systemsbuild in
redundancy to achieve higher robustness.In our analy-
sis,this manifestsitself assomestates thathasmultiple
inputsor pathsbut only a subsetof themareneededto
derive s (akin to our discussionof active value depen-
denciesin the previous section).For example,a multi-
ple input scenariocouldbea nodetrying to discover the
addressof a wirelessaccesspoint (AP) – the nodelis-
tensfor AP beaconsbut needonly hearfrom a single
AP to establishconnectivity state.An exampleinvolv-
ing redundantpathsmight includetwo datacentersthat
provision multiple disjoint network pathsbetweenthem.
Whenamessageis encodedwith (m;k) erasurecodeand
eachcodeis sentto a distinct path,the destinationcan
constructthemessageif any k out of m pathswork cor-
rectly. We call this the k-of-m scenariowherem is the
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Figure 2: Canonicalscenarios.For clarity we do not showthe local
and transportstateat each node. In all scenariosother than (1) and
(2), this transportstateis assumedto havecomplexity t.

totalnumberof inputs(paths)availableandk is thenum-
berof inputs(paths)required.

Wede�ne thecomplexity of sderivedfrom k-of-m in-
puts as being k times the averagecomplexity due to a
singleinput. As shown in [9], this averagecanbe com-
putedsimplyas1=mtimesthecomplexity of sassuming
all m inputswererequiredinputs.

Likewise,for themultipathscenarioin which a single
input x can be relayedto s using any k of m available
paths,we calculatethecomplexities dueto thetransport
statesbetweenx ands ask timestheaveragecomplexity
dueto thetransportstatesalongany onepath.
Recursion In somesystems,apieceof states is derived
by anoperationthatusesstatesthatwerethemselvesset
upby thesameoperation.For example,in DHTs,anode
discovers its routing tableentriesusinga lookup op-
erationthatmakesuseof state(at othernodes)thatwas
itself setupusinglookup operations.

We usetwo complexity computationpassesfor state
that involvesthis kind of recursion.In the �rst pass,we
computethe complexities from valueand transportde-
pendencieswith the assumptionthat statesusedby the
operationdo not dependon the operation.We compute
the �nal complexities in the secondpassin termsof an
operationon stateswhosecomplexities arecomputedin
the�rst pass.In Section5, DHTs andPaxosarecanoni-
calexamplesthatinvolve recursion.
Canonical scenarios We recapthefollowing canonical
scenarios,alsodepictedin Figure2. In many cases,we
can constructdependency structuresof networked sys-
tem algorithmsby composingseveral canonicalscenar-
ios. In all scenariosother than (1) and (2), we assume
thatthetransportstateateachnodehascomplexity t.

(1) single input, 1-hop broadcast: heres is derived
by listening to the broadcastof x. We assumex is lo-
cal stateand hencecx = 0. Moreover, the complexity
of transportstateat x equalszero since broadcasting
doesnot requireany non-localtransportstateto be es-



Scenario cs

(1) 1 input,1-hopbroadcast 1+ e
(2) 1 non-value-dependentinput, e

1-hopbroadcast
(3) 1 input,1-hopunicast 1+ t
(4a)1 input,1-of-mpaths 1+ t
(4b)1 input,k-of-m paths 1+ kt
(5a)1-of-m inputs,1 path 1+ t
(5b)k-of-m inputs,1 path k(1+ t)
(6) m inputs,in series 1

2m(m+ 1) + mt
(7) m inputs,in parallel m+ mt
(8) tree O(mlogm+ mt)

Table2: Complexity of canonicalscenarios

tablishedat x. Correspondingly, states hascomplexity
cs = 1+ cx + max(0;e) = 1+ e.
(2) single unlink ed input, 1-hop broadcast: this case
is identicalto thepreviouscasebut heres is unlinkedto
x (e.g., s storesthe value of x as soft-state)and hence
us x = e andcs = e.
(3) single input, 1-hop unicast: this is identicalto the
�rst case,exceptthatinsteadof broadcasting,x is routed
to susingtransportstateatx whichhascomplexity t and
hencecs = 1+ t.
(4a) single input, 1-of-m paths: this is identicalto the
previouscasebut we now have m identicalpathsfrom x
to s. As before,thecomplexity of the transportstatefor
eachpathis t andhencecs = 1+ t.
(4b) single input, k-of-m paths: this is identicalto the
previous casebut herex mustbe deliveredto s alongk
pathsandhencecs = 1+ kt.
(5a)1-of-m inputs, singlepath per input: 1 inputmust
bedeliveredto sandhencecs = 1+ t.
(5b) k-of-m inputs, single path per input: similar to
thepreviouscasebut herek inputsmustbedeliveredto s
andhencecs = k(1+ t).
(6) m value dependencies; 1 dir ect, m� 1 indi-
rect: similar to scenario-1cin Figure1, herethe value
of eachxi is computedfrom that of xi+ 1 andlocal state
andhenceus = mandcs = m(m+ 1)

2 + mt.
(7) m dir ectvaluedependencies:similarto scenario-1b
in Figure1, s is computedfrom m inputseachof which
is directly connectedto sandhencecs = m(1+ t).
(8) tr ee: eachintermediatenodehastwo childrenand
thetreeheightis O(logm). Hencecs = O(mlogm+ mt).

Thecomplexities for theabove scenariosaresumma-
rized in Table2. Comparingthecomplexity of s in case
(6) to that in case(7), we seethatdependenciesthatac-
cumulateindirectly result in a higher complexity than
dependenciesthat accumulatedirectly (in keepingwith
ourdiscussioncomparingscenarios(1b)and(1c) in Fig-
ure1). A secondobservation,basedoncomparingcases
(3) vs.(4a)or (3) vs.(5a),is thatourmetricneitherpenal-

izesnorrewardstheuseof redundantstate.Thisdecision
might seemto warrantdiscussion.Onemight arguethat
redundancy shouldaddto complexity becauseof thead-
ditionaleffort thatgoesinto creatingredundantstate.For
example,consideraserver thatmustcreatemreplicasof
an immutable�le insteadof just one.While this is true,
wenotethat(in thisexample)thereplicasarenotdepen-
denton eachotherandlikewise statederived from one
of thereplicasis ultimatelyonly dependentononerather
than m replicasand henceneithershouldhave a com-
plexity higher than if therewere only a single replica.
That said, the additional effort due to creatingredun-
dancy would emerge in the complexity of the operation
thatcreatesthem copiessincethis requiresmaintaining
additionalstateto identify them nodesat which to store
replicas.

In termsof notrewardingredundancy, onemightargue
(aswasdonein [34]) thatascenarioin whichs is derived
from k-of-m inputsshouldhave lower complexity than
if s werederived from exactly k inputsbecausehaving
alternateoptionsreducesthe extent to which s depends
onany singleinput(andsimilarly for paths).However, to
dosowouldbecon�ating robustnessandcomplexity1 in
thesensethathaving alternateinputsdoesnotultimately
changethe numberof dependenciesfor s even though
it changesthe extent to which s might dependon any
individual input; i.e., the value of s derived from k-of-
m inputsdoesultimatelydependonsomek input states.

5 Analysis
In this sectionwe evaluatea numberof networked sys-
tem designsthroughthe lens of the complexity metric
de�ned in Section4. Our goal in this is to: (1) illustrate
theapplicationof ourmetricto abroadrangeof systems
and(2)provideconcreteexamplesof theassessmentsour
metricarrivesat both in comparingacrosssystems,and
relative to traditionalmetrics.

To theextentpossible,ourhopeis alsoto validatethat
ourmetricmatchescommondesignintuition. Thatsaid,
conclusively validating the goodnessof a metric is al-
mostby de�nition dif�cult and,in this sense,our results
areperhapsbetterviewedasproviding theinitial dataset
for thefuturescrutiny of metricperformance.

Weanalyzedthecomplexity of solutionsto four prob-
lems that �gure prominently in the literature on net-
worked systems:(1) Internetrouting, (2) classicaldis-
tributedsystems,(3) resourcediscovery, and(4) routing
in wirelessnetworks. Due to spaceconstraintswe only
discussthe�rst two itemsin thispaper;ourcompleteset
of resultsarepresentedin [9].

5.1 Routing
Routingis oneof the fundamentaltasksof a networked
systemandtheliteratureaboundsin discussionsof rout-



ing architecturesandalgorithms.In this sectionwe an-
alyzea setof routingsolutionsthat representa rangeof
designoptionsin termsof architecture(e.g., centralized
vs. distributed),scalability (e.g., small vs. large tables),
adoptionandsoforth.

For eachsolution,wepresentthecomplexity of anin-
dividualroutingentryandasource-to-destinationrouting
operation.For clarity we summarizeonly the�nal com-
plexity resultshereandpresentthedetailsof theirderiva-
tion in [9]. For comparisonacrossmetrics,we alsoeval-
uateeachsolutionusing the following traditionalmea-
sures:(1) per-nodestate,(2) numberof messagesand(3)
convergencetime.2 In what follows, we considereach
routing solution in turn, brie�y revise its operationand
summarizeits complexity. Theresultsof ouranalysisare
summarizedin Tables3 and4 andwe end this section
with adiscussionexaminingtheseresults.
Distance-Vector (DV) Usedby protocolssuchasRIP
andIGP, distance-vector representsoneof the two ma-
jor classesof IP routingsolutions.DV protocolsusethe
Bellman-Fordalgorithmto calculatetheshortestpathbe-
tweenpairsof nodes.Every nodemaintainsanestimate
of its shortestdistance(andcorrespondingnext-hop) to
every destination.Initially, a nodeis con�guredwith the
distanceto its immediateneighborsandassumesa dis-
tanceof in�nity for all non-neighbordestinations.Each
nodethenperiodically informs its neighborsof its cur-
rently estimateddistanceto all destinations.For each
destination,a node picks the neighboradvertising the
shortestpathto thedestinationandupdatesits estimated
shortestdistanceandnext-hopaccordingly.

For an n nodenetwork with diameterd, DV thusre-
quiresO(n) per-nodestate,a totalmessagecostof O(n2)
andconvergencetime of O(d) in the absenceof topol-
ogy changes.In termsof our complexity measure,a sin-
gle DV routingentrys hascomplexity cs = O(d2 + de)
while a routing operationhasa complexity of croute =
O(d3 + d2e).3

Link-State (LS) Link-Staterouting, usedin protocols
suchas OSPFand IS-IS, representsthe secondmajor
classof widely-deployed IP routing solutions.In LS,
eachnode�oods a “link stateannouncement(LSA)” de-
scribingits immediateneighborconnectionsto theentire
network. This allows eachnodeto reconstructthecom-
pletenetwork topology. To computeroutes,a nodethen
simply runsDijkstra'salgorithmover this topologymap.

LS thus requiresO(nf ) stateper node(where f de-
notesthe averagenodedegree),incurs a total message
costof O(n2) andconvergencetime O(d). A routingen-
try shascomplexity cs = O(d+ d2e) while aroutingop-
erationhascomplexity croute = O(d2 + d3e).4

Centralized Ar chitectures The authorsof the 4D
project [15] argue for architecturesthat centralizethe
routing control planeto simplify network management.

Several subsequentproposals– RCP[5], SANE/Ethane
[7,8], FCP[25] – presentdifferentinstantiationsof this
centralizedapproach.Weanalyzetwo variantsof central-
ized routing solutionsinspiredby theseproposals.Our
variantsarenot identical to any particularproposalbut
insteadadapttheir key (routing) insightsfor a generic
network context. We do this becausemany of theabove
proposalsweretargetedat speci�c contexts which com-
plicatesdrawing comparisonsacrosssolutionsif wewere
to adopt them unchanged.For example,RCP assumes
existing intra-domainrouting and leveragesthis to de-
liver forwarding statefrom the centerto the domain's
IGProuters.

In our�rst “RCP-inspired”variant,adesignatedcenter
nodecollectstheLSAs�ooded by all nodes,reconstructs
the completenetwork mapfrom theseLSAs, computes
forwardingtablesfor all nodesandthenusessourcerout-
ing to sendeachnodeits forwarding table.5 When the
network topologychanges,the centerreceives the new
LSA, recomputesroutesandupdatestheforwardingstate
at relevantnodes.RCP-inspiredhasaper-statecomplex-
ity of cs = O(d+ d2e) andcorrespondingly, aroutingop-
erationcomplexity of croute = O(d2 + d3e). This canbe
intuitively inferredby notingthata routingentryr com-
putedat the centeris similar to that at a nodein LS; r
is thendeliveredto a nodein thenetwork usinga source
routewith thesamecomplexity asr. RCP'sperformance
with traditionalmetricsis summarizedin Table4.

RCP-inspiredcentralizesthe computationof routes
but packet forwarding(i.e., thedataplane)still relieson
statedistributedacrossnodesalongthepath.Borrowing
from severalrecentroutingproposals[8,25], our second
variant“RCP-inspired+ SR” usessourceroutingto for-
wardpacketsbetweenpairsof nodes.Routingconstruc-
tion proceedsasbeforebut now theforwardingtablesent
from thecenterto a nodeA containstheentireroute(as
opposedto just the next hop) from A to eachdestina-
tion andthis informationis usedto sourceroutepackets
originatingat A. Thus,ratherthanrequiringO(d) rout-
ing entries(oneat eachnodealongthe path)for packet
forwarding,our secondvariant requiresonly the single
source-routeentry at the sourcethus retainingthe per-
statecomplexity cs = O(d + d2e) but loweringthecom-
plexity of croute to thatof asingleroutingentryandhence
croute = O(d+ d2e).
Compactrouting Compactrouting[2,3,10,36] hassig-
ni�cantly improvedscalability(i.e., smallroutingtables)
relative to deployed solutionsbut has seenlittle real-
world adoption.Here,we analyzethe complexity of a
state-of-the-artname-independent6 routingalgorithmby
Abrahamet al. (AG+ _compact ) [2]. AG+ _compact
guaranteesoptimally small routing tablesof O(

p
n) en-

tries,worst-casestretchlessthan3.0for arbitrarytopolo-
giesand� 1.0for Internettopologies[23] andhence– as



Algorithm us cV
s cT

s cs croute

DV O(d) O(d2) O(de) O(d2 + de) O(d3 + d2e)
LS O(d) O(d) O(d2e) O(d+ d2e) O(d2 + d3e)
RCP-inspired O(d) O(d) O(d+ d2e) O(d+ d2e) O(d2 + d3e)
RCP-inspired+ SR O(d) O(d) O(d+ d2e) O(d+ d2e) O(d+ d2e)
Compact O(d

p
n) O(nd2) O(nd2) O(nd2) O(nd2)

HierarchicalLS O(log n
k ) O(log n

k ) O(elog2 n
k ) O(log n

k + elog2 n
k ) O(log2 n

k + elog3 n
k )

IntradomainROFL O(d2) O(d2 logn) O(d3elogn) O((d2 + d3e) logn) O((d2 + d3e) log2n)

Table 3: Complexity analysisfor routingsolutionswith thebreakdown of the�nal per-statecomplexity cs into its constituentcomponents:us, the
complexity contributedby valuedependencies(cV

s ) andthecomplexity contributedby transportdependencies(cT
s ).

Algorithm State Message Convergencetime Complexity
DV O(n) O(n2) O(d) O(d3 + d2e)
LS O(n) O(n2) O(d) O(d2 + d3e)
RCP-inspired O(n), centerO(nf ) O(n2) O(d) O(d2 + d3e)
RCP-inspired+ SR O(n), centerO(nf ) O(n2) O(d) O(d+ d2e)
Compact O(

p
n) O(n

p
n) O(d) O(nd2)

HierarchicalLS O( n
k + k) O(( n

k )2 + k2) O(log n
k ) O(log2 n

k + elog3 n
k )

IntradomainROFL O(logn) O(nlog2n) O(dlog2n) O((d2 + d3e) log2n)

Table4: Evaluationof routingsolutionsusingdifferentmetrics

per standardmeasures– AG+ _compact would appear
to beanattractive optionfor IP routing.

Brie�y , AG+ _compact operatesas follows: a node
A's vicinity ball (denotedVB(A)) is de�ned as the k
nodesclosestto A. NodeA maintainsrouting statefor
every node in its own vicinity ball as well as for ev-
ery nodeB suchthatA 2 VB(B). A distributedcoloring
schemeassignsevery nodeoneof c colors.Onecolor,
say red, serves as the global backboneand every node
in thenetwork maintainsroutingstatefor all rednodes.
Finally, a nodemustknow how to route to every other
nodeof the samecolor as itself. For n nodes,vicinity
ballsof sizek = O(

p
nlogn) andc = O(

p
n) colors,one

canshow thatanode's vicinity ball containseverycolor.
With this construction,a nodecanalwaysforward to a
destinationthat is eitherin its own vicinity, is red,or is
of the samecolor asthe nodeitself. If noneof theseis
true,thenodeforwardsthepacketto anodein its vicinity
thatis thesamecolorasthedestination.Thechallengein
AG+ _compact lies in settingup routesbetweennodes
of thesamecolor without requiringstateat intermediate
nodesof a differentcolor andyet maintainingbounded
stretchfor all paths.Loosely, AG+ _compact achieves
this asfollows: saynodesA andD sharethesamecolor
andA is looking to constructa routingentryto D. A ex-
ploresevery vicinity ball to which it belongs(VB(I), A
2 VB(I)) andthattouchesor overlapsthevicinity ball of
thedestinationD (i.e., 9 nodeX 2 VB(I) with neighbor
Y andY 2 VB(D)). For suchC, A could routeto D via
C,X andY. AG+ _compact considerspossiblepathsfor
eachneighboringvicinity ballsVB(C) aswell asthepath
throughtherednodeclosestto D andusestheshortestof
thesefor its routingentryto D.

AG+ _compact incurs O(
p

n) per-node state,total
messageoverheadof O(n

p
n) and converges in O(d)

rounds.Derived in [9], AG+ _compact has per-state
complexity cs = O(nd2) andcroute = O(nd2).

Hierar chical routing Compactrouting representsone
effort to reduceroutingtablesize.Theapproachadopted
by IP routing however hasbeento addressscalability
throughthe useof hierarchy. For example,OSPFmay
partitionnodesinto OSPFareasandborderroutersof ar-
easare connectedinto a backbonenetwork. Identi�ers
of nodeswithin a region are assignedto be aggregat-
able(i.e., sharingacommonpre�x) sothatborderrouters
needonly advertisea singlepre�x to representall nodes
within theregion.

For a network partitionedinto k areas,hierarchical
routing reducestheper-nodestateto O( n

k + k) andtotal
messageoverheadto O(( n

k )2 + k2). The resultantcom-
plexity dependson thenetwork topology. If thediameter
of an areascalesas log n

k , then, from the LS complex-
ity analysis,we know thatroutingcomplexity in anarea
is ca = log2 n

k + elog3 n
k . The�nal routingcomplexity is

2ca, whichis asymptoticallyequivalentto thecomplexity
of non-hierarchicalroutingO(log2n+ elog3n). Thus,in
this case,hierarchy offers improvedscalabilityat no ad-
ditional complexity. (If the network is planar, hierarchy
asabove actuallyreducescomplexity by O(

p
n) [9].)

Intradomain ROFL Hierarchical routing offers im-
proved scalability at the cost of constrainingaddress
assignment(giving rise to several well-documentedis-
sues).IntradomainROFL [6] is a scalablerouting pro-
tocol that retainstheability to routeon �at (asopposed
to aggregatable)identi�ers. Eachvirtual nodemaintains
its predecessorand successorand a pointer cachethat



storessourceroutesof virtual nodesextractedfrom for-
wardedpackets.In routing a packet, if a nodeknows a
virtual nodewhoseidenti�er matchesthe label, it sends
thepacketdirectly to thenode;otherwise,it forwardsthe
packet to a nodewhoseidenti�er is closestto the label
usinga sourceroute.Eachnodecomputessourceroutes
of its neighborsfrom a network topologymapobtained
from LSAs.To simplify ouranalysisandcomparison,we
assumethat thepointercacheof a nodecontains�ngers
asin Chord[35] to guaranteeO(logn) hopsin the�at la-
bel spaceandeachnodehostsa singlevirtual noderep-
resentingitself.

In intradomainROFL, a nodemaintainsrouting en-
tries, eachof which is (id;s; r) whereid is a particular
identi�er, s is thesuccessorof id andr is a sourceroute
to thenodehostings. Likein LS,cr = O(d2+ d3e). Find-
ing s usinga lookupoperationtakesO(logn) hopsthus
yieldingacomplexity of cs = O(logn(d2+ d3e)) . A rout-
ing operationinvolves logn suchentries,henceresults
in a complexity of croute = O(log2n(d2 + d3e)) . In other
metrics,intradomainROFL requiresO(logn) stateper
node,incursa total messagecostof O(nlog2n), andhas
convergencetimeO(dlog2n).

5.1.1 Discussion

Tables3 and 4 summarizeour resultswhich we now
brie�y examine.In drawing comparisons,we generally
assumethatthenetwork diameterd is O(logn) ande � 0.
Complexity vs. traditional metrics Our �rst observa-
tion is thatnoneof thetraditionalmetricsyield thesame
relative ranking of solutionsas our complexity metric,
con�rming that complexity (asde�ned here)is not the
sameasscalabilityor ef�ciency. Moreover, the ranking
due to our complexity metric is in fair agreementwith
thatsuggestedby real-world adoptionandoursurvey re-
sults.For example,DV, LS andhierarchicalrouting are
simpler than either AG+ _compact 's compactrouting
algorithm or intradomainROFL; centralizedrouting is
simplerthanDV, compactroutingor intradomainROFL.

Our complexity measureis alsomorediscriminating
than the other metrics.For example,DV, LS and both
variantsof centralizedrouting fare equally in termsof
total state,messagesor convergencetimewhile ourmet-
ric ranksthem as DV > LS = RCP-inspired> RCP-
inspired+ SR. Convergencetime in particularappears
too coarse-grained– for routing protocolsit mostly re-
�ects thescopeto whichstatepropagatesandhencemost
solutionshave the samevalue.In somesense,however,
thisgreaterdiscriminativepower is to beexpectedasour
metricis somewhatmorecomplicatedin thesenseof tak-
ing moredetail into account.
Deconstructingcomplexity A routingentryat a node
A for destinationB dependsfundamentallyon the link
connectivity informationfrom thed nodesalongthepath

to B. In DV, thecomputationmappingthesed link states
into a single routing entry is distributed – occurringin
stagesatthemultiplenodesenrouteto A. LS by contrast,
localizesthiscomputationin thatthed piecesof stateare
transferredunchangedto nodeA which thencomputes
theroutelocally. RCPnot only localizes,but centralizes
thiscomputation.

Our metricranksdistributednetwork computationsas
morecomplex thanlocalizedonesandhenceDV asmore
complex thanLS. Ourmetricranksthecomplexity of LS
asequalto that of the �rst centralizedvariant implying
that a localizedapproach(i.e., “�ood everywherethen
computelocally”) is similar in complexity to a central-
izedone(i.e., “�ood to a centralpoint, computelocally,
then�ood from centralpoint”). This appearsjusti�ed as
bothapproachesareultimatelysimilar in thenumberand
mannerin which they accumulatedependencies.While
thecentralservercanensureanupdateis consistentlyap-
plied in computingroutesfor all nodes,it is still left with
the problemof consistentlypropagating thoseroutesto
all nodes.LS must deal with the former issuebut not
the latter and is thus merely making the inversetrade-
off. These“simpler” approachesthat localize or cen-
tralizecomputationsmight leadto greatermessagecosts
or reducedrobustnessand this tradeoff could be made
apparentby simultaneouslyconsideringscalability, com-
plexity androbustnessmetrics.

Introducingtheuseof sourceroutingcausesanO(d)
reduction in the complexity of the �rst RCP-inspired
variant.Note too that introducingsourcerouting to LS
would resultin asimilar reduction.In somesensesource
routing localizesdecisionmakingfor the data planein
much the sameway asLS andRCPdo for the control
planeandhencethe reducedcomplexity pointsagain to
the bene�t of localizedvs. distributeddecisionmaking.
Finally, we notethat,assuminge ! 0, thecombination
of LS/RCP-inspiredandsourcerouting hasO(d) com-
plexity which we conjecturemight be optimal for di-
rectedroutingoveranarbitrarytopology.

In termsof navigating simplicity and scalability we
note that – unlike compact routing and intradomain
ROFL – introducinghierarchy improvesscalabilitywith-
out increasingcomplexity.

Fromouranalysiswe�nd thatthecomplexity of com-
pactroutingis in largepartbecauseof themultiplepasses
neededto con�gure routing tables– a nodemust �rst
build its vicinity ball (VB), thenhearfrom nodeswhose
VBs it belongsto and�nally explore the intersectionof
“adjoining” VBs. We found a similar sourceof com-
plexity in our analysisof sensornetrouting algorithms
(presentedin [9]) thatusean initial con�guration phase
to elect landmarknodesand then proceedto construct
“virtual” coordinatesystemsbasedon distancesto these
landmarks[33]. Suchsystemsbuild up layersof depen-



Algorithm State Message Complexity
ROWAA(read) O(1) O(1) O(1)
ROWAA(write) O(1) O(n) O(1)
Quorum(read) O(1) O(k) O(k)
Quorum(write) O(1) O(k) O(k2)
2PC O(1) O(n) O(n2)
Paxos O(1) O(n) O(k3)
Multicast O(n) O(n) O(log3n)
Gossip O(n) O(nlogn) O(logn)
TTL-based 1 1 e
Invalidation 1 1 2

Table 5: Evaluationof classicaldistributed systemalgorithmsusing
differentmetrics.

dencies,leadingto highercomplexity.
Work oncompactroutingis typically castasexploring

the tradeoff betweenef�ciency (pathstretch)andscala-
bility (tablesize).Throwing complexity into thering en-
ablesdiscussingtradeoffs betweensimplicity, ef�ciency
andscalability. For example,muchof thecomplexity of
AG+ _compact stemsfrom theadditionalmechanisms
neededto boundtheworst-casestretchwhenroutingbe-
tweennodesin adjoiningvicinities(see[9]). Wereweto
insteadreusethe samemechanismfor nodesthat arein
adjoiningvicinity ballsasfor thosein distantvicinities,
this would reducethecomplexity of AG+ _compact to
O(

p
nd2) but weakentheworst-casestretchbound.

In summary, we show that our complexity metric
candiscriminateacrossa rangeof routingarchitectures,
rankssolutionsin a mannerthat is congruentwith com-
mondesignintuition andcanpoint to alternate“simpler”
designoptionsandtradeoffs.

5.2 ClassicalDistrib uted Systems
In this section, we analyze the complexity of well-
known classical distributed system algorithms: (1)
sharedread/writevariables,(2) coordination/consensus,
(3) updatepropagation, and (4) cacheconsistency. For
each,we considertwo solutions;onethatoffers inferior
performance/correctnessguaranteesrelative to theother
but is typically viewedasbeingsimpler. Thealgorithms
we analyzeoperateunderbenignfault assumptionsand
we assumetransportstateshave complexity 1. We de-
noteby n the numberof serversanddenoteby k (> n

2)
thequorumsize.Theresultsaresummarizedin Table5.

5.2.1 SharedRead/WriteVariable

For availability or performance,applicationsfrequently
replicatethe samedataon multiple servers.The repli-
cated data can be viewed as a shared, replicated
read/writevariableprovidedby asetof serversthatallow
multiple clientsto readfrom, andwrite to, thevariable.
Wecompareabest-effort read-one/write-all-available(in

short,ROWAA) thatfavorsavailability over consistency
and quorum systems[28] usedin cluster �le systems
suchasGPFS[1]. Our analysisassumesa client knows
thesetof serversthatparticipatein thealgorithm.
ROWAA In ROWAA, a client issuesa readrequestto
any oneof the replicas,but writes datato all available
replicasin abest-effort manner. A replicathatis unavail-
able at the time of the write is not updatedand hence
ROWAA canleadto inconsistency acrossreplicas.

When a client readsa variable from a server, this
fetchedvalue(denotedby r) dependsonly on thecurrent
valueat thatserver. Therefore,cV

r = 1. Readinginvolves
a requestfrom the client to a server and the response
from the server; hencecT

r = 2. When a client writes a
value to all available servers, it receives any acknowl-
edgmentsfrom theserversin abest-effort manner;hence
cw = O(1).
Quorum Quorumsystemsallow clientsto toleratesome
numberof serverfaultswhilemaintainingconsistency al-
thoughwith lowerreadperformance.To obtainthisprop-
erty, theclientreadsfrom andwritesto multiplereplicas,
and the quorumprotocol requiresthat there is at least
onecorrectreplicathat intersectsa write quorumanda
readquorumtherebyensuringthat thelatestwrite is not
missedby any client.For thispurpose,eachvaluestored
is taggedwith a timestamp.

To reada variablein a quorumsystem,a client sends
requeststo k serversand receivesk (value, timestamp)
pairsfrom a quorum.It choosesthevaluewith thehigh-
esttimestamp.Sincereadinga valuedependson bothk
valuesandk timestamps,cV = 2k. Sincetherearek re-
questsandk responses,cT = 2k.

A write operationrequirestwo phases.In the �rst
phase,a client sendsa requestto readthe timestampto
eachof thek servers.Whenit receivestimestampsfrom
k servers, it choosesthe value with the highesttimes-
tamp thigh and computesa new timestamptnew greater
thanthigh. tnew dependsonk timestampsstoredatservers
andthesetimestampsarefetchedvia k requestsandk re-
sponses.Therefore,cV

1 = k andcT
1 = 2k.

In the secondphase,the client sendswrite requests
(value,tnew) to k serversandreceivesacknowledgments
from k servers.When a server receives this request,it
updatesits local states which dependson thevalueand
tnew, andhencecV

s = k+ 1 andcT
s = 2k+ 1. The client

�nishes the secondphasewhen it receives k acknowl-
edgmentsfrom distinctservers.Therefore,cV

2 = k(k+ 1),
cT

2 = k(2k+ 1) andhenceoverall complexity c is O(k2).
Observations Our complexity-basedevaluation is in
agreementwith intuition and our survey. ROWAA has
lowercomplexity but doesnotprovideconsistency; quo-
rums have higher complexity but ensureconsistency.
Thissuggeststhatguaranteeingstrongerproperties(here,
consistency) mayrequiremorecomplex algorithms.



5.2.2 Coordination

Two-phasecommit (in short,2PC)[14] andPaxos[26]
coordinateasetof serversto implementaconsensusser-
vice.Both protocolsoperatein two phasesandrequirea
coordinatorthatproposesa valueanda setof acceptors,
which are servers that acceptcoordinatedresults.2PC
is commonlyusedin distributeddatabasesandPaxosis
usedfor replicatedstatemachines.2PCrequiresthat a
coordinatorcommunicatewith n servers; on the other
hand,Paxosrequiresthata coordinator(namedasa pro-
poserin Paxos)communicatewith k servers,i.e., a quo-
rumof servers(namedasacceptorsin Paxos).Therefore,
2PCcannottoleratea singleserver fault, but Paxoscan
toleraten� k server faults.

2PC In the �rst phaseof 2PC,a coordinatormulticasts
to R (a setof acceptors)a hprepare;Ti messagewhere
T is a transaction.Whenan acceptorreceivesthe mes-
sage,it makesa local decisionon whetherto acceptthe
transaction.If the decisionis to acceptT, the acceptor
sendsa hready;Ti messageto the coordinator. Other-
wise, it sendsa hno;Ti messageto thecoordinator. The
coordinatorcollectsresponsesfrom acceptors.Sincethe
acceptor's decisiondependson its local stateandT sent
by the coordinator, the valuedependency of the collec-
tion at the endof the �rst phaseis cV

1 = n(1+ 1) = 2n.
Sincetherearen requestssentandn responsesreceived,
the transportdependency of the collectionat the endof
the�rst phaseis cT

1 = n(1+ 1) = 2n.
In the second phase, if the coordinator receives

hready;Ti from all acceptors,it multicasts to R a
hcommit;Ti message.Otherwise,it multicaststo R an
habort;Ti message.Whenanacceptorreceivesarequest
for commitor abort,it executestherequestandsendsan
hack;Ti back to the coordinator. Whenthe coordinator
receivesacknowledgmentsfrom all acceptors,it knows
that the transactionis completed.Let cV

2 andcT
2 be the

valuedependency andtransportdependency at thecom-
pletionof thesecondphase,respectively. Sincethecoor-
dinatorcollectsn acknowledgments,cV

2 = n(cV
1 ) = 2n2.

Whenan acceptorreceivesa commit or abortmessage,
thetransportdependency of themessageis cT

1 + 1. Since
n acknowledgmentsarerequiredat thecoordinator, cT

2 =
n(cT

1 + 1) = 2n2 + n. Hence2PChasanoverall complex-
ity of O(n2).

Paxos In Paxos,eachacceptormaintainstwo important
variables:sm that denotesthe highestproposalnumber
the acceptorpromisedto acceptandva that denotesan
acceptedvalue.A proposermulticaststo Rahprepare;si
messagewheresis aproposalnumber. Whenanacceptor
receivesthis message,it comparess with sm. If s > sm,
theacceptorsetssm to s andreturnsa hpromise;s;sa;vai
messagewhere sa is the proposalnumberfor the ac-
ceptedvalueva. Otherwise,it returnsanherrori message.

When the proposerreceives hpromise;s;sa;vai mes-
sagesfrom k distinct acceptors,it choosesva with the
highestsa amongk messages.Let vc andsc be thecho-
senvalueandproposalnumber, respectively. If va is not
null, vc is setto va; otherwise,vc is setto adefault value.

The proposerthenmulticaststo R an haccept;sc;vci
message.Whenanacceptorreceivestheacceptmessage,
it comparessc with its local sm. If sc � sm, sm is set to
sc, sa is set to sc, and va is set to vc. It then sendsan
hack;sa;vai messageto thecoordinator. Otherwise,it re-
turns an herrori message.When the proposerreceives
hack;sa;vai messagesfrom k distinctacceptors,it knows
that the messageis acceptedby k acceptorsand com-
pletestheconsensusprocess.

Notethatvc dependson va's acceptedby acceptorsin
the secondphase.To accountfor this dependency, we
usetwo passesto computeoverallcomplexity. In the�rst
pass,we computethedependency of va without consid-
eringthedependency in thesecondphase.In thesecond
pass,we usethedependency of va computedin the �rst
passto computethedependency in the�rst phaseandthe
total dependency of thealgorithm.

In the�rst pass,cV
vc

= k(2+ 1) = 3k sincevc depends
onk sm'sandva's,eachof whichdependsonssentby the
proposer. Also,cV

va
= cV

vc
+ 1= 3k+ 1sinceva dependson

vc andadefault value.cT
va

= k(1+ 1) + 1 sincek prepare
messages,k promisemessages,andoneacceptmessage
arerequired.In the secondpass,cV

vc
= k(cV

va
+ 2) + 1 =

k(3k+ 3) + 1 andthe�nal cV = k(cV
vc

+ 1) = 3k3 + 3k2 +
2k, andcT

vc
= k(cT

va
+ 1) = k(2k+ 2) andthe �nal cT =

k(cT
vc

+ 2) = 2k3 + 2k2 + 2k. HencePaxoshasanoverall
complexity of O(k3).
Observations Our complexity-basedevaluation is in
agreementwith generalintuition and our survey. Both
2PCandPaxosuseO(n) messages,maintainO(1) state
per node,and have the sameoperationtime. However,
Paxos is more complex than 2PC becauseof inter-
dependenciesbetweenphases.At thesametime,it is this
additionaldependency that enablesPaxosto tolerateup
to n� k faultswhile 2PCbecomesunavailablewith even
a single fault. Our resultsaf�rm onceagain that guar-
anteeingstrongerproperties(here,fault-tolerance)may
requiremorecomplex systemalgorithms.

5.2.3 UpdatePropagation

Updatepropagation algorithmsdisseminatean update
from apublisherto all nodes(e.g.,publish-subscribesys-
tems).We examinemulticast(e.g.,ESM [20]) using a
constructedtreeandGossip[11] thatexchangesupdates
with randomnodes.To easecomparison,weassumeeach
nodein thesystemknows k randomnodesin thesystem
from amembershipservice.



Multicast In multicast,nodesrun DV over a k-degree
meshto build a per-sourcetree over which messages
aredisseminated.Henceforwardingstatehascomplex-
ity cs = O(log2n+ elogn). A valuereceived at a node
dependsonly on the valuepublishedby the sourceand
hencecV = 1. On theotherhand,if we assumethe tree
is balanced,cT = O(cs logn) andhencetheoverall com-
plexity of multicastis O(log3n).
Gossip In Gossip,whena nodereceivesa message,it
choosesa randomnodeandforwardsthemessageto the
selectednode.This processcontinuesuntil all nodesin
thesystemreceive thenew update.HencecV = 1 asbe-
fore.Eachtransportdependson a singlehopfrom a for-
wardingnodeto arandomlychosennode,andin average
logn suchhopsare required.HencecT = O(logn) and
theoverall complexity of Gossipis O(logn).
Observations Our metricranksmulticastasmorecom-
plex than Gossipwhich matchesour survey. However,
multicastoffersadeterministicguaranteeof O(logn) de-
livery timeanddoessousinganoptimalO(n) numberof
messages.Onceagain,our resultsconvey thatef�ciency
neednotbecongruentwith complexity.

5.2.4 CacheConsistency

When mutable data are replicated across multiple
servers,a cacheconsistency algorithmprovidesconsis-
tency acrossreplicas.We compareTTL-basedcaching
to invalidation-basedapproaches.
TTL-based caching In TTL-basedcaching,a cache
server that receives a request�rst checkswhetherthe
requesteddataitem is locally available. If so, it serves
theclient'srequestdirectly. Otherwise,it fetchestheitem
from thecorrespondingorigin server andstoresthedata
itemfor its associatedtime-to-live (TTL). After theTTL
expires,the item is evicted from thecache.Oncea data
item is cached,it doesnot dependon the item value
storedat theorigin server andhencea cacheddataitem
hasc = e.
Invalidation With approachesbasedoninvalidation,the
origin server trackswhich cacheshave copiesof each
dataitem. Whena dataitem changes,the origin server
sendsaninvalidationtoall cachesstoringthatitem.Since
a cacheditem dependson themastercopy of theorigin
server, cV = 1, cT = 1, andc = 2.

Observations TTL-basedcachingis a soft-statetech-
nique while invalidations are a hard-statetechnique.
Soft-stateis typically viewed assimplerthanhard-state
becauseof thelackof explicit stateset-upandtear-down
mechanismsandourmetricsupportsthisvaluation.

5.3 Other systems
Resourcediscovery is a fundamentalproblem in net-
worked systemswhereinformationis distributedacross

nodesin the network. We subjecteda numberof well-
known approachesto this problem to our complexity
basedanalysis.Due to spaceconstraints,becausethese
solutionsarewell known in the communityandour re-
sultsare(wehope)fairly intuitive,weonly presentthe�-
nalranksof ouranalysis:centralizeddirectory(e.g., Nap-
ster) < (DNS, �ooding-based(e.g., Gnutella))< DHT.
Thederivationof thecomplexities anddiscussionof the
resultsaredescribedin [9].

Wealsoanalyzedseveralwirelessroutingsolutionsin-
cluding GPSR[21] (a scalablegeo routing algorithm),
noGeo [33] (a scalable,but more complex solution
that constructs“virtual” geographiccoordinates)and
AODV [31] (a less scalablebut widely deployed ap-
proach).At a high level, our results(describedin [9])
re�ect asimilar intuition asouranalysisfrom Section5.1
andhencewedonotdiscussthemhere.

6 Discussion

De�ning a metric involveswalking the line betweenthe
discriminatingpowerof themetric(i.e., thelevel of detail
in systembehavior that it can differentiateacross)and
the simplicity of the metric itself. Our prototypemetric
representsa particularpoint in that tradeoff. We discuss
someof theimplicationsof thischoicein thissection.

6.1 Limitations and possiblere�nements

Weighting valuevs.transport dependenciesOurmet-
ric assignsequalimportanceto valueandtransportde-
pendencies.However, dependingon thesystemenviron-
ment,thismaynotbethebestchoiceandamoregeneral
form of thecomplexity equationmightbeto assign:

cs x = wvus x + wt å
y2Ts x

max(cy;e) + cx

For example, a systemwherein the transportstate is
known to be very stablewhile the datavalueof inputs
changefrequentlymight choosewv � wt , thusfavoring
systemdesignsthatincursimplervaluedependencies.
Weighting dependencies Our metric treatsall input
or transportstatesasequallyimportant.However, some-
time certaininput or transportstatesaremoreimportant
(for correctness,robustness,etc.) thanothers.For exam-
ple,DHTsmaintainmultiple routingentriesbut only the
immediate“successor”entry ensuresrouting progress
henceonemight emphasizethe complexity dueto suc-
cessor. Again,thismightbeachievedby weightingstates
basedonsystem-speci�cknowledgeof their importance.
Corr elated inputs Our metric treatsall inputs as in-
dependentwhich might result in over-countingdepen-
denciesfrom correlatedinputs. This could be avoided
by maintainingthe set identifying the actualdependen-
ciesassociatedwith eachpieceof stateratherthanjust



count their numberalthoughthis requiressigni�cantly
more�ne-grainedtrackingof dependencies.
Capturing dependenciesin time In ourcounting-based
approachweonly considertheinputsandtransportstates
by which statewasultimatelyderivedwithout worrying
abouttheprecisetemporalsequenceof eventsthatled to
theeventualvalueof state.While a time-basedanalysis
might enablea more�ne-grainedview of dependencies
this would alsoseemmorecomplicatedsinceit requires
incorporatinga temporalmodelthat capturestheevolu-
tion of stateover time.

6.2 Scope

Scalability vs. Complexity As seenin the previous
sections,our complexity metriccomplementstraditional
scalabilitymetrics.As an exampleof their complemen-
tarynature:ourmetricwouldnotpenalizesystemA that
has the sameper-stateor per-operationcomplexity as
systemB but constructsmorestatein total thanB.
Corr ectnessvs. Complexity Our metric doeslittle to
validatetheassumptions,correctnessor qualityof asolu-
tion.For example,ourmetricmightcapturethecomplex-
ity of route constructionbut sayslittle aboutthe qual-
ity or availability of thesource-to-destinationpath.Like-
wise,our metric is obliviousto undesirableassumptions
that might underliea design.For example,our metric
rankshierarchicalrouting favorably andcannotcapture
the lossin �e xibility dueto its requirementof aggregat-
ableaddresses(section5.1).Similarly, our metric ranks
traditionalgeoroutingassimpledespiteits problematic
assumptionof “uniform disc” connectivity [9].
Robustnessvs.Complexity Perhapslessobviousis the
relationshipbetweenour complexity metric androbust-
ness.In somesense,our metricdoesrelateto robustness
sincea morecomplex scaffolding of dependenciesdoes
imply greateropportunitiesfor failure.However, this re-
lation is indirectanddoesnot alwaystranslateto robust-
ness.For example,considera systemwherestateat n
nodesis derivedfrom stateat a centralserver. Our com-
plexity metric would assigna low complexity to sucha
system,while, in termsof robustness,sucha systemis
vulnerableto thefailureof thecentralserver.

However, we conjecturethat our dependency-centric
viewpoint might alsoapplyto measuringrobustnessand
this is somethingwe intend to explore in future work.
In particular, therearetwo aspectsto dependenciesthat
appearimportantto robustness.The �rst is thevulnera-
bility of thesystemwhichcouldbecapturedby counting
the“reverse”dependenciesof a states asthenumberof
outputstatesthatderive froms. Thesecondaspectis the
extentto which a pieceof stateis affectedby its various
dependenciesand this is a function of both the impor-
tanceof thatdependency (e.g., theaddressof aservervs.

estimatedlatency to the server asa hint for betterper-
formance)and the degreeto which redundancy makes
thedependency lesscritical (i.e., deriving apieceof state
from any k of m inputswith k � m is likely morerobust
thatonederivedfrom k speci�c inputs).Theformercon-
sideration(importance)canbecapturedby weightingde-
pendenciesasproposedabove. A fairly straightforward
extensionto capturethe effect of redundancy would be
to furtherweightcomplexity by thefractionof statesre-
quired; i.e., a weightedmetric rs of states de�ned as:
rs = r

mcs wherer andm are the requiredandavailable
numberof inputs,respectively.

7 RelatedWork

Thereis muchwork – particularlyin softwareengineer-
ing – on measuringthe complexity of a software pro-
gram. For example, Halstead's measures[18] capture
programmingeffort derived from a program's source
code.Cyclomaticcomplexity [30], simplyput,measures
the numberof decisionstatements.Fan in-fanout com-
plexity [19] is a metric thatmeasurescouplingbetween
programcomponentsas the length of code times the
squareof fan in times fan out. Kolmogorov complex-
ity is measuredas the lengthof the program's shortest
descriptionin a descriptionlanguage(e.g.,Turing ma-
chine).Thesemetricswork at thelevel of systemimple-
mentationratherthandesign,focuson a standalonepro-
gramanddonotconsiderthedistributeddependenciesof
componentsthatarenetworked.Webelieve thelatterare
key to capturingcomplexity in networked systemsand
bothviewpointsarevaluable.

Similarly, thereis muchwork onimprovedapproaches
to systemspeci�cation with recent efforts that focus
on network contexts [22]. Metrics are complementary
to systemspeci�cationandcleanerspeci�cationswould
make it easierto applymetricsfor analysis.An interest-
ing questionfor futurework is whetherthecomputation
of network complexity (aswe de�ne it here)canbede-
rived from a systemspeci�cation (or even code)in an
automatedmanner. This appearsnon-trivial astheaccu-
mulationof distributeddependenciesis typically not ob-
viousat theprogramor speci�cationlevel.

While we derive our dependency-basedmetricfrom a
systemdesign,therehavebeenmany recenteffortsat in-
ferring dependenciesor causalitygraphsfrom a running
systemfor usein network management,troubleshooting,
andperformancedebugging[4,12,16].

Finally, thispaperbuildsonanearlierpaperthatartic-
ulatedtheneedfor improvedcomplexity metrics[34].

8 Conclusions

This papertakesa �rst steptowardsquantifyingthe in-
tuition for designsimplicity that often guideschoices



for practicalsystems.We presenteda metric that mea-
suresthe impact of the ensembleof distributed depen-
denciesfor an individual pieceof stateand apply this
metricto theevaluationof severalnetworkedsystemde-
signs. While our metric is but a �rst step,we believe
the eventualability to more rigorously quantify design
complexity wouldservenotonly to improveourown de-
sign methodologiesbut also to betterarticulateour de-
sign aestheticto the many communitiesthat designfor
real-world networked contexts (e.g., algorithms,formal
distributedsystems,graphtheory).
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Notes
1WethankPaulFrancisandRobertKleinberg for discussiononthis.
2 We include this since the time complexity of distributed algo-

rithmsis commonlyusedin thetheorycommunity[24,27]. Timecom-
plexity is the maximumnumberof message-exchangeroundsneeded
to completetherequiredcomputation.

3This canbeinferredby notingthatrouteconstructionis similar to
thecanonical“m inputsin series”scenariofrom theprevioussection.

4 This is quickly inferredby noting thesimilarity to the“m inputs
in parallel” scenariowith m = d inputsrelayedalonga pathof O(d)
hopsandtransportstateof complexity e ateachhop.

5This useof sourcerouting is the key differencerelative to RCP
whichusestheunderlyingintra-domainroutesfor thesamepurpose.

6We do not considername-dependentalgorithms[10,29] asthese
requireanadditionalnametranslationservicefor IP routing.


