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Abstract

The systemsandnetworking communitytreasure$sim-

ple” systemdesignsbut our evaluationof systemsim-

plicity oftenreliesmoreon intuition andqualitative dis-

cussionthanrigorousquantitatve metrics.In this paper

we develop a prototypemetricthat seekgo quantify the
notion of algorithmic compleity in networked system
design.We evaluate several networked systemdesigns
throughthelensof our proposeccompleity metricand
demonstratghat our metric quantitatvely assesseso-
lutions in a mannercompatiblewith informally artic-

ulateddesignintuition and anecdotalevidencesuchas
real-world adoption.

1 Intr oduction

The designof a networked systemfrequentlyincludesa
strongalgorithmic designcomponentFor example,so-
lutions to a variety of problems— routing, distributed
storage multicast,nameresolution,resourcediscovery,
overlays, dataprocessingn sensometworks — require
distributedtechniquesndprocedure®y whichacollec-
tion of nodesaccomplisha network-widetask.

Designsimplicity is a much-\aluedpropertyin such
systemsFor example,the literature on networked sys-
temsoftenrefersto theimportanceof simplicity (all em-
phasisadded):

Theadwantageof Chordis thatit is substantially
lesscomplicated. . (Chord[35])

This paperdescribes designfor multicastthatis
simpleto undestand. . (SimpleMulticast[32])

This paperproposeda simple and effective ap-
proach..(SOSR[17])

Lik ewise,engineeringnaximsstresssimplicity:

All thingsbeingequal thesimplestsolutiontends
to betheright one.(Occamsrazor)
KISS: Keeplt Simple,Stupid! (Apollo program)
However, as the literaturereveals,our evaluation of
the simplicity (or lack thereof)of designoptionsis of-
ten through qualitative discussionor, at best, proof-of-
conceptimplementation What rigorous metricswe do
employ tendto be borrowved from the theory of algo-
rithms. Thesemetrics, however, were intendedto cap-
ture the overheador ef ciency of analgorithmandare
at timesincongruentwith our notion of simplicity. For

SylviaRatnasamy
Intel Researh Berlkeley

EddieKohler
UCLA

example, ooding performspoorly on two of the most
commonmetricsusedto calibratesystemdesigns(the
amountof statemaintainedat nodesandthe numberof
messageexchangeacrossodes)but mostof uswould
consider ooding a simple, albeit inef cient, solution.
Similarly, a pieceof stateobtainedastheresultof a dis-
tributed consensugrotocolfeelsintuitively more com-
plex thanstatethatholdsthe IP addres®f a neighborin
awirelessnetwork.

We conjecturethat this mismatchin designaesthetic
contritutesto the frequentdisconnecbetweenthe more
theoreticaland applied researchon networked system
problems.A good exampleof this is the work on rout-
ing. Routing solutionswith small forwardingtablesare
widely viewed asdesirableandthe searchfor improved
algorithmshasbeenexploredin multiple communities;
for instancea fair fraction of the proceedingsat STOC,
PODC,andSFAA aredevotedto routing problems.The
basicdistance-ectorandlink-stateprotocolsincur high
routing state (O(n) entries)but are simple and widely
emplogyed. By contrast,a rich body of theoreticalwork
hasled to a suite of compactrouting algorithms(e.g.,
[2,3,10,36]). TheﬁealgorithmsconstrucbptimalIysmall
routingtables(O(" n) entries)but appeamorecomple
andhave seerlittle adoption.

This is not to suggesexisting overheador ef ciency
metricsarenotrelevantor useful.Onthecontraryall else
beingequal,solutionswith lessstateor trafc overhead
arestrictly moredesirable Our pointis merelythat de-
signsimplicity playsarolein selectingsolutionsfor real-
world systemsbut existing ef ciency or performance-
focusedmetrics can be misalignedwith our notion of
whatconstitutesimplesystemdesigns.

This paperexploresthe questionof whetherwe can
identify compleity metricsthat more directly capture
theintuition behindour judgmentof systemdesignsBe-
causethe systemdesignswe work with arefairly well-
speci ed,we believe thereis nofundamentateasorwhy
our appreciationof a designcannotbe reinforced by
quanti able measuresSuchmetricswould not only al-
low usto morerigorously discriminatebetweendesign
options,but alsoto betteralign the designgoalsof the
theoryandsystemsommunities.

We startby reportingon a surney we conductedo un-
derstandhow systemdesignersevaluateand articulate
compleity in systemdesign (Section2). Building on
this, we de ne a complity metricin Sections3 and4



andevaluateseveral networked systemdesignsthrough
thelensof our compleity metricin Sections. Usingthis
analysis,we demonstratehat our metric quantitatvely
differentiatesacross a vors of solutionsandrankssys-
temsin a mannerthatis congruentwith our surey. We
discusghelimitationsof our metricin Section6, review
relatedwork in Section7, andconcludein Section8.

Finally, it isimportantto clarify thescopeof ourwork.
We intend for our compleity metric to complement-
notreplace- existing ef ciency or performancemetrics.
For example,in thecaseof aroutingalgorithm,our met-
ric might capturethe compleity of route construction
but reveal little aboutthe quality of computedpaths.In
addition, while we focus on systemdesignat the algo-
rithmic or proceduralevel, thereare mary aspectdo a
software systemthat contritute to its ultimate comple-
ity. For example,asthe CAP theorem[13] tells us, the
carefulselectionof a systems servicemodelprofoundly
impactscompleity. The sameis true for the soundde-
signof its softwareimplementationAlthough at leastas
importantasdistributedcompleity, thesearenotaspects
we considetin this paper Lastly, we stresghatwe view
our metricasa prototype:onespeci ¢ metricthatworks
well with several classeof importantsystemsWe ex-
pectthatthe best-suitednetricwill emegein time after
much broaderdiscussionand evaluation(similar to the
developmentof standardboenchmarksn mary commu-
nities suchas databaseand computerarchitecture) As
such,we view our contritution primarily in gettingthe
ball rolling by providing a candidatemetric and set of
resultsfor furtherscrutiry.

2 Perceived Complexity

We conducteda surwey to explore how systemdesign-
ersperceve compl«ity of networked systemalgorithms
suchasrouting,distributedsystemsandresourceliscov-
ery. Nineteenstudentdn a graduatelistributed systems
classat UC Berkeley participatedn the suney. Partici-
pantswereaskedto rank which of two comparablenet-
worked systemalgorithmsthey viewedasmorecomple
onascalewherel meanssystemA is far morecomple
and9 meansB is far more comple. Participantswere
alsoasledto rationalizetheir choicein 2—3sentences.
We discussthe algorithmswe sureyed in detail in
the later sectionsof this paper;Table 1 briey summa-
rizesthe ndings from the suney's quantitatve rank-
ing. The one-samplé-testrevealsthat participantscon-
siderdistancevector(DV) routingasmorecomple than
link state(LS) routing but lesscomplex thanlandmark
or compactrouting. In evaluating classicaldistributed
systemsparticipantsviewed solutionssuchasquorums,
Paxos,multicast,andatomicmulticastasmorecomple
thanread-one/write-allfwo phasecommit, gossip,and
repeatednulticast,respectiely. Napsterwas perceved

Mor e complex

Algorithm A Algorithm B algorithm

DV LS A (p< .060)
DV Landmark B (p< .050)
DV Compact B (p< .030)
DV RCP notsigni cant
Readone/writeall ~ Quorum B (p< .007)
Two phasecommit  Paxos B (p< .001)
Gossip Multicast B (p< .013)
Atomic multicast  Repeatednulticast A (p< .001)
Locking Lease notsigni cant
Napster Gnutella B (p< .001)
DHT Gnutella A (p< .020)
DNS lookup DHT lookup B (p< .007)

Table 1: Suney resultson comparingnetworked systemscompleity.

For eachquestionwe presentvhich algorithmwasstatisticallyratedas
morecomplex basedn thet tests p-value,whichindicatesthe proba-
bility thattheresultis coincidental The smallerthe p-value,the more
signi cant theresult.

as simplerthan Gnutellaand systemssuchas Gnutella
and the Domain Name System(DNS) as simpler than
distributedhashtables(DHTS).

The rationalesfor theserankingsshedmore insight.
Participantsfound a systemwas comple if it washard
to“getright,” understandpr dekug, orif it couldnoteas-
ily copewith failures.For the mostpart,issuesof scal-
ability or performancedid not gure in their responses.
Somesampleanswerdnclude:“componentshave com-
plex interactions, “centralizedor hierarchicalis sim-
plerthandecentralized, “structureis comple,” and“re-
quirescomple failureandpartitionhandling” Tellingly,
participantsattimescould not clearlyarticulatewhy one
algorithmwasmorecomplex thanthe otherandresorted
to circular de nitions — e.g., “chosesystemA becausét
is morecomplicatedor “B' s protocolis morecomplex.”

3 Componentsof Complexity

A compleity metric could make theseargumentsob-
jective. A good metric would be basedon quanti able,
concretemeasurementsf the systempropertieshatin-
duce implementationdif culties, comple interactions
andfailures,andso forth. Many metricsare possible A
perfectmetric would be intuitive and easyto calculate,
andwould correlatewith other moresubjectve metrics,
suchaslinesof codeor systemdesignersexperience.
We build on the obsenration that muchof systemde-
signcenteronissuedof state-therequiredstatemustbe
de ned andoperationgor constructingandusingit must
be developed- but in distributed systemspne statecan
derive from statesstoredon othernodes.To calculateits
state,a nodemusthearfrom the remotenodesthatstore
the dependencies his addsadditionaldependenciesn
the network andintermediatenodestatesequiredto re-
lay inputstatego thenodein questionThus,notonly are



a given pieceof states dependenciedistributed, there
arealsomoreof them.

We conjecturethat the compleity particularto net-
worked systemsarisesfrom the needto ensurestateis
keptin syncwith its distributeddependencied he met-
ric we developin this paperre ects this viewpoint and
we illustrateseveral systemdor which this dependeng
centricapproachappeargo appropriatelyre ect system
compleity. Alternateapproachesre certainly possible
however—e.g., basedn protocolstatemachinedescrip-
tions,aprotocols statespaceandsoforth—andweleave
acomprehensk explorationof thedesignspaceor met-
rics andtheir applicabilityto futurework.

Our goalthenis to derive a perstatemeasurecs that
capturesthe compleity dueto the distributed stateon
which a states dependsWhile anaturaloptionwould be
simply to counts's dependencieghis is not sufciently
discriminating:dependenciesik e state canvary greatly
in the burdenthey impose.ConsiderFigure 1, which
shavs dependeng relationshipshetweenstatesfor sev-
eral simple networks. In Fig. 1b, a simple distribution
tree,v is computedrom threedependenciew, x, andy,
while in Fig. 1c¢, which transformsa value over several
hops, Vv hasjust one direct dependenc w, which is in
turn computedrom x, itself computedrom y. However,
achangen yin Fig. 1bwill affectonlyv, while thesame
changein Fig. 1¢c mustpropa@tethroughx andw rst.
As asystemwe amguethatFig. 1cis morecomplec than
Fig. 1b. We thereforeweight eachstate,andinsteadof
naively countingdependencies;alculatea states com-

plexity by summinghecompleities of its dependencies.

Thesumincludesnotonly directdependenciesnvalues,
but alsodependenciesn thetransportstatesrequiredto
relaythosevaluesaccountingor networkswhosetrans-
portrelationshipsareexpensve to maintain.

Some e xibility is requiredto accountfor the differ-
enttypesof dependencie realnetworked systemsin-
cluding redundany, soft state,andso forth, andto dif-
ferentlypenalizeransportandvaluedependenciedNev-
erthelesspur metricis de ned exclusively by counting
we avoid incorporatingintricate probabilisticmodelsof
nodeor link behaior or statemachinedescriptionsand
thelike. This keepsour metricusable Jendingit to eval-
uationthroughsimple examinationandanalysisor even
empiricalsimulation,andrepresentsneparticulartrade-
off betweerametric's discriminatve power andthesim-
plicity of the metricitself. Someof thelimitationsof our
counting-basedpproacharediscussedn Section6.

4 A Complexity Metric

Givena systemthatconsistof a setof statesS, ourgoal
is to assigna compleity metric ¢s to eachstates2 S
We write statesaslowercasdetters,suchass, v, andw.
Wherethe contet is clear we abusenotationandmege

v fw w

(a) Collectingonevalue (b) Collectingseveralvalues

O—0—0B—80—0B—06B—70

v fw w fx x fy y

(c) Collectingonevaluevia intermediatestates

O—0O0——0B—0—0B—06——™~0

v fwa w fxa x fya y

(d) Collectinganaggrejatevalue

wy, fx

(e) Collectingvia branchegorkedandthenmeiged

Figure 1: Staterelationshipsn four toy scenariosFor clarity routing
tablestate written|, is only shavn in scenariqa).

theidentitiesof statesandnodes;e.g., insteadof “deliv-
eredto nodel, which storesstatex,” we simply say“de-
liveredto x.” Local or primiti ve statecanbe maintained
without network trafc, asin a sensomodes tempera-
turereading We sometimesndicateprimitive statewith
anunderline,asin w. All otherstateis derived at least
partially from statesheld at other nodes.We call these
remotestatesdir ect value dependenciesin Fig. 1a,w
is a primitive state,andv is a derived statewith one
valuedependeng namelyw, asindicatedby the de ni-
tionv= f(w). Primitive stateis assigned¢zerocomple-
ity, while ary derived statehaspositive compleity. The
setof states s directvaluedependencieis written Ds.

A derived statealsodepend®n the transportstatere-
quiredto relayvaluedependenciethroughthe network.
Forinstancein Fig. 1a,propa@tingw to vuseghel, and
I3 routingtableentriesatnodes2 and3, respectiely. We
callthesestategransport dependenciesndaccounfor
their complity. The setTs  is de ned asthe set of
transportdependenciegivolved in relayingx's valueto
s, it is emptywhenx 62Ds. In termsof maintainingstate
consistenyg, transportdependenciearelessof a burden
thanvaluedependenciesincechangesn a states trans-
port dependenciedo not inducecoststo keepthat state
in syncand,aswe shall see,our metricre ects this. For
instance,n Fig. 1a, ary changein w mustbe commu-
nicatedto nodel, but a changein |, neednot, sincev
depend®nthel statesonly for thedelivery of w.

While somevaluedependenciesequirestatechanges
berelayedothersneedonly beestablishe@dnce.For ex-
ample,if v werede ned asa functionof w at somespe-
ci c time ratherthanof w's currentvalue,thenoncees-



tablishedv is unafectedby change®lsavherein thenet-
work. We saythatstatex andoneof its valuedependen-
ciesy arelinked if achangein y mustbe propa@tedto
X, and unlink ed otherwise.Linked value dependencies
are the major sourceof network compl«ity dueto the
statemaintenancéhey incur andaretreatedaccordingly
by our metric.

Evaluatingthe metricrequiresdeterminingdependen-
ciesamongstatesand de ning which dependencieare
linked or unlinked. Unusedor redundantependencies,
whichfrequentlyoccur canbemeasuredh severalways.
For example,considerFig. 1b, wherev = f(w;X;y) and
let usassumehatthevaluev takesat ary pointis based
onjustoneof its inputs(for instance perhapghe active
inputis choserbasedn minimumpathlength).Thenv's
valuedependencielave distinctly differentimportance:
ensuringconsisteng requiresthatv andits active input
staysynchronizedyhile updatesrom the otherdepen-
denciesarelesscritical. Whenwe considerdependencies
of statev, we focusontheseactive stateghatderivevand
ignoreunusedvaluedependencies.

We now turn to the metricitself, rst de ning a sub-
metric us which we call the value dependencyimpact.
us measureshe numberof remotestateson which s is
valuedependendirectly or indirectly. Statedotherwise,
theseare primitive statesthat, if they wereto change,
could resultin an updateat s and henceone canintu-
itively view us asindicative of the numberof updates
seenat s for maintainingconsisteng with its value de-
pendenciedys is de ned mutuallyrecursvely with us ,
which measurethe numberof stateson which sis value
dependentia somedirectvaluedependengcx 2 Ds. For
local states, we have Dg= 0,us= uUs x= 0.

ol .
Us= a Us x;
o
% Uy if xislinkedto sand
X is notdependentnlocal state
Us x= _ U+ 1 if xislinkedtosand
x is dependenbn local state,
e if xis unlinkedto s.

If thedependencs xis linked, s mustbe noti ed of
ary changen x2 Ds. Appliedrecursvely, changesn ary
of X'sdirector indirectvaluedependenciemustalsobe
passednto s. Thus,the numberof dependenciemher
ited via X is X's own value dependengimpact, uy, plus
onein the eventthatx wasderived (in part) from local
state(sincea changecausedby statelocal to x would
not be accountedor in uy). For example,statesw andx
in Fig. 1c,donotincludeary localinputswhile thesame
statesn Fig. 1ddo.If sis unlinkedto x, thenary changes
in X arenot propagtedto s, sowe cut off x's valuede-
pendeng impact. However, to ensurethat s is chaged

for its initial relianceon x, we introducee, 0< e 1,
andchagethis amountfor every non-local,unlinkedde-
pendenyg.

Note that our de nition of us assumeshe dependen-
ciess inheritsareindependent a simplifying assump-
tion due to which us overcountsin somedependenc
structuresFor example,in Fig. 1e,if v fwi;wog
X Y, thenyis countedwicein us, onceviaw; andonce
via w,. This situationaroserarely Many suchbranching
dependengstructuresepresentinusedr redundante-
pendencieshat we model by picking one active input,
which leavesthedependenggraphin theform of atree.

Thecomplexity of sis thende ned asfollows:

= A Cs x;
(ZDS
Us x+ 8yo1, ,maxcy;e)+ ¢ if xlinked,

& x= e if x unlinked.

This de nition accountdor the entirescafolding of dis-

tributeddependenciethatmaintainchange$rom s'sde-

pendenciego s itself. Supposes's direct value depen-
denciesare all linked. Then, the rst term &,,p Us x

(= ug) is S'svaluedependencimpact. The seconderm

axopsdy2Ts «Max(cy; €) accountdor the compleity of

the transportstatesfrom s's dependencieso s itself;

e again ensureghat all links are counted,hereinclud-

ing transportlinks thatnominally requireno state(such
as one-hopwireless broadcast).Finally, the last term

A x2p, Cx coversthe compleity from inherited(transport
andvalue)dependenciedownstreanfrom x. Local state
s hascs = 0. Thusintuitively, whereus was indicative

of the updatesseenat s, cs is indicative of the updates
seenacrossall states- valueandtransport- thatmain-

tain changedrom s'sdependencie® s.

For a chain of linked dependenciefrom xg to X;
(Fig. 1d), which dependson its local statea; (perhaps
X measuresiodei's hop countto node0), andwriting c;
for ¢, andsoforth, we have u; = i and

Ignoring transportdependencieghe resultis ¢; = (i%+
i)=2: chainedlinked dependenciesnduce compleity
proportionalto the squareof the lengthof the chain.In
Figurel, if we assumall | stateshave complity t, the
metricyieldsc, = 1+ 2t in Fig. 1a,c, = 3+ 6t in Fig. 1b,
andc, = 6+ 6t in Fig. 1c.

We sometimescorvey intuition aboutthe sourcesof
complexity by writing cs= cY + ¢!, wherecY isthecom-
plexity contritutedby value dependencieandc! is the



compl«ity contritutedby transporidependencies:

AV A\

Cs x_uS X+Cx1

T _ 2 . T.

CS X~ a ma)(cyi e)+ CX .
¥2Ts x

Thissplitis purelyfor illustrationanddoesnot affectthe
de nition of compleity in ary way.

To measurehe compleity of an opemtion, suchas
nameresolution routing, agreementeplication,andso
forth, we simply measuraehe complity of a statecre-
atedor updatedby thatoperation.For example,to mea-
surethe compleity of multihop routing, we imaginea
pieceof state,s, derived from one primitive value de-
pendeny, x, whosevaluemustberoutedacrossa multi-
hopnetwork. The compleity of routingis de ned ascs,
which accountdor the multihop transportdependencies
usedto routex acrosghe network. Assuminga network
with diameterd whereeveryroutingtableentryhascom-
plexity ¢, theresultingcompleity is O(dc;).

This paperevaluatesdifferent networked systemde-
signs by comparing their compleities for specic
operationsof interest (e.g., route , write_object
find_object ). We found it sufcient to considerone
operationat a time for our evaluation.If desired,one
might (for example)selectthe averagecompleity of key
operationsas the overall compleity of the networked
system.We proceedto evaluatingthe abose metric and
defer a discussionof its scopeand limitations to Sec-
tion 6.

4.1 SomeCanonical Scenarios

We rst examinehow the abore compleity metricfares
in evaluatinga few simpli ed network scenariosandin
the following sectionexplore a suite of more complete
networked systemsolutions.Before this, we rst intro-
ducetwo conditionsthatappearepeatedlyn our analy-
sisof systemdesignsandarehenceworth calling out.
Redundant inputs and paths Many systemsbuild in
redundang to achiese higherrobustnessin our analy-
sis, this manifeststself assomestates thathasmultiple
inputsor pathsbut only a subsetof themareneededo
derive s (akin to our discussionof active value depen-
denciesin the previous section).For example,a multi-
ple input scenariccould be a nodetrying to discover the
addressof a wirelessaccesgoint (AP) — the nodelis-
tensfor AP beaconsbut needonly hearfrom a single
AP to establishconnectiity state.An exampleinvolv-
ing redundanpathsmightincludetwo datacentersthat
provision multiple disjoint network pathsbetweerthem.
Whenamessagés encodedvith (m; k) erasurecodeand
eachcodeis sentto a distinct path, the destinationcan
constructthe messagéf ary k out of m pathswork cor
rectly. We call this the k-of-m scenariowherem is the

Figure 2: CanonicalscenariosFor clarity we do not showthe local
and transportstateat eac node In all scenariosotherthan (1) and
(2), thistransportstateis assumedo havecompleity t.

totalnumberof inputs(paths)availableandk is thenum-
berof inputs(paths)required.

We de ne thecompleity of s derivedfrom k-of-min-
puts as being k timesthe averagecompleity dueto a
singleinput. As shavn in [9], this averagecanbe com-
putedsimply asl=mtimesthe compleity of sassuming
all minputswererequiredinputs.

Likewise,for the multipathscenarian which asingle
input x canbe relayedto s usingary k of m available
paths,we calculatethe compleities dueto the transport
statesdbetweerx ands ask timesthe averagecompleity
dueto thetransportstatesalongary onepath.
Recursion In somesystemsa pieceof statesis derived
by anoperationthatusesstateshatwerethemselesset
up by the sameoperationFor example,in DHTs,anode
discoversits routing table entriesusing a lookup  op-
erationthatmakesuseof state(at othernodes)thatwas
itself setup usinglookup operations.

We usetwo compleity computationpassedor state
thatinvolvesthis kind of recursion.n the rst passwe
computethe complities from value and transportde-
pendenciesvith the assumptiorthat statesusedby the
operationdo not dependon the operation.We compute
the nal compleities in the secondpassin termsof an
operationon statesvhosecompleities arecomputedn
the rst passin Section5, DHTs andPaxosarecanoni-
cal examplegthatinvolve recursion.

Canonical scenarios We recapthe following canonical
scenariosalsodepictedin Figure2. In mary caseswe
can constructdependeng structuresof networked sys-
tem algorithmsby composingsereral canonicalscenar
ios. In all scenariosotherthan (1) and (2), we assume
thatthe transporistateat eachnodehascompleity t.

(1) single input, 1-hop broadcast: heres is derived
by listening to the broadcasiof x. We assumex is lo-
cal stateand henceck = 0. Moreover, the complity
of transportstate at x equalszero since broadcasting
doesnot requireary non-localtransportstateto be es-



Scenario Cs

(1) 1 input, 1-hopbroadcast 1+ e

(2) 1 non-value-dependeribput, e
1-hopbroadcast

(3) 1input, 1-hopunicast 1+t
(4a)1input, 1-of-m paths 1+t

(4b) 1 input, k-of-m paths 1+ kt

(5a) 1-of-minputs, 1 path 1+t

(5b) k-of-minputs, 1 path k(1+1t)

(6) minputs,in series sm(m+ 1)+ mt
(7) minputs,in parallel m+ nt

(8) tree O(mlogm+ n)

Table 2: Compleity of canonicakcenarios

tablishedat x. Correspondinglystates hascompleity
Cs= 1+ ¢+ max0;e) = 1+ e.

(2) single unlink ed input, 1-hop broadcast: this case
is identicalto the previous casebut heresis unlinkedto
X (e.g., s storesthe value of x as soft-state)and hence
Us x= eandcs= e.

(3) singleinput, 1-hop unicast: thisis identicalto the
rst casegxceptthatinsteadof broadcastingx is routed
to susingtransporistateat x which hascompleity t and
hencecs= 1+1t.

(4a) singleinput, 1-of-m paths: thisis identicalto the
previous casebut we now have m identicalpathsfrom x
to s. As before,the compleity of the transportstatefor
eachpathist andhencecs= 1+ t.

(4b) singleinput, k-of-m paths: this is identicalto the
previous casebut herex mustbe deliveredto s alongk
pathsandhencecs = 1+ kt.

(5a) 1-of-minputs, singlepath per input: 1inputmust
bedeliveredto sandhencecs = 1+ t.

(5b) k-of-m inputs, single path per input: similar to
the previouscasebut herek inputsmustbedeliveredto s
andhencecs = k(1+t).

(6) m value dependencies;1 direct, m 1 indi-
rect: similarto scenario-1dn Figurel, herethe value
of eachx; is computedfrom that of x;+1 andlocal state
andhenceus = mandcg = m + nt.

(7) m dir ectvaluedependencies:similarto scenario-1b
in Figurel, sis computedrom m inputseachof which
is directly connectedo s andhencecs = m(1+ t).

(8) tree: eachintermediatenodehastwo childrenand
thetreeheightis O(logm). Hencecs = O(mlogm+ mt).

The compleities for the above scenariosaresumma-
rizedin Table2. Comparingthe compleity of sin case
(6) to thatin case(7), we seethatdependenciethatac-
cumulateindirectly resultin a higher complity than
dependenciethat accumulatedirectly (in keepingwith
our discussiorcomparingscenarioglb)and(1c)in Fig-
urel). A secondbsenation,basedncomparingcases
(3)vs.(4a)or (3) vs.(5a),is thatourmetricneitherpenal-

izesnorrewardsthe useof redundanstate This decision
might seemto warrantdiscussionOnemight arguethat
redundang shouldaddto complity becausef the ad-

ditional effort thatgoesinto creatingredundanstate For

example considerasenerthatmustcreatem replicasof

animmutable le insteadof just one.While thisis true,
we notethat(in this example)thereplicasarenotdepen-
denton eachotherand likewise statederived from one
of thereplicasis ultimatelyonly dependenbn onerather
than m replicasand henceneithershouldhave a com-
plexity higherthanif therewere only a single replica.
That said, the additional effort due to creatingredun-
dang would emegein the compleity of the operation
thatcreateghe m copiessincethis requiresmaintaining
additionalstateto identify the m nodesat which to store
replicas.

In termsof notrewardingredundang, onemightargue
(aswasdonein [34]) thatascenaridn whichsis derived
from k-of-m inputs should have lower compleity than
if swerederived from exactly k inputsbecauséhaving
alternateoptionsreduceghe extentto which s depends
onary singleinput (andsimilarly for paths) However, to
do sowould becon ating robustnessandcompleity® in
thesensdhathaving alternatanputsdoesnotultimately
changethe numberof dependenciefor s even though
it changeghe extentto which s might dependon ary
individual input; i.e., the value of s derived from k-of-
m inputsdoesultimately dependn somek input states.

5 Analysis

In this sectionwe evaluatea numberof networked sys-
tem designsthroughthe lens of the compleity metric
de nedin Section4. Our goalin thisis to: (1) illustrate
theapplicationof our metricto a broadrangeof systems
and(2) provide concretexamplesf theassessmentair
metric arrivesat bothin comparingacrosssystemsand
relative to traditionalmetrics.

To theextentpossible pur hopeis alsoto validatethat
our metricmatchesommondesignintuition. Thatsaid,
conclusvely validating the goodnessf a metric is al-
mostby de nition dif cult and,in this sensepurresults
areperhapdetterviewedasproviding theinitial dataset
for thefuture scrutiry of metricperformance.

We analyzedhe compleity of solutionsto four prob-
lems that gure prominentlyin the literature on net-
worked systems;(1) Internetrouting, (2) classicaldis-
tributed systems(3) resourcediscovery, and(4) routing
in wirelessnetworks. Due to spaceconstraintsve only
discusghe rst two itemsin this paper;our completeset
of resultsarepresentedh [9].

5.1 Routing

Routingis one of the fundamentatasksof a networked
systemandtheliteratureaboundsn discussion®f rout-



ing architecturesaand algorithms.In this sectionwe an-

alyzea setof routing solutionsthatrepresent rangeof

designoptionsin termsof architecturge.g., centralized
vs. distributed), scalability (e.g., small vs. large tables),
adoptionandsoforth.

For eachsolution,we presenthe compleity of anin-
dividualroutingentryandasource-to-destinatiamuting
operation For clarity we summarizeonly the nal com-
plexity resultshereandpresenthedetailsof theirderiva-
tionin [9]. For comparisoracrosametrics,we alsoeval-
uateeachsolution using the following traditional mea-
suresy1) pernodestate (2) numberof messageand(3)
convergencetime? In what follows, we considereach
routing solutionin turn, brie y revise its operationand
summarizets compleity. Theresultsof ouranalysisare
summarizedn Tables3 and4 andwe endthis section
with a discussiorexaminingtheseresults.
Distance-\ector (DV) Usedby protocolssuchasRIP
and IGPR, distance-ectorrepresent®ne of the two ma-
jor classef IP routing solutions.DV protocolsusethe
Bellman-fordalgorithmto calculateheshortespathbe-
tweenpairsof nodes.Every nodemaintainsan estimate
of its shortestdistance(and correspondinghext-hop) to
every destinationlnitially, a nodeis con guredwith the
distanceto its immediateneighborsand assumes dis-
tanceof in nity for all non-neighbodestinationsEach
nodethen periodicallyinforms its neighborsof its cur
rently estimateddistanceto all destinationsFor each
destination,a node picks the neighborad\ertising the
shortespathto the destinatiorandupdatests estimated
shortestistanceandnext-hopaccordingly

For an n nodenetwork with diameterd, DV thusre-
quiresO(n) pernodestate atotal messageostof O(n?)
and corvergencetime of O(d) in the absenceof topol-
ogy changesln termsof our compl&ity measurea sin-
gle DV routing entry s hascompleity cs = O(d?+ de)
while a routing operationhasa compl&ity of cioye =
O(d®+ d?e) .3
Link-State (LS) Link-Staterouting, usedin protocols
suchas OSPFand IS-IS, representghe secondmajor
class of widely-deplged IP routing solutions.In LS,
eachnode oods a“link stateannouncemer(LSA)” de-
scribingits immediateneighborconnectiongo theentire
network. This allows eachnodeto reconstructhe com-
plete network topology To computeroutes,a nodethen
simply runsDijkstra's algorithmover this topologymap.

LS thusrequiresO(nf) stateper node (where f de-
notesthe averagenodedegree),incurs a total message
costof O(n?) andcorvergencetime O(d). A routingen-
try shascompleity cs= O(d+ d?e) while aroutingop-
erationhascompleity Croue = O(d?+ d3e).*
Centralized Architectures The authorsof the 4D
project [15] amgue for architectureghat centralizethe
routing control planeto simplify network management.

Several subsequenproposals- RCP[5], SANE/Ethane
[7,8], FCP[25] — presentdifferentinstantiation=of this
centralizechpproachWe analyzetwo variantsof central-
ized routing solutionsinspired by theseproposals Our
variantsare not identicalto ary particularproposalbut
insteadadapttheir key (routing) insightsfor a generic
network context. We do this becausemary of the above
proposalsveretargetedat speci ¢ contets which com-
plicatesdrawing comparisongacrossolutionsf wewere
to adoptthem unchangedFor example, RCP assumes
existing intra-domainrouting and leveragesthis to de-
liver forwarding statefrom the centerto the domains
IGP routers.

In our rst “RCP-inspired’variant,adesignatedenter
nodecollectstheLSAs ooded by all nodesyeconstructs
the completenetwork map from theseLSAs, computes
forwardingtablesfor all nodesandthenusessourcerout-
ing to sendeachnodeits forwarding table® Whenthe
network topology changesthe centerreceves the new
LSA, recomputesoutesandupdatesheforwardingstate
atrelevantnodes RCP-inspirechasa perstatecomple-
ity of cs= O(d+ d?e) andcorrespondinglyaroutingop-
erationcompleity of Croye = O(d2 + d3e). This canbe
intuitively inferredby notingthataroutingentryr com-
putedat the centeris similar to thatat a nodein LS; r
is thendeliveredto anodein the network usinga source
routewith thesamecompleity asr. RCP's performance
with traditionalmetricsis summarizedn Table4.

RCP-inspiredcentralizesthe computationof routes
but paclet forwarding(i.e., the dataplane)still relieson
statedistributedacrossnodesalongthe path.Borrowving
from severalrecentrouting proposalg8, 25], our second
variant“RCP-inspiredt+ SR” usessourceroutingto for-
ward pacletsbetweenpairsof nodes Routingconstruc-
tion proceedssbeforebut now theforwardingtablesent
from the centerto a nodeA containsthe entireroute (as
opposedto just the next hop) from A to eachdestina-
tion andthis informationis usedto sourceroutepaclets
originatingat A. Thus,ratherthanrequiringO(d) rout-
ing entries(one at eachnodealongthe path)for paclet
forwarding, our secondvariantrequiresonly the single
source-routeentry at the sourcethus retainingthe per
statecompleity cs = O(d + d?e) but loweringthe com-
plexity of ¢roue to thatof asingleroutingentryandhence
Croue = O(d+ dze)-

Compactrouting Compactouting[2,3,10,36] hassig-
ni cantly improvedscalability(i.e., smallroutingtables)
relative to deployed solutionsbut has seenlittle real-
world adoption.Here, we analyzethe compleity of a
state-of-the-amame-independehtroutingalgorithmby
Abrahamet al. (AG+_compact ) [2]. AG+ _coH1pact

guaranteesptimally small routing tablesof O(" n) en-
tries,worst-casestretchlessthan3.0for arbitrarytopolo-
giesand 1.0for Internettopologieq23] andhence-as



Algorithm Us cY cl Cs Croue

DV o(d) O(d?) O(de) O(d?+ de) O(d3+ d2e)

LS od  o(d) o(d2e) o(d+ d%e) o(d?+ d3e)
RCP-inspired od o) o(d+ d2¢) O(d+ dZe) o(d?+ d3e)
RCP-inspired SR~ O(d)  O(d) o(d+d%) O(d+ d%e) o(d+ d%e)
Compact o(d" n) O(nd?) o(nd?) o(nd?) o(nd?)
HierarchicalLS O(log®) O(log}) O(elog?)  O(log+ elog?)  O(log? ! + elog® R
IntradomainROFL  O(d?) O(d?logn) O(d3elogn) O((d?+ d3e)logn) O((d?+ d3e)log?n)

Table 3: Complity analysisfor routing solutionswith the breakdavn of the nal perstatecompleity cs into its constituentcomponentsus, the
compleity contributedby valuedependenciegy ) andthe compleity contritutedby transporidependencie&!).

Algorithm State Message Convergencetime  Complexity

DV o(n) o(n?) o(d) o(d3+ d2e)

LS o(n) o(n?) o(d) O(d?+ d3e)
RCP-inspired O(n), centerO(nf)  O(n?) o(d) O(d?+ d3)
RCP-inspired SR O(B), centerO(nf) O(né) O(d) O(d+ d?e)
Compact o( n) o(n" n) O(d) O(nd?)
HierarchicalLS O(§ + K) O((?+ k% O(log}) O(log? § + elog® )
IntradomainROFL  O(logn) O(nlog?n)  O(dlog?n) O((d?+ d3e) log?n)

Table 4: Evaluationof routingsolutionsusingdifferentmetrics

per standardneasures- AG+ _compact would appear
to beanattractie optionfor IP routing.

Briey, AG+_compact operatesasfollows: a node
A's vicinity ball (denotedVB(A)) is de ned as the k
nodesclosestto A. Node A maintainsrouting statefor
every nodein its own vicinity ball as well as for ev-
ery nodeB suchthatA 2 VB(B). A distributedcoloring
schemeassignsevery nodeone of ¢ colors. One color,
sayred, senes as the global backboneand every node
in the network maintainsrouting statefor all red nodes.
Finally, a nodemustknow how to routeto every other
node of the same%)lor asitself. For ndmdes,vicinity
ballsof sizek= O(" nlogn) andc= O(" n) colors,one
canshav thatanodes vicinity ball containsevery color.
With this construction,a nodecan alwaysforward to a
destinationthatis eitherin its own vicinity, is red, or is
of the samecolor asthe nodeitself. If noneof theseis
true,thenodeforwardsthepacletto anodein its vicinity
thatis thesamecolorasthedestinationThechallengan
AG+_compact liesin settingup routeshetweemodes
of the samecolor without requiringstateat intermediate
nodesof a differentcolor andyet maintainingbounded
stretchfor all paths.Loosely AG+ _compact achieves
this asfollows: saynodesA andD sharethe samecolor
andA is looking to constructaroutingentryto D. A ex-
ploresevery vicinity ball to which it belongs(VB(l), A
2 VB(l)) andthattouchesor overlapsthevicinity ball of
the destinatiorD (i.e., 9 nodeX 2 VB(l) with neighbor
Y andY 2 VB(D)). For suchC, A couldrouteto D via
C,X andY. AG+_compact considergossiblepathsfor
eachneighboringvicinity ballsVB(C) aswell asthepath
throughtherednodeclosesto D anduseshe shortesof
thesefor its routingentryto D.

AG+ _compact incursrg)(p n) pernode state, total
messageoverheadof O(n" n) and convergesin O(d)
rounds. Derived in [9], AG+_compact has perstate
compleity cs= O(nd?) andcoue = O(Nd?).

Hierar chical routing Compactroutingrepresent®ne
effort to reduceroutingtablesize. Theapproachadopted
by IP routing however hasbeento addressscalability
throughthe useof hierarcly. For example, OSPFmay
partitionnodesnto OSPFareasandborderroutersof ar

easare connectednto a backbonenetwork. Identi ers

of nodeswithin a region are assignedo be aggrejat-

able(i.e., sharingacommonpre x) sothatbordermrouters
needonly adwertisea singlepre x to represenall nodes
within theregion.

For a network partitionedinto k areas,hierarchical
routing reduceshe pernodestateto O(} + k) andtotal
messageverheadto O((§)?+ k?). The resultantcom-
plexity depend®nthenetwork topology If thediameter
of an areascalesaslog§, then,from the LS complex-
ity analysiswe know thatroutingcomplity in anarea
is ca = log? [ + elog® . The nal routingcomplexity is
2¢,, whichis asymptoticallyequivalentto thecompleity
of non-hierarchicatoutingO(log?n+ elog®n). Thus,in
this case hierarcly offersimproved scalabilityat no ad-
ditional compleity. (If the network is planﬁlr hierarcly
asabove actuallyreducesompleity by O(" n) [9].)

Intradomain ROFL Hierarchicalrouting offers im-
proved scalability at the cost of constrainingaddress
assignmen{giving rise to several well-documenteds-
sues).IntradomainROFL [6] is a scalablerouting pro-
tocol thatretainsthe ability to routeon at (asopposed
to aggr@atable)identi ers. Eachvirtual nodemaintains
its predecessoand successoand a pointer cachethat



storessourceroutesof virtual nodesextractedfrom for-

wardedpaclets. In routing a paclet, if a nodeknows a

virtual nodewhoseidenti er matcheghe label, it sends
thepacletdirectlyto thenode;otherwisejt forwardsthe

paclet to a nodewhoseidenti er is closestto the label

usinga sourceroute.Eachnodecomputessourceroutes
of its neighborsfrom a network topology map obtained
from LSAs. To simplify ouranalysisandcomparisonye

assumehatthe pointercacheof a nodecontains ngers

asin Chord[35] to guarante®(logn) hopsin the at la-

bel spaceandeachnodehostsa singlevirtual noderep-

resentingtself.

In intradomainROFL, a node maintainsrouting en-
tries, eachof which is (id;s;r) whereid is a particular
identi er, sis the successoof id andr is a sourceroute
tothenodehostings. Likein LS, ¢, = O(d?+ d3e). Find-
ing s usinga lookup operationtakes O(logn) hopsthus
yieldingacompleity of cs= O(logn(d?+ d3e)). A rout-
ing operationinvolveslogn suchentries,henceresults
in acompleity of cioue = O(log?n(d2 + d3e)). In other
metrics,intradomainROFL requiresO(logn) stateper
node,incursatotal messageostof O(nlog?n), andhas
corvergencetime O(dlog?n).

5.1.1 Discussion

Tables3 and 4 summarizeour resultswhich we now
brie y examine.In draving comparisonswe generally
assumehatthenetwork diameterd is O(logn) ande 0.
Complexity vs.traditional metrics Our rst obsena-
tion is thatnoneof thetraditionalmetricsyield the same
relative ranking of solutionsas our complity metric,
con rming that compl«ity (asde ned here)is not the
sameas scalability or ef ciency. Moreover, the ranking
dueto our complity metricis in fair agreementvith
thatsuggestedtby real-world adoptionandour suney re-
sults.For example,DV, LS andhierarchicalrouting are
simpler than either AG+ _compact 's compactrouting
algorithm or intradomainROFL; centralizedrouting is
simplerthanDV, compactoutingor intradomainROFL.
Our compleity measurds also more discriminating
than the other metrics. For example,DV, LS and both
variantsof centralizedrouting fare equally in terms of
total state messagesr corvergencetime while our met-
ric ranksthemasDV > LS = RCP-inspired> RCP-
inspired+ SR. Corvergencetime in particularappears
too coarse-grained for routing protocolsit mostly re-
ects thescopeto which statepropa@tesandhencemost
solutionshave the samevalue.ln somesensehowever,
this greatediscriminatve power is to be expectedasour
metricis somavhatmorecomplicatedn thesensef tak-
ing moredetailinto account.
Deconstructingcomplexity A routingentry at a node
A for destinationB dependfundamentallyon the link
connectvity informationfrom thed nodesalongthepath

to B. In DV, thecomputatiormappingthesed link states
into a singlerouting entry is distributed — occurringin
stagesatthemultiplenodesenrouteto A. LS by contrast,
localizesthis computatiorin thatthed piecesof stateare
transferredunchangedo node A which then computes
theroutelocally. RCPnotonly localizes but centalizes
this computation.

Our metricranksdistributednetwork computationgs
morecomple thanlocalizedonesandhenceDV asmore
complexthanLS. Ourmetricranksthecompleity of LS
asequalto that of the rst centralizedvariantimplying
that a localizedapproach(i.e., “ ood everywherethen
computelocally”) is similar in compleity to a central-
izedone(i.e., “ood to acentralpoint, computelocally,
then ood from centralpoint”). This appeargusti ed as
bothapproacheareultimatelysimilarin thenumberand
mannerin which they accumulatedependenciedihile
thecentralsenercanensureanupdates consistenthyap-
pliedin computingroutesfor all nodesit is still left with
the problemof consistentlypropagting thoseroutesto
all nodes.LS mustdeal with the former issuebut not
the latter and is thus merely making the inversetrade-
off. These“simpler” approacheshat localize or cen-
tralize computationsnightleadto greatermessageosts
or reducedrobustnessand this tradeof could be made
apparenby simultaneouslgonsideringscalability com-
plexity androbustnessnetrics.

Introducingthe useof sourcerouting causesan O(d)
reductionin the compl«ity of the rst RCP-inspired
variant. Note too that introducingsourceroutingto LS
wouldresultin asimilarreduction.In somesensesource
routing localizesdecisionmaking for the data planein
muchthe sameway asLS and RCP do for the control
planeandhencethe reducedcompleity pointsaggain to
the bene t of localizedvs. distributed decisionmaking.
Finally, we notethat,assuminge! 0, the combination
of LS/RCP-inspirecand sourcerouting hasO(d) com-
plexity which we conjecturemight be optimal for di-
rectedroutingover anarbitrarytopology

In termsof navigating simplicity and scalability we
note that — unlike compactrouting and intradomain
ROFL —introducinghierarcly improvesscalabilitywith-
outincreasingcomplexity.

Fromouranalysisve nd thatthecompleity of com-
pactroutingis in largepartbecausef themultiple passes
neededto con gure routing tables— a node must rst
build its vicinity ball (VB), thenhearfrom nodeswhose
VBs it belongsto and nally exploretheintersectionof
“adjoining” VBs. We found a similar sourceof com-
plexity in our analysisof sensornetouting algorithms
(presentedn [9]) thatuseaninitial con guration phase
to electlandmarknodesand then proceedto construct
“virtual” coordinatesystemsasedon distancego these
landmarkgq33]. Suchsystemsbuild up layersof depen-



Algorithm State Message Complexity
ROWAA(read) O(1) O(1) o(1)
ROWAA(write) O(1) O(n) o)
Quorum(read) O(1) O(k) o(k)
Quorum(write) O(1)  O(K) o(k?)
2PC o(1) O(n) o(n?)
Paxos O(1) O(n) o(k3)
Multicast o(n)  O(n) O(log®n)
Gossip O(n) O(nlogn) O(logn)
TTL-based 1 1 e
Invalidation 1 1 2

Table 5: Evaluationof classicaldistributed systemalgorithmsusing
differentmetrics.

dencies|eadingto highercompleity.

Work oncompactoutingis typically castasexploring
the tradeof betweenref ciency (pathstretch)andscala-
bility (tablesize).Throwing compleity into thering en-
ablesdiscussingradeofs betweensimplicity, ef ciency
andscalability For example,muchof the compleity of
AG+_compact stemsfrom theadditionalmechanisms
neededo boundtheworst-casestretchwhenrouting be-
tweennodedn adjoiningvicinities (see[9]). Wereweto
insteadreusethe samemechanisnfor nodesthatarein
adjoiningvicinity ballsasfor thosein distantvicinities,
thiﬁwould reducethe compl«ity of AGF_compact to
O(" nd?) but wealentheworst-casestretchbound.

In summary we shav that our complity metric
candiscriminateacrossa rangeof routing architectures,
rankssolutionsin a mannerthatis congruentith com-
mondesignintuition andcanpointto alternate'simpler”
designoptionsandtradeofs.

5.2 ClassicalDistrib uted Systems

In this section, we analyzethe complity of well-
known classical distributed system algorithms: (1)
sharedread/writevariables,(2) coordination/consensus,
(3) updatepropagtion, and (4) cacheconsisteng. For
each,we considertwo solutions;onethatoffersinferior
performance/correctnegsiaranteeselative to the other
but is typically viewed asbeingsimpler The algorithms
we analyzeoperateunderbenignfault assumptionsnd
we assumeransportstateshave complity 1. We de-
noteby n the numberof senersanddenoteby k (> %)
thequorumsize.Theresultsaresummarizedn Tableb.

5.2.1 ShaedRead/Writevariable

For availability or performanceapplicationsfrequently
replicatethe samedataon multiple seners. The repli-
cated data can be viewed as a shared, replicated
read/writevariableprovidedby asetof senersthatallow
multiple clientsto readfrom, andwrite to, the variable.
We comparea best-efort read-one/write-allailable(in

short, ROWAA) thatfavors availability over consisteng
and quorum systems[28] usedin cluster le systems
suchasGPFS[1]. Our analysisassumes client knows
thesetof senersthatparticipatein thealgorithm.
ROWAA In ROWAA, aclientissuesa readrequesto
ary one of the replicas,but writes datato all available
replicasin abest-efort mannerA replicathatis unavail-
able at the time of the write is not updatedand hence
ROWAA canleadto inconsisteng acrosgeplicas.

When a client readsa variable from a sener, this

fetchedvalue(denotedy r) depend®nly onthecurrent
valueatthatsener. Thereforec) = 1. Readingnvolves
a requestfrom the client to a sener and the response
from the sener; hencec! = 2. When a client writes a
value to all available seners, it receves ary acknavl-
edgment$rom thesenersin abest-efort mannerhence
cw= 0O(1).
Quorum Quorumsystemsllow clientsto toleratesome
numberof senerfaultswhile maintainingconsisteng al-
thoughwith lowerreadperformanceTo obtainthis prop-
erty, theclientreadsrom andwritesto multiple replicas,
and the quorum protocol requiresthat thereis at least
onecorrectreplicathatintersectsa write quorumanda
readquorumtherebyensuringthatthe latestwrite is not
missedby ary client. For this purposegachvaluestored
is taggedwith atimestamp.

To reada variablein a quorumsystema client sends
requestgo k senersandrecevesk (value,timestamp)
pairsfrom a quorum.It chooseghe valuewith the high-
esttimestamp Sincereadinga valuedependsn both k
valuesandk timestampsgY = 2k. Sincetherearek re-
questaandk responses;’ = 2k.

A write operationrequirestwo phases.n the rst
phasea client sendsa requestio readthe timestampto
eachof thek seners.Whenit recevestimestampgrom
k seners, it chooseghe value with the highesttimes-
tamp thigh and computesa new timestampt,ey greater
thantyign. they depend®nk timestampstoredat seners
andthesetimestampsrefetchedvia k requestandk re-
sponsesThereforecy = kandc] = 2k.

In the secondphase the client sendswrite requests
(value,thay) to k senersandrecevesacknavledgments
from k seners. When a sener receves this request,it
updatests local states which dependn the valueand
tnew, andhencecY = k+ 1 andc! = 2k+ 1. The client
nishes the secondphasewhenit receves k acknavl-
edgmentdrom distinctseners.Thereforecy = k(k+ 1),
¢} = k(2k+ 1) andhenceoverall compleity ¢ is O(k?).
Observations Our compleity-basedevaluationis in
agreementvith intuition and our surney. ROWAA has
lower compleity but doesnot provide consisteng; quo-
rums have higher compleity but ensureconsisteny.
Thissuggestshatguaranteeingtrongeipropertieghere,
consistenyg) mayrequiremorecomplec algorithms.



5.2.2 Coodination

Two-phasecommit (in short,2PC)[14] and Paxos[26]
coordinatea setof senersto implementaconsensuser
vice. Both protocolsoperatan two phasesandrequirea
coordinatorthat proposes valueanda setof acceptors,
which are seners that acceptcoordinatedresults.2PC
is commonlyusedin distributed databaseand Paxosis
usedfor replicatedstatemachines2PC requiresthat a
coordinatorcommunicatewith n seners; on the other
hand,Paxosrequireshata coordinatofnamedasa pro-
poserin Paxos)communicatevith k seners,i.e., aquo-
rumof seners(hamedasacceptorsn Paxos).Therefore,
2PC cannottoleratea single sener fault, but Paxoscan
toleraten k senerfaults.

2PC In the rst phaseof 2PC,a coordinatommulticasts
to R (a setof acceptorsh hprepare; Ti messagevhere
T is atransactionWhenan acceptorreceivesthe mes-
sage,jt makesa local decisionon whetherto acceptthe
transactionIf the decisionis to acceptT, the acceptor
sendsa hready; Ti messagéo the coordinator Other

wise, it sendsamo; Ti messagéeo the coordinator The
coordinatorcollectsresponsefrom acceptorsSincethe
acceptors decisiondepend®n its local stateandT sent
by the coordinatoy the value dependeng of the collec-
tion at the endof the rst phaseis c‘l/ =n(l+ 1) = 2n

Sincetherearen requestsentandn responseseceved,

the transportdependeng of the collectionat the end of

the rst phasesc] = n(1+ 1) = 2n.

In the second phase,if the coordinator receves
hready; Ti from all acceptors,it multicaststo R a
hcommi; Ti messageOtherwise,it multicaststo R an
habort; Ti messageWhenanacceptorecevesarequest
for commitor abort,it executegherequestindsendsan
hadk; Ti backto the coordinator Whenthe coordinator
receves acknavledgmentsrom all acceptorsijt knows
that the transactionis completed Let ¢y andc) be the
valuedependengandtransportdependencat the com-
pletionof thesecondohaserespectiely. Sincethe coor
dinatorcollectsn acknavledgmentsgy = n(cY) = 2n?.
Whenan acceptorrecevesa commit or abortmessage,
thetranspordependencof themessagés c] + 1. Since
n acknavledgmentsarerequiredatthe coordinato,rc} =
n(cl + 1) = 2n?+ n. Hence2PChasanoverall comple-
ity of O(n?).

Paxos In Paxos,eachacceptomaintainstwo important
variables:sy, that denotesthe highestproposalnumber
the acceptompromisedto acceptandv, that denotesan
acceptedrialue.A proposemulticastgdo Rahprepare; si
messag&heresis aproposahumberWhenanacceptor
recevesthis messageit compares with sp. If s> sq,,
theacceptorsetssy to s andreturnsa hpromises; s; Vai
messagewvhere s, is the proposalnumberfor the ac-
ceptedvaluev,. Otherwisejt returnsanherrori message.

When the proposerreceves hpromises; sy; Vai mes-
sagesfrom k distinct acceptorsjt choosesv, with the
highests, amongk messaged.et v ands; be the cho-
senvalueandproposalnumber respectiely. If v, is not
null, v¢ is setto v,; otherwisey, is setto adefaultvalue.

The proposerthen multicaststo R an haccept; sc; Vei
messagelVhenanacceptorecevestheaccepimessage,
it comparess; with its local sp. If & Sm, Sn IS setto
S, Sa IS setto s, and vy, is setto ve. It then sendsan
hack; sy; Vai messagéo the coordinatorOtherwiseijt re-
turns an herrori messageWhen the proposerreceves
hadk; s5; vai messageBom k distinctacceptorsit knows
that the messageds acceptedby k acceptorsand com-
pletestheconsensuprocess.

Notethatv, depend®nv,'s acceptedy acceptorsn
the secondphase.To accountfor this dependeng we
usetwo passeso computeoverallcomplexity. In the rst
passwe computethe dependeng of v, without consid-
eringthedependengin the secondphaseln thesecond
passwe usethe dependeng of v computedn the rst
pasgo computehedependengin the rst phaseandthe
total dependengcof thealgorithm.

In the rst pass,c},’C = k(2+ 1) = 3k sincev; depends

onk sy'sandvy's,eachof whichdependenssentby the
proposerAlso, ¢y, = c},’c+ 1= 3k+ 1sincev, dependsn
Ve andadefaultvalue.c}a = k(1+ 1)+ 1sincek prepare
messages promisemessagesgndoneacceptmessage
arerequired.In the secondpass.cy, = k(cy, + 2) + 1=
k(3k+ 3)+ 1andthe nal ¢V = k(cy + 1) = 3k3+ 3k?+
2k, andcy, = k(cy, + 1) = k(2k+ 2) andthe nal ¢ =
k(cl, + 2) = 2k3+ 2k?+ 2k. HencePaxoshasanoverall
compleity of O(k3).
Obsewations Our complity-basedevaluationis in
agreementvith generalintuition and our suney. Both
2PCandPaxosuseO(n) messagesnaintainO(1) state
per node,and have the sameoperationtime. However,
Paxos is more complex than 2PC becauseof inter
dependencigsetweerphasesAt thesameime, it is this
additionaldependeng that enablesPaxosto tolerateup
ton kfaultswhile 2PCbecomesinavailablewith even
a single fault. Our resultsafrm onceagain that guar
anteeingstrongerproperties(here,fault-toleranceynay
requiremorecomple systemalgorithms.

5.2.3 UpdatePropagation

Update propagtion algorithms disseminatean update
from apublisherto all nodege.g.,publish-subscribeys-

tems).We examine multicast(e.g., ESM [20]) usinga

constructedreeandGossip[11] thatexchangesipdates
with randomnodesTo easecomparisonyweassumeach
nodein the systemknows k randomnodesin the system
from amembershiservice.



Multicast In multicast,nodesrun DV over a k-degree
meshto build a persourcetree over which messages
aredisseminatedHenceforwarding statehascomplex-
ity cs= O(log?n+ elogn). A valuereceived ata node
dependsnly on the value publishedby the sourceand
hencec” = 1. Onthe otherhand,if we assumehetree
is balanced¢” = O(cslogn) andhencethe overall com-
plexity of multicastis O(log®n).

Gossip In Gossip,whena noderecevesa messageit
choosea randomnodeandforwardsthe messagéo the
selectedhode. This processcontinuesuntil all nodesin
the systemreceve the nev update Hencec” = 1 asbe-
fore. Eachtransportdepend®n a singlehop from a for-
wardingnodeto arandomlychosemode,andin average
logn suchhopsare required.Hencec™ = O(logn) and
the overall compleity of Gossipis O(logn).
Observations Our metricranksmulticastasmorecom-
plex than Gossipwhich matchesour surney. However,
multicastoffersadeterministicguarante®f O(logn) de-
liverytime anddoessousinganoptimal O(n) numberof
messagesOnceagain, our resultscorvey thatef ciency
neednotbe congruentith compleity.

5.2.4 CadeConsistency

When mutable data are replicated across multiple
seners, a cacheconsistenyg algorithm provides consis-
teng/ acrossreplicas.We compareT TL-basedcaching
to invalidation-base@pproaches.

TTL-based caching In TTL-basedcaching,a cache
sener that receives a request rst checkswhetherthe
requestedataitem is locally available.If so,it senes
theclient'srequestirectly. Otherwisejt fetchegheitem

from the correspondingrigin sener andstoresthe data
itemfor its associatedime-to-live (TTL). After the TTL

expires,theitem is evicted from the cache.Oncea data
item is cached,it doesnot dependon the item value
storedat the origin sener andhencea cacheddataitem

hasc= e.

Invalidation With approachebasedninvalidation,the
origin sener trackswhich cacheshave copiesof each
dataitem. Whena dataitem changesthe origin sener
sendsaninvalidationto all cachestoringthatitem. Since
a cachedtem dependsn the mastercopy of the origin

sener,c¥ = 1,c" = 1,andc= 2.

Observations TTL-basedcachingis a soft-statetech-
nigue while invalidations are a hard-statetechnique.
Soft-stateis typically viewed assimplerthanhard-state
becaus®f thelack of explicit stateset-upandteardown
mechanismgndour metricsupportghis valuation.

5.3 Other systems

Resourcediscovery is a fundamentalproblemin net-
worked systemsawvhereinformationis distributedacross

nodesin the network. We subjecteda numberof well-
known approachego this problemto our complexity
basedanalysis.Due to spaceconstraintshbecausghese
solutionsarewell known in the communityandour re-
sultsare(we hope)fairly intuitive, we only presenthe -
nalranksof ouranalysiscentralizedlirectory(e.g., Nap-
ster) < (DNS, ooding-based(e.g., Gnutella))< DHT.
The derivation of the compleities anddiscussiorof the
resultsaredescribedn [9].

Wealsoanalyzedsereralwirelessroutingsolutionsin-
cluding GPSR[21] (a scalablegeo routing algorithm),
noGeo [33] (a scalable,but more complex solution
that constructs“virtual” geographiccoordinates)and
AODV [31] (a less scalablebut widely deployed ap-
proach).At a high level, our results(describedn [9])
re ect asimilarintuition asouranalysifrom Sections.1
andhencewe do notdiscusghemhere.

6 Discussion

De ning a metricinvolveswalking the line betweerthe

discriminatingpowerof themetric(i.e., thelevel of detail

in systembehaior thatit can differentiateacross)and

the simplicity of the metricitself. Our prototypemetric

represents particularpointin thattradeof. We discuss
someof theimplicationsof this choicein this section.

6.1 Limitations and possiblere nements

Weighting value vs.transport dependenciesOur met-
ric assignsequalimportanceto value andtransportde-
pendenciesHowever, dependingon the systemenviron-
ment,this maynot bethebestchoiceanda moregeneral
form of thecompleity equationrmight beto assign:

Cs x= Wyls x+ W Q maxcy;e)+ c
¥2Ts x

For example, a systemwherein the transportstateis
known to be very stablewhile the datavalue of inputs
changefrequentlymightchoosew,  w, thusfavoring
systemdesignghatincur simplervaluedependencies.
Weighting dependencies Our metric treatsall input
or transportstatesasequallyimportant. However, some-
time certaininput or transportstatesaremoreimportant
(for correctnessohustnessetc) thanothers.For exam-
ple, DHTs maintainmultiple routing entriesbut only the
immediate“successor’entry ensuresrouting progress
henceone might emphasizehe compleity dueto suc-
cessoarAgain, thismightbeachiezedby weightingstates
basedn system-speci cknowledgeof theirimportance.
Correlated inputs Our metric treatsall inputs asin-
dependentvhich might resultin over-countingdepen-
denciesfrom correlatedinputs. This could be avoided
by maintainingthe setidentifying the actualdependen-
ciesassociatedvith eachpieceof stateratherthanjust



counttheir numberalthoughthis requiressigni cantly
more ne-grainedtrackingof dependencies.

Capturing dependenciesn time In ourcounting-based
approactwe only considetheinputsandtransporstates
by which statewasultimately derived without worrying
aboutthe precisetemporalsequencef eventsthatled to
the eventualvalue of state.While a time-basedhnalysis
might enablea more ne-grainedview of dependencies
this would alsoseemmore complicatedsinceit requires
incorporatinga temporalmodelthat captureghe evolu-
tion of stateovertime.

6.2 Scope

Scalability vs. Complexity As seenin the previous
sectionspur compleity metriccomplementsraditional
scalabilitymetrics.As an exampleof their complemen-
tary nature:our metricwould not penalizesystemA that
hasthe sameperstateor peroperationcompl«ity as
systemB but constructsnorestatein total thanB.
Correctnessvs. Complexity Our metric doeslittle to
validatetheassumptiong;orrectnessr quality of asolu-
tion. For example,our metricmightcapturehecomple-
ity of route constructionbut sayslittle aboutthe qual-
ity or availability of thesource-to-destinatiopath.Lik e-
wise, our metricis obliviousto undesirableassumptions
that might underlie a design.For example, our metric
rankshierarchicalrouting favorably and cannotcapture
thelossin e xibility dueto its requiremenbf aggreyat-
ableaddressegsection5.1). Similarly, our metric ranks
traditionalgeorouting assimple despiteits problematic
assumptiorof “uniform disc” connectvity [9].
Robustnessvs.Complexity Perhapdessobviousis the
relationshipbetweenour compleity metric androbust-
nessln somesensepur metricdoesrelateto robustness
sincea morecomple scafolding of dependenciedoes
imply greateropportunitiedor failure.However, this re-
lationis indirectanddoesnot alwaystranslateo robust-
ness.For example,considera systemwhere stateat n
nodesis derived from stateat a centralsener. Our com-
plexity metric would assigna low compleity to sucha
system,while, in termsof robustnesssucha systemis
vulnerableto thefailure of the centralsener.

However, we conjecturethat our dependengcentric
viewpoint might alsoapplyto measuringobustnessand
this is somethingwe intendto explore in future work.
In particular therearetwo aspectgo dependenciethat
appearimportantto robustnessThe rst is the vulnesa-
bility of the systemwhich couldbe capturedy counting
the“reverse”dependenciesf a states asthe numberof
outputstateshatderive froms. The secondaspecis the
extentto which a pieceof stateis affectedby its various
dependencieandthis is a function of both the impor-
tanceof thatdependeng(e.g., theaddres®f asenervs.

estimatedateng to the sener asa hint for betterper
formance)and the dggreeto which redundang malkes
thedependenglesscritical (i.e., deriving a pieceof state
from ary k of minputswith k  mis likely morerobust
thatonederivedfrom k speci ¢ inputs).Theformercon-
sideration(importanceranbecapturedy weightingde-
pendenciessproposedabore. A fairly straightforvard
extensionto capturethe effect of redundang would be
to furtherweightcompleity by thefractionof statese-
quired;i.e.,, a weightedmetric rs of states de ned as:
r's = +Cs wherer andm are the requiredand available
numberof inputs,respectiely.

7 RelatedWork

Thereis muchwork — particularlyin softwareengineer
ing — on measuringthe compleity of a software pro-
gram For example, Halsteads measureq18] capture
programmingeffort derived from a programs source
code.Cyclomaticcompleity [30], simply put, measures
the numberof decisionstatementsian in-fan out com-
plexity [19] is a metric that measuregouplingbetween
program componentsas the length of code times the
squareof fan in times fan out. Kolmogoror complex-
ity is measuredasthe length of the programs shortest
descriptionin a descriptionlanguage(e.g., Turing ma-
chine). Thesemetricswork at thelevel of systemimple-
mentationratherthandesign focuson a standalongoro-
gramanddo notconsidetthedistributeddependenciesf
componentshatarenetworked.We believe thelatterare
key to capturingcompleity in networked systemsand
bothviewpointsarevaluable.

Similarly, thereis muchwork onimprovedapproaches
to systemspeci cation with recentefforts that focus
on network contets [22]. Metrics are complementary
to systemspeci cationandcleanerspeci cationswould
malke it easierto apply metricsfor analysis An interest-
ing questionfor future work is whetherthe computation
of network complity (aswe de ne it here)canbe de-
rived from a systemspeci cation (or even code)in an
automatednanner This appearson-trivial asthe accu-
mulationof distributeddependencieis typically not ob-
viousatthe programor speci cationlevel.

While we derive our dependengbasedmetricfrom a
systemdesign therehave beenmary recentefforts atin-
ferring dependenciegr causalitygraphsfrom arunning
systentor usein network managementroubleshooting,
andperformanceletugging[4,12,16].

Finally, this paperbuilds onanearlierpaperthatartic-
ulatedthe needfor improved compleity metrics[34].

8 Conclusions

This papertakesa rst steptowardsquantifyingthein-
tuition for designsimplicity that often guideschoices



for practicalsystemsWe presenteda metric that mea-
suresthe impact of the ensembleof distributed depen-
denciesfor an individual pieceof stateand apply this

metricto the evaluationof severalnetworked systemde-
signs. While our metricis but a rst step,we believe

the eventualability to more rigorously quantify design
compleity would sene notonly to improve our own de-
sign methodologiesdut alsoto betterarticulateour de-
sign aesthetido the mary communitiesthat designfor

real-world networked contets (e.g., algorithms,formal

distributedsystemsgraphtheory).
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Notes

1We thankPaul FrancisandRobertKleinberg for discussioronthis.

2 We include this since the time compleity of distributed algo-
rithmsis commonlyusedin thetheorycommunity[24,27]. Time com-
plexity is the maximumnumberof messages&hangeroundsneeded
to completethe requiredcomputation.

3This canbeinferredby noting thatrouteconstructioris similar to
the canonical'minputsin series”scenaridrom the previoussection.

4 This is quickly inferredby noting the similarity to the “m inputs
in parallel” scenariowith m= d inputsrelayedalonga path of O(d)
hopsandtransporistateof compl«ity e ateachhop.

5This useof sourcerouting is the key differencerelative to RCP
which usesthe underlyingintra-domairnroutesfor the samepurpose.

6We do not considemame-dependeratigorithms[10, 29] asthese
requireanadditionalnametranslatiorservicefor IP routing.



