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ABSTRACT

Distributed Hash Tables are scalable, robust, and
self-organizing peer-to-peer systemsthat support
exact match lookups. This paper describesthe de-
sign and implementation of a Pre x Hash Tree -
a distributed data structure that enablesmore so-
phisticated queriesover a DHT. The Pre x Hash
Tree usesthe lookup interface of a DHT to con-
struct a trie-based structure that is both e cient
(updates are doubly logarithmic in the size of the
domain being indexed), and resiliert (the failure
of any given node in the Pre x Hash Tree does
not a ect the availability of data stored at other
nodes).

Categoriesand Subject Descriptors

C.2.4[Comp. Comm unication Net works]: Dis-
tributed Systems| distributed applications; E.1 [Data
Structures [: distributed data structures; H.3.1[Info-

rmation Storage and Retriev al]: Content Anal-
ysis and Indexing| indexing methals

General Terms
Algorithms, Design, Performance

Keywords
distributed hashtables, data structures, rangequeries

1. INTRODUCTION

The explosive growth but primitiv e designof peer-
to-peer le-sharing applications such as Gnutella
[7]and KaZaa [29]inspired the researtt community
to invent Distributed Hash Tables (DHTSs) [31, 24,
14,26, 22, 23]. Using a structured overlay network,
DHTs map a given key to the node in the network
holding the object assaiated with that key; this
lookup operation lookup(key) canbeusedto sup-
port the canonical put(key,value) and get(key)
hash table operations. The broad applicability of
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this lookup interface has allowed a wide variety of
systemto be built ontop DHTSs, including le sys-
tems [9, 27], indirection services[30], evert noti -

cation [6], content distribution networks [10] and
many others.

DHTs were designedin the Internet style: scala-
bility and easeof deployment triumph over strict
semartics. In particular, DHTs are self-organizing,
requiring no certralized authority or manual con-
guration. They are robust against node failures
and easily accommalate new nodes. Most impor-
tantly, they are scalablein the sensethat both la-
tency (in terms of the number of hops per lookup)
and the local state required typically grow loga-
rithmically in the number of nodes; this is crucial
since many of the ervisioned scenariosfor DHTs
involve extremely large systems(such as P2P mu-
sic le sharing). Howewer, DHTSs, like the Internet,
deliver "b est-e ort" semarics; put's and get's are
likely to succeedbut the systemprovides no guar-
antees. As obsened by others [36, 5], this con ict

between scalability and strict semarics appears
to be inevitable and, for many large-scalelnter-
net systems,the former is deemedmore important
than the latter.

While DHTs have enjoyed somesuccessasa build-
ing block for Internet-scale applications, they are
seriouslyde cient in oneregard: they only directly
support exactmatch queries. Keyword queriescan
be derived from these exact match queriesin a
straightforward but ine cien t manner; see[25, 20]
for applications of this to DHTs. Equality joins
can also be supported within a DHT framework;
see[15]. Howewer, range queries asking for all ob-
jectswith valuesin acertain range, are particularly
dicult to implement in DHTs. This is because
DHTs usehashingto distribute keysuniformly and
socan't rely on any structural properties of the key
space,such as an ordering among keys.

Rangequeriesarise quite naturally in a number of



Leaf nodes Keys

000* 000001
000100
000100
00100* 001001
001010* 001010
001010
001010
001011* 001011
001011
0011*
01* 010000
010101
10* 100010
101011
101111
110* 110000
110010
110011
110110
111* 111000
111010

Figure 1: Prex Hash Tree

potential application domains:

DatabasesPeer-to-peer databases[15] needto sup-
port SQL-type relational queriesin a distributed
fashion. Range predicatesare a key componert in
SQL.

Distributed computing Resourcediscovery requires
locating resourceswithin certain size rangesin a
decertralized manner.

Location-aware computing Many applications want
to locate nearby resources(computing, human or
commercial) based on a user's current location,
which is essetially a 2-dimensional range query
basedon geographiccoordinates.

Scienti ¢ computing Parallel N-body computations
[34] require 3-dimensional range queries for accu-
rate approximations.

In this paper, we addressthe problem of e cien tly
supporting 1-dimensionalrangequeriesover a DHT.
Our main cortribution is a novel trie-based dis-

tributed data structure calledPre x HashTree (hence-
forth abbreviatedasPHT) that supports suc queries.

As a corollary, the PHT can also support heap
qgueries(\what isthe maximum/minim um ?"), prox-
imity queries (\what is the nearestelemen to X
?"), and, in a limited way, multi-dimensional ana-
loguesof the above, thereby greatly expanding the
guerying facilities of DHTs. PHT is ecient, in
that updates are doubly logarithmic in the size
of the domain being indexed. Moreover, PHT is
self-organizingand load-balanced. PHT alsotoler-
ates failures well; while it cannot by itself protect

against data losswhen nodesgo down?, the failure
of any given node in the Pre x Hash Tree doesnot
a ect the availability of data stored at other nodes.

But perhapsthe most crucial property of PHT is
that it is built ertirely on top of the lookup inter-
face,andthuscanrun over any DHT. That is, PHT
usesonly the lookup(key) operation common to
all DHTs and does not, asin SkipGraph [1] and
other such approadies, assumeknowledge of nor
require changesto the DHT topology or routing
behavior. While designsthat rely on suc lower-
layer knowledgeand modi cations are appropriate
for contexts where the DHT is expresslydeployed
for the purp oseof supporting range queries,we ad-
dressthe casewhere one must use a pre-existing
DHT. This is particularly important if one wants
to make use of publicly available DHT services,
such as OpenHash[18].

The remainder of the paper is organized as fol-
lows. Section 2 describes the design of the PHT
data structure. Section3 preserts the results of an
experimental evaluation. Section4 surveysrelated
work and section 5 concludes.

2. DATA STRUCTURE
This sectiondescribesthe PHT data structure, along
with related algorithms.

2.1 PHT Description
For the sake of simplicity, it is assumedhat the do-

main being indexed is f0,1g°, i.e., binary strings

1But PHT can take advantage of any replication or other
data-preserving technique employed by a DHT.



of length D, although the discussionextends nat-
urally to other domains. Therefore, the data set
indexed by the PHT consistsof somenumber N of
D-bit binary keys.

In essencethe PHT data structure is a binary trie
built over the data set. Each node of the trie is
labeled with a pre x that is de ned recursively:
given a node with label [, its left and right child
nodesare labeled [0 and /1 respectively. The root
is labeled with the attribute being indexed, and
downstream nodesare labeled as above.

The following properties are invariant in a PHT.

1. (Universal pre x ) Each node has either 0 or 2
children.

2. (Key storage) A key K is stored at a leaf node
whoselabel is a pre x of K.

3. (Split) Each leaf node storesatmost B keys.

4. (Merge) Each internal node corntains atleast
(B + 1) keysin its sub-tree.

5. (Threadal leaveg Each leaf node maintains a
pointer to the leaf nodeson its immediate left and

and immediate right respectively.?

Property 1 guarantees that the leaf nodes of the
PHT form a universal pre x set 3. Consequetly,
givenany key K 2 f0,1g°, there is exactly oneleaf
node lea f(K) whoselabel is a pre x of K. Prop-
erty 2 statesthat the key K is stored at lea f(K).
Figure 1 provides an example of a PHT contain-
ing N = 20 6-bit keyswith B = 4. The table on
the right in Figure 1 lists the 20 keys and the leaf
nodesthey are stored in.

Properties 3 and 4 govern how the PHT adapts
to the distribution of keysin the data set. Fol-
lowing the insertion of a new key, the number of
keysstoredat a leaf node may exceedthe threshold
B, causing property 3 to be violated. To restore
the invariant, the node splits into two child nodes,
and its keys are redistributed among the children
accordingto property 2. Conversely following the
deletion of an existing key, the number of keyscon-
tained in a sub-tree may fall belov (B+ 1), causing
property 4 to be violated. To restore the invari-
ant, the ertire sub-treeis mergedinto a single leaf
node, whereall the keysare aggregated.Notice the
shape of the PHT dependson the distribution of
keys; it is "deep" in regions of the domain which
are densely populated, and corversely "shallow"

2 A pointer here would be the prefixes of neighboring leaves
and, as a performance optimization, the cached IP address
of their corresponding DHT nodes.

3 A set of prefixes is a universal prefix set if and only if for
every infinite binary sequence b, there is exactly one element
in the set that is a prefix of b.

in regionsof the domain which are sparsely popu-
lated. Finally, property 5 ensuresthat the leaves
of the PHT form a doubly linked list, which en-
ablessequettial traversal of the leavesfor answer-
ing range queries.

As described this far, the PHT structure is a fairly

routine binary trie. The novelty of PHT lies in

how this logical trie is distributed amongthe peers
in the network; i.e., in how PHT vertices are as-
signedto DHT nodes. This is achieved by hashing
the pre x labelsof PHT nodesover the DHT iden-
tier space. A node with label [ is thus assigned

4 to the peerto which [ is mapped by the DHT,
i.e., the peerwhoseidenti er is closestto HASH(]).
This hash-basedassignmem implies that givenala-
bel, it is possibleto locate its corresponding PHT
nodevia asingleDHT lookup. This \direct access
property is unlike the successie link traversalsas-
soclated with typical data structures and resultsin
the PHT having se\eral desirablefeaturesthat are
discussedsubsequetly.

"

2.2 PHT Operations
This section describes algorithms for PHT opera-
tions.

2.2.1 Lookup

Given a key K, a PHT lookup operation returns
the unique leafnodelea f(K) whoselabelis a pre x
of K. Becausethere are (D + 1) distinct pre xes
of K, there are (D + 1) potential candidates; an
obvious algorithm is to perform a linear scan of
these(D + 1) nodesuntil the required leaf node is
reached. This is similar to a top-down traversal of
the trie exceptthat a DHT lookup is usedto locate
a PHT node givenits pre x label. Pseudaode for
this algorithm is given below.

Algorithm:  PHT-LOOKUP-LINEAR
input : A key K
output : leaf(K)

for 4+ 0to D do

/* P(K) denotes prefix of K of length

i*
node  DHT-LOOKUP (P (K));
if (nodeis a leaf node) then return node;

end
return failure;

How can this be improved ? Given a key K, the
above algorithm tries di erent pre x lengths until
the required leaf node is reached. Clearly, linear
seart can be replaced by binary search on pre x

4 Assignment implies that the peer maintains the state as-
sociated with the PHT node assigned to it. Henceforth, the
discussion will use PHT node to also refer to the peer as-
signed that node.



lengths. If the current pre x is an internal node
of the PHT, the seart tries longer pre xes. Al-
ternatively, if the current pre x is not an internal
node of the PHT, the seard tries shorter pre xes.
The seart terminates when the required leaf node
is reached. The decision tree to the left in Fig-
ure 1 illustrates the binary seard. For example.
considera lookup for the key 001100. The binary
seart algorithm rst tries the 3-bit pre x 001*
(internal node), then the 5-bit pre x 00110* (not
an internal node), and then nally the 4-bit pre x
0011*, which is the required leaf node. Pseudacode
for this algorithm is given below.

Algorithm:  PHT-LOOKUP-BINARY
input : A key K

output : leaf(K)

lo O

hi D;

while (lo  hi) do

mid  (lo + hi)/2;

I* Pmig (K) denotes prefix
length  mid */

node  DHT-LOOKUP (Pmid (K));
if (nodeis a leaf node) then
else
if (nodeis an internal node) then lo
mid + 1;
else hi
end
end

return failure;

of K of

return node;

mid- 1;

Binary seart reducesthe number of DHT lookups
from (D + 1) to blog(D + 1)c+ 1 logD. Never-
theless, linear seard is still signi cant for atleast
two reasons.First, obsene that the (D + 1) DHT
lookupsin linear seard can be performedin paral-
lel, asopposedto binary seard, which is inherertly
sequetial. This results in two modes of operation
viz. low-overheadlookupsusingbinary seart, and
low-latency lookups using parallel seard. Second,
binary searh may fail ,i.e., be unable to correctly
locate the leaf node, as a result of the failure of
an internal PHT node ®. On the other hand, lin-
ear seard is guaranteed to succeedas long as the
leaf node is alive, and the DHT is able to route
to it, and therefore provides a failover mechanism.
Note that both algorithms are contingent on the
fact that the DHT provides a mechanism to locate
any PHT node via a single lookup.

2.2.2 Rang Query
Giventwo keys L and H (L  H), a range query
returns all keys K contained in the PHT satisfying

5Binary search will not be able to distinguish between the
failure of an internal node and the absence of an internal
node.

Parallel

Sequential

Figure 2: Range queries

L K H. Rangequeriescan be implemened
in a PHT in sewral ways; we preser two simple
algorithms.

The rst algorithm is to locate leaf(L) using the
PHT lookup operation. Now the doubly linked list
of threaded leaves is traversed sequetially until
the node leaf(H) is reathed. All values satisying
the range query are retrieved. This algorithm is
simpleand e cien t; it initially requireslog D DHT
lookupsto locate lea f(L). It cannot avoid travers-
ing the remaining nodesto answer the query. The
disadvantage of this algorithm is that a sequetial
scanof the leaf nodesmay result in a high latency
beforethe query is completely resoled.

The secondalgorithm is to parallelize. Using the
DHT, locate the node whoselabel corresponds to
the smallestpre x rangethat completely coversthe
speci ed range. If this is an internal node, then re-
cursively forward the query onward to those chil-
dren which overlap with the speci ed range. This
processcorntinuuesuntil the leaf nodesaoverlapping
with the query are reached. If this is not an inter-
nal node, the required range query is covered by
a sindg:]]Ie leaf node, which can be located by binary
seard.

Figure 2 shows an example of range seard. Con-
sider a query for the range[001001001011].In the
sequetial algorithm, a PHT lookup is usedto lo-
cate the node cortaining the lower endpoint, i.e.,
node00100. After this atraversalof the linked list
forwards the query to the next two leaves 001010
and 001011, which resohesthe query. In the par-
allel algorithm, we rst identify the smallestpre x
range that completely covers the query, which is



0010. A single DHT lookup is usedto directly
jump to this node, after which the query is for-
warded in parallel within the sub-tree, until all
leaf nodesthat overlap with the seard range are
reached.

Note that in the parallel algorithm, it is sometimes
desirableto break the seard query into two, and
treat these sub-queriesindependerily. For exam-
ple, a very small range that cortains the midpoint
of the space, will result in  being the smallest
pre x rangeconaining it, thereby potentially over-
loading the root. To prevert this, we obsene that
every range is contained in the union of two pre-
X rangesthat are of roughly the samesizeasthe
query (within a factor of 2). By handling these
separately it is possibleto ensurea searh starts
at a level in the PHT that is appropriate for the
guery i.e. smaller queriesstart lower down in the
PHT.

2.2.3 Insert/ Delete

Insertion and deletion of a key K both require a
PHT lookup operation to rst locate the leaf node
leaf(K). Insertion of a new key can causethis
leaf node to split into two children, followed by a
redistribution of keys. In most cases,the (B + 1)
keys are distributed amongthe two children sucd
that ead of them storesatmost B. Howewer it is
possiblethat all (B + 1) keys are distributed to
the samechild, necessitatinga further split. In the
worst case,an insertion can causesplits to cascade
all the way to a depth D ©, making insertion costs
proportional to D. Similarly, in the worst case,
deletion can causean entire sub-tree of depth D
to collapseinto a single leaf node, incurring a cost
proportional to D.

It is possible to reduce update costs and avoid
problems of multi-no de coordination through stag-
gerd updates Only one split operation is allowed
per insertion, and similarly, only one merge oper-
ation is allowed per deletion. While this results in
update costsreducing to log D DHT lookups (the
cost of a PHT lookup to locate the leaf node), it
alsoallows invariants 3 and 4 to be violated. A leaf
node can now store upto (B + D) keys. This is not
likely to be a problem becausein most practical
scenarios,B >> D.

2.3 TriesversusTrees

This sectioncomparesthe merits of a trie-basedin-
dex, such asthe PHT, with balancedtree-basedin-
dices,such asthe B-tree, with particular emphasis
on implementation in a distributed setting. This
paper has described how the PHT data structure
can be built over a DHT,; it is likewiseconceiable
that a B-tree could be built over a DHT, with the

5This process must terminate because in the worst case,
all keys are identical, and it is assumed that identical keys
are distinguished by padding random bits at the end, and
appropriately increasing D.

DHT being usedto distribute B-tree nodesacross
peersin the network. While the tree-basedindices
may be better in traditional indexing applications
like databases,we argue the reverseis true for im-
plemertation over a DHT.

The primary di erence betweenthe two approaces
is asfollows: atrie partitions the space while a tree
partitions the data set In other words, a trie node
represerts a particular region of space,while a tree
node represerts a particular set of keys. Because
a trie usesspace,which is constart independert of
the actual data set, there is someimplicit knowl-

edgeabout the location of a key. For example,in

atrie, a key is always stored at a pre x of the key,

which makesit possibleto exploit the medanism
the DHT provides to locate a node via a single
DHT lookup. In a tree, this knowledgeis lacking,

and it not possibleto locate a key without a top-

down traversal from the root. Therefore, a tree
index cannot use the random accessproperty of
the DHT in the samemanner. This translates into

sewral key advantagesin favor of the PHT when
comparedto a balancedtree index.

2.3.1 Efciency

A balancedtree hasa height of log IV, and therefore
a key lookup requireslog N DHT lookups. In addi-
tion, updates may require the tree to re-balanced.
The binary seart lookup algorithm in the caseof
the PHT requiresonly log D DHT operations, and
updateshave the samecostaswell. Comparing the
cost of lookups in the caseof an index consisting
of a million 32-bit keys, a tree index would require
20 DHT lookups as comparedto 6 for the PHT to
retrieve a key. Of course,multiw ay indexing could
be usedto reducethe height of the tree, but this
would also leave the tree more vulnerable to faults
in the indexing structure.

2.3.2 LoadBalancing

As mertioned before, every lookup in a tree must
goesthrough the root, creating a potential bottle-
ned. In the caseof a trie, binary seart allows the

load to bespreadover 2% nodes(assuminguniform
lookups), thus eliminating any bottleneck.

2.3.3 Fault Resilience

In atypical tree-basedstructure, the lossof an in-
ternal node results in the loss of the ertire sub-
tree rooted at the failed node. PHT howewver does
not require top-down traversals; instead one can
directly \jump" to any nodein the PHT. Thusthe
failure of any given node in the PHT doesnot af-
fect the availability of data stored at other nodes.
In somesensethe indexing state in the trie is used
only asan optimization. For example,obsene that
correct operation of the PHT is achievable using
only the integrity of the doubly-linked list of leaf



nodes’. Both updates (through linear seard) and
range queries (through sequetial traversal of the
list) can be handled without the help of the trie
indexing structure. Contrast with atree wherethe
indexing structure is indispensiblefor both updates
and queries,and is therefore vulnerable to failures.

2.4 PHT Enhancements

Until this point, we have discussedhe useof PHTs
for satisfying unidimensional range queries. In this
section, we describe two re nements: functionality
extensionsto support multi-dimensional searding,
and performanceenhancemeis for scenarioswith
known or relatively static data distributions.

2.4.1 Multi-dimensionalndexing via Linearization
There areaplethora of certralized indexing schemes
for supporting multidimensional range and near-
neighbor queries; multiple surveys have beenpub-
lished in this area (e.g., [11, 28]). One class of
heuristic multidimensional indexing schemesmaps
multidimensional data to a single dimension. This
approad is sometimescalledlinearization, or space-
I ling curves and well-known examplesinclude the
Hilb ert, Gray code, and \Z-order" curves[16]. A
multidimensional query is mapped to a unidimen-
sional range query that spansfrom the lowest to
highest linearization points of the original query.
In general, linearized queriesreturn a superset of
the matching data, which has to be post- ltered.
Recen linearization schemeslike the Pyramid [3]

and iDistance [35] techniqueshave beenshowvn em-

pirically to outperform traditional space- lling curves

aswell as popular multidimensional tree structures
in high-dimensional scenarios.

Though work on multidimensional indexing via lin-
earization schemesis largely heuristic, it hasa strong
practical attraction: linearization can be imple-
mented asan overlay upon existing unidimensional
range seart structures, which are typically more
frequertly implemented and carefully debuggedthan
specialized multidimensional indexes. This argu-
mernt holds for PHTs aswell asfor any distributed
range seard technique. PHTs have the added ad-
vantage that their underlying substrate, DHTSs, are
[)allp(i:(lj(Iy emergingas a leading distributed building
ock.

After mapping a d-dimensional query Q4 into a
unidimensional query @', a PHT nds the answer
set in O(log D + djQ’j/Be) network hops, where
j@Q'j is the size of the result set returned for the
unidimensional query Q’. Note that we have given
no bound on the di erence betweenjQ’j and jQqj,
and in the worst casej@Q’j = n. This dierence
captures the ine cacy of the chosenlinearization
scdheme;it is not particular to PHTs per se.

"This is somewhat similar to Chord whose correct operation
depends only on the integrity of the successor pointers

2.4.2 Indexing KnownDistributions

Relative to tree-basedindexes, a disadvantage of
PHTs is that their complexity is expressedn terms
of the log of the domain size, D, rather than the
sizeof the data set, N. In many scenarios howe\er,
data is from a known distribution: for example,
keywords in text seart follow well-known Zip an
distributions, and range seard queries(e.g. text-
pre x querieslike\Cali*") are quite natural. Here
we informally argue that for known distributions,
the PHT can be modied to run in O(loglog V)
expected hops.

We begin by examining the simple uniform distri-

bution over D-bit keys. For N data items drawn
from this distribution, the expecteddepth of a leaf
in the PHT is O(log N), with low variance. Hence
for uniform distributions, the expected number of
hopswith PHT-LOOKUP-BINAR Y is O(loglog N).
This seard algorithm can be improved further via
aseart algorithm that starts at pre x-length log Vv,
and proceedsupward or downward as necessary

For known but non-uniform distributions, similar
performancecanbeachieved by \w arping" the space
appropriately, remapping the original distribution
to a uniform distribution. For ead data point
drawn from the original distribution, its rst bit
is remapped to be O if it is lower than the mid-
point of the distribution's PDF, and 1 otherwise;
this assignmen proceedsrecursively through all
D bits. The resulting set of mapped points are
essetially drawn from the uniform distribution,
and a PHT built on these points will have path
lengths as described above. Queriesin the original
space are mapped accordingly, and will perform
with O(loglog N) expected hops.

For globally well-known distributions (e.g. terms

in spoken English), the warping function is more
or less xed and can be distributed as part of the
PHT code. Howewer, in practice many data sets
comefrom distributions that do change, but quite
slowly. For example, the distribution of terms in
lesharing applications will shift slightly as pop-
ularity shifts; some terms may suddenly become
popular when a new popular le is released,but
most terms' frequencywill remain relatively static
for long periods of time. For such slowly-changing
distributions, a gossip-basedscheme can be used
to disseminate compressedrepresetiations of the
distribution to all nodes, and any changesto the
distribution can be re ected via periodic remap-
ping of the data and queries (perhaps as part of

soft-state refresh.)

We closethis section by observing a general dual-
ity. A tree index is actually quite analogousto the
pairing of a trie-based scheme with a known dis-
tribution: the \split-k eys" in a tree index capture
the data distribution, and the pointers in the tree
index sene the samefunction asthe bits in the trie



encaing. An advantage of the PHT approad is
the ability we noted above to \jump" into any point
of the trie via hashing; global knowledgeof the dis-
tribution providesthis uniformity in addressing. A
similar trick could be achieved in tree indexesas
well, if every searter had a fair approximation of
the split keysin the tree and the locations of the
tree nodesin an identi er space.

3. EVALUATION

This sectionpresens a simulation-basedevaluation
of the PHT data structure. Although these simu-
lation results are by no meanscomprehensie, we
preseri them aspreliminary experimental evidence
that the PHT is aviable solution. A morecomplete
evaluation, along with gaining experiencewith de-
ployment of a working prototype, is the focus of
our current e orts.

Our simulation setup is as follows. A PHT that
indexes 30-bit keys is created on top of a DHT
consisting of 1000 nodes. Our focus is on evalu-
ating the performance of the data structure; for
that reasonwe abstract away many of the details
of the DHT by using a stripp ed-dovn version of

the Chord protocol. 216 arti cially generatedkeys
are inserted into the PHT coming from a uniform

distribution over the entire 230 keyspace. We use
an arti cially low block sizeof B = 20in order to
generatea non-trivial instance of the PHT.

3.1 Rangequeries

Recall that a range query is evaluated by travers-
ing the leaf nodesof the PHT. The complexity (and
latency) of the range query operation dependson
the number of suc leaves, which is a function of
the output, i.e., how many keysactually satisfy the
given query. In the ideal case,if the output sizeis
O and the block sizeis B, the number of nodes

traversed should be about d@e. To seehow well

the PHT distributes keysamongthe leaf nodes,we
generate 1000 randomly generated queries of size

varying from 222 to 226, measuredhow many leaf
nodes were required to be traversed. The results

normalized to the optimal number d%e are shavn

in gure 3. The number of leaf nodesrequired to
betraversedis roughly the samein all cases:about
1.4 times the optimal value. To evaluate the e ect
of skewed distributions on the PHT structure, this
experiment was repeated with a Gaussian distri-
bution certered at the midpoint of the spaceto
generateinput keys. For rangesthat are closeto
the mean, where keys are densely clustered, the
PHT does well, actually out-performing the uni-
form case. For sparserregions,the PHT does not
do aswell, but noworsethan 1.6the optimal value.
Theseresults indicate that the PHT incurs only a
reasonably small constart factor of overhead (in
terms of nodesvisited) more than the theoretically
optimal value.

3.2 Load balance

The next experiment attempts to verify the asser-
tion that the PHT spreadsnetwork load ewvenly,
and therefore doesnot have a bottlenedk, unlike a
binary tree. To test this hypothesis, we generated
100,000PHT lookupson uniformly distributed keys
and obsened the distribution of lookup trac. By
lookup trac, wemeanthe DHT queriesgenerated
by the binary seart algorithm, and not the under-
lying DHT routing trac. Figure 4 shows the dis-
tribution of lookup trac over all the nodesin the
DHT. It canbe seenthat about 80 % of the nodes
seelessthan 400lookups (out of 100,000). The rest
of the nodes,which correspond to PHT leaf nodes,
receive more trac, but in no case higher than
1800. Contrast this with a B-tree where ead of
the 100,000messagesnust necessarilygo through
the root. To test the e ect of network size, the
experiment was repeated for 1000, 2000 and 3000
nodes respectively. As expected, a larger number
of nodesreducesthe amount of per-nodetrac, as
PHT pre xes are distributed among more nodes.
Howevwer the actual PHT leaf nodescortinue to re-
ceic\i/e higher amourts of trac than the rest of the
nodes.
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Figure 3: Eciency of range queries

4., RELATED WORK

Building e cient data structures for searting is
one of the fundamental problemsin computer sci-
ence; [19, 8] are good references. Our PHT pro-
posal is particularly reminiscert of Litwin's Trie
Hashing[21], but hasan added advantage that the
\memory addresses"where buckets of the trie are
stored are in fact the DHT keysobtained by hash-
ing the corresponding pre xes.

With respectto the problem of implementing range
seart over peer-to-peersystems,Aspnesand Shah
[1] have proposedskip graphs a distributed data
structure basedon the skiplist that providesarange
seart solution. Howewer they do not provide a
mapping from keysto peersin a network; suc a
mapping is provided by Awerbuch and Sceideler
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[2] by essetially building a skip graph on top of a
DHT. Lookup times and per data item state in a
slf<i_p graph are O(log N), where N is the number
of items.

In recert work, Karger and Ruhl [17] propose a
randomizedprotocol calleditem balancing that bal-
ances the distribution of items by having DHT
nodes adaptively change their identi ers. While
providing excellern theoretical properties, their so-
lution relies on more than just the hashable in-
terface of the underlying DHT, which could poten-
tially create a barrier to deployment. A related
Froi[ocol hasbeenproposedby Ganesanand Bawa
12].

Other related work includes a DHT-based cading
scheme [13] and a technique speci cally for the
CAN DHT basedon space- lling curves[32].

Cone|[4] is a trie-based data structure that is used
to ewaluate aggregation operators, sud as MIN,
MAX and SUM, over keysin a DHT. Although the
PHT is also basedon a trie, it diers from Cone
in three signi cant respects. First, Cone builds
a trie over uniformly distributed node identi ers.

Second,Cone doesnot support range queries. Fi-
nally, Cone is a DHT augmenation where as the
PHT builds on top of the DHT.

Waldvogel et al [33] have proposedan IP lookup
algorithm basedon binary seard of pre xes orga-
nized into hashables basedon pre x length. Al-
though they are solving longest pre x match, a
di erent but related problem, their binary searh
technique is similar to the PHT lookup algorithm.
The key distinguishing characteristic is that the
PHT operates in a distributed setting, with an
ertirely dierent set of constraints and issues,as
opposedto an IP lookup algorithm that is imple-
mented in hardware in a high-speedrouter.

5. CONCLUSION

In their short existence,DHTs have becomeawidely
usedtool for building large-scaledistributed sys-
tems. While the lookup interface o ered by DHTs

is broadly applicable, it doesnot naturally support

a very common feature in databaseand other in-

formation processingsystems: range queries. Our

goalwasto addressthis shortcoming but, cortrary

to early e orts in the eld, subject to the constraint

that thesequeriesonly usethe lookup interfaceand

not rely on changesto or knowledge of the under-

lying DHT routing algorithm. This would ensure
that the solution would apply to any DHT, not just

those speci cally engineeredfor the task. To this

end, we presered the designand evaluation of Pre-

x HashTrees(PHT), adata structure designedto

support rangequeries. PHT hasthe propertiestra-

ditionally required of large-scalelnternet systems:
self-organizing,scalable,and robust in the presence
of failures. While it doesnot prevert loss of data
due to node outages, sud failures do not prevent

it from producing results from the other nodes.

In short, we believe that PHT will enablegeneral-
purposeDHTs to support a wider classof queries,
and then broadenthe horizon of their applicability.
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